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EUROCONTROL

HOW TO FILE A PERSONAL DATA COMPLAINT — STAFF
In case you wish to lodge a complaint about the violation of your right to the protection of persona
data by the Agency ', you have the choice between two different complaints mechanisms, namely

1. filing a complaint with the Data Protection Supervisory Board (DPSB), in accordance with
article 25.2 of the Regulation, or

2. using the normal complaint mechanism provided in the service regulations, pursuant article
92.2 of the Staff Regulations.

1. Complaint to the Data Protection Supervisory Board

This first mechanism for complaints specifically related to data protection matters provides that any
staff may submit a complaint to the DPSB. Under this mechanism, you may submit a complaint to
the DPSB under the same conditions as a complaint pursuant to article 92.2 of the Staff Regulations
and the corresponding provisions in the other service regulations (i.e. within three months from a

decision of the Director General or a failure to take a decision).

Before submitting a complaint to the DPSB, you need to first try and resolve the matter with the Data
Protection Officer (DPO).

A complaint can only be lodged for alleged infringements of the Regulation which negatively impact

you personally as a data subject.

Complaints must be made in writing. If you decide to file a complaint to the DPSB, please use this

complaint formto be completed in English or French and send it to dpsb.sec@eurocontrol.int. You

need to provide at least the following information, according to article 8.4 of Annex IV of the
Regulation — Rules of Procedure of the EUROCONTROL Data Protection Supervisory Board:

e your identity and contact details (anonymous complaint are not accepted)

e thealleged infringement, date of becoming aware of the alleged infringementand the date
of contacting the DPO to seek resolution

o astatement of the facts

e the reason for your complaint, including the negative impact of the infringement of the
Regulation on you

o the remedies you are seeking

e any other relevant documentation

T Article 26b of the Staff Regulations, Article 26b of the GCE and Article 24b of the ECAC Conditions of
Employment
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Handling of your complaint and decision

A complaint is admissible if it is submitted in writing, in English or French, the three (3) months’ time
limit for its submission is respected, the form contains the required information, and you have

attempted to solve the issue with the DPO before filing the complaint.
In addition, the complaint must concern your own personal data to be admissible.

The DPSB has sixty (60) days to inform you about the progress or outcome of the complaint (i.e.
take a decision within the meaning of article 92.2 of the Staff Regulation and the corresponding

provisions in the other service regulations).

The procedure on handling data subject complaints by the DPSB can be found in article 8 of Annex
IV of the Regulation — Rules of Procedure of the EUROCONTROL Data Protection Supervisory
Board.

i) Preliminary report

For each complaint, the DPSB nominates a rapporteur fromamong its members, who will draft a
preliminary report including an admissibility check, and, if the complaint is admissible, makes an

analysis of the relevant issues and infringement of the Regulation raised in your complaint.

Once the complaint has been considered admissible, the DPSB can require further clarifications
(request for written statement/documentation, interviews etc) from the DPO, the internal controller,
the processor or from you.

ii) DPSB’s conclusions

Once finalised, the preliminary report is discussed at a meeting of the DPSB and conclusions are
drafted by the rapporteur.

The conclusions will take into account:

. the nature and gravity of the alleged violations of the Regulation
. the importance of the damage that you may have suffered as a result of the violation
. the exact date on which the underlying events occurred, on which the conduct in question

ceased to have an effect, on which the effects were removed or on which an appropriate
guarantee of such removal was provided.

The DPSB’s conclusions are communicated to you, to the Director General and to the DPO (cf.
article 25.5 of the Regulation).

If the DPSB is not in a position to reach a decision within sixty (60) days of receipt of the complaint

the Secretariat of the DPSB will inform you about the progress of the complaint procedure

iii) Director General’s decision
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The Director General adopts a decision in accordance with the conclusions of the DPSB and informs
you, the DPSB and the DPO accordingly.

2. Complaint to the Director General

Alternatively, you may submit a complaint against a decision of the Director General affecting your
rightto have your personal data processed correctly viathe normal complaints’ mechanism provided
for in article 92.2 of the Staff Regulations and the corresponding provisions in the other service
regulations. The complaint should be launched within three months from a decision of the DG or a

failure to take a decision.

The complaint will be submitted to the Joint Committee for Disputes (JCD) for its opinion. Where the
complaint concerns your rights pursuant to Article 26b of the Staff Regulations and the corresponding
provisions in the other employment regulations, the JCD may ask the opinion of the DPO.

If the Director General fails to take any decision about your complaint within sixty days of the day
following its submission (implied decision), you are entitled to lodge an appeal pursuant to article 93
of the Staff Regulations. Please be aware that the decision to forward the complaintto the JCD is a
decision about your complaint. The 60-day deadline then no longer applies, and you may only lodge
an appeal with the ILOAT pursuant to article 93 if the Director General fails to provide you with a
final decision within a reasonable period consideringthe nature of the request and the circumstances

involved.

Appeal

Whether you have filed a complaint to the DPSB or with the Director General, you may challenge a

final decision, rejection or implied decision before the Administrative Tribunal of the Internationa

Labour Organization (cf. article 93 of the staff regulations and the corresponding provisions in the

other service regulations).

The appeal shall be filed within ninety (90) days
e after you have been notified of the final decision of the Director General; or

e where the Director General has failed to take a decision upon the complaint, from the

expiration of the sixty (60) days for the taking of the decision by the Administration.
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This document is published by EUROCONTROL for information purposes. It may be copied in
whole or in part, provided that EUROCONTROL is mentioned as the source and it is not used
for commerdial purposes (i.e. for finandial gain). The information in this document may not
be modified without prior written permission from EUROCONTROL.
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