p

-y

EUROCONTROL

CHMI installation guide
version 27.0.0

Edition No. ; 27.000

Edition Issue Date 06 Mar 2023

Author : Mark Sing

Reference ; CHMI/USD/CHMIaoinst27.0.0

Copy No. : <« stamp here



DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

Document Control

Copyright Notice

© 2023 European Organisation for the Safety of Air Navigation (EUROCONTROL).

All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording or otherwise, without the

prior written permission of EUROCONTROL.

Document Identification

Full Title: CHMI installation guide version 27.0.0

Total Number of Pages: 46




DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

Table Of Contents

110 o 18 o] £ o ] o P 6
0 A o 1= o 1o oo 6
T o o] o PP 6

Useful documentations and liNKS .........covviviiiiiiiiiiei e 6

L [ o T 9T 6

(I Tof = R YT L =T=T0 0= o | PP 7
4.1 SEIVICE AQIEEIMENTS ...eiiiiiiiiiiittieet e e e e e ettt et e e e e s s bbb e ettt e e e e e s s bbb et e e e e e e e s s nabbbeneeeeeeeaane 7
4.2 NM SECUNMLY RUIES.....coiiiiiiiiitee it e e e e r e e e e e e e anes 7

O o Eo T o Y T o] =T =T o LU TS 1 (= 8
5.1 MiNiMUM FEQUITEMENTS ...uuiiiiiiiiieeeieiitite e e e e e e st e e e e e s s bbb e e e e e e e e s s sabb b et e e e e e e e s annneeees 8
5.2 Monitor: minimum screen resolution: 1024*768 ..........cccoveeieiiei e 8
5.3 Recommended reqQUIFEMENTS .......cciiiiiiiiiiiiiie e et s e e e e e e et s e e e e e e e e aenan e e e e eeeeennnes 8
5.4 Supported Platforms .....ccooie i 8

Connectivity prerequisite for Internet CoONNECtION..........ooiiiiiiiiiiiiee e 9
6.1  Network CONSIAEIAtION ......cccoiiiiiee e 9
6.2 ProXy CONSIAEIAtioN .......ccccoiiiiii e 9

Connectivity prerequisite for EXIranet. ... 10

. Download CHMI SOFftWAIE .....ceviiiiiiiiiiiiiiiiieieiee ettt eeeeeeeseeesseesseeseeeeenenees 11
8.1 VIiaNMWEDSITE. ..o 11
8.2 CHMII software packaging info..............ccc 11

Upgrade iNFOIrMALION ...t e e e e e e e eas 12
LS I R \V/ [ To =V T T ] {0 1 4.F= 11 o o 12
9.2 CHMI 18.0.7 already inStalled ..........ccoooeiiiieiieeeiee e 12
9.3 CHMI 27.0.0 INSLAIIALION ... s 12

10. Installation Of CHMI SOTIWAIE .......uiiiiiiiiiiiiiiieeeee ettt eee e eeeseeeneeenees 13
L I R [ o1 o o (U1 1o o PR PPPRRTT 13
10.2 Retrieve internet proxXy iNfOrMEatION. .........coouiiiiiiiiiiiiie e 13
10.3 Execute the CHMI SOftWAIE.........uuuuiieeiiiiiiieiiieiieeiieeeieeseeeeeeeeeeeseeeeeeeseeeereeseeesnseeesensaesenes 14

10.3.2 Select INSAllatioN TYPE .....uveiiieeeieiitee et e e e 17

10.3.2.1 Option 1 Typical : Internet CONNECLION ..........oooeeeiiiiiiiiiiie e e 17
10.3.2.2 Option 2 Complete : Internet and Extranet connection.............cccceeeeeeeieieenns 17
10.3.2.3 OPLION 3 CUSTOM ... 18

10.3.3 Ready to install the appliCation ...........ccooeviiiiiii i 19

10.3.4 Check Your Files and Folder PermiSSiONS ............ccuieiiiiiiiiiiiiiiee et 20

R NV T = o] L= ] 0] (o UL £ 21
0 A 01 (=T ¢ 1= A0 g To ] (o] U | £ PSPPSR 21




DNM EUROCONTROL

Document Title: Document Reference:
CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst
11.2 EXUrAN@l SNOMCULS ... ..uuuiiiiiiiiiiiiitiiiiiiieteeeteeeteeeteeeeteeseeeseeeseeesseeeseeeseesseeseeesseessseeseeeseeenees 21
11.3 AIRAC SNOMCULS .iieeiiiiiitieiie ettt e e e e e e e et e e e e e e e s s e eeeaeeeeeennnnees 21
11.4 PREOPS ShOMCUL .....coiitiiiiiiiie et e e e et e e e e e e e e e e bbb e e e e e eeeesrbaaa e ans 22
11.5 Training SNOMCUL .....cooi it e e e e s e e e e e e e e e annees 22
11.6 MaiNtENANCE SNOIMCULS ......uuiiiiiieiiiiiiiie e e e e e e e s e e e e e e e e e nnnees 22
I O o 1=] =1 £ [0 o TP PRPPPTPPPPPPPPRPP 23
22 A 1 o o [ Tox 1 o] o PSPPSR 23
D2 [ 01 (=T g =T A o] o1 T=T od 1[0 o PSSP 23
12.3 Extranet ConNECtioN (NEWPENS). .....uuuuiuiiiieiiieiieerrrerreesrrssrsneressrssrrrrrrresee——————————. 25
13. IMpPort of CHMI PreferEeNCES. ......uiiiiiieiee it e e e e 26
13.1 Migration of preference files for Windows 10 — 64 DitS........cccoeeeevvieiiiiiiiiin e, 26
I =T Y Lo TU =T o] o] [ Tox=1 4101 o FS PP PPPPP 27

Table Of Figures

Figure 1: Base - WEICOME MENU ......oouiiiiiiiiiiee ettt e et e e e e e st e e e e e e e e ans 14
Figure 2: software already iNStalled ..............ooiiiiiiiii e 15
Figure 3: Base - LICENSE AQr@EIMENT..........uuuiiieeiieeireereeerreerreeereeeseerrerereeereeereerrrrrrrerrerr——————————. 16
FIQUIE 42 INTEINET PIOXY ..ottt e ettt e ettt e e e e e e et e et e e e e e e e st b e e e e e eeeeans 16
Figure 5: Select INStallation tYPe......cooiiiiiiiiie et e e e e e e e 17
Lo [V TS Y= =T od o L] = ox (] Y 18
FIQUrE 7 Change dIrECIOIY ......uuiiiiieieieieeiieeeeeeeteeseeeeseesseessessseesssessesssasssssssassssssssssssssssssssssssnnnsnsnnns 18
FIQUIE 8: SEIECT FEAAY ...ttt e e e e e e e e e e e e r e e e e e e ans 19
Figure 9: Successfully INSTAlled .........ccooviiiiiii e e 20
Figure 10: CHMI INtErnet ProXy [OQOMN.........uueiieeiieeiieeiieerseeereeeseesseeeseesseesseesreeereerrrerrrerrrrrrre——.——. 23
Figure 11: CHMI ACE IOQON ....uiiiiiiiiiiiiiiee ettt ettt e e e e et e e e e e e s st n e e e e e e e ans 24
Figure 12: Authentication failed QUITIING .........cooiiiiiiiiiiie e 24
FIgure 13: CHMI RSA JOQON ....eviiiiiiiiiieiiieeeteeeeeeteeeeseessaessessseesseessesssassssssssssssasssssssssssssssssssnsssnsnnns 25
Lo U I I S =T ot TP PRPPP R TPPPPPPPPRPP 27
FIQUIE 15 TEST2 ... ee ettt e e e e et e et e e e e e e e bbb e e et e e e e e e e rnneeeeeeeans 27
L0 LU ST G T (=3 1 28
Figure 17: test -CONNECLEA 10 SAT | SEIVEN ....vvviiiiiieeiiieiieeeieeereeeseesseesseesrsessresreeerrerrrrrrrerrr——————. 28
Figure 18: UN@DIE t0 CONNECT.......ciiiiiiiiiiiiieie ettt e e e et re e e e e e e 30
FIgure 19 ACCESS AENIEA .......oouiiiiii et e e et s e e e e e e ettt e e e e e e e e eerana e e eeeeees 31
FIgure 20: DEDUQG MOAE .......oeiiiiiiiiiieiiieeiieeeeeeeeeeeeeeeseesseesseessesssesssessssassssssassssssssssssssssssssssssnsssnsnnns 32
Figure 21: Display CHMI SyStem €NVIFONMENT ...........ueiiiiiiiiiiiiiiiiiiaeeeee e e e esiieenee e e e e e 33
Figure 22: Display CHMI proxy name for CHMI 27.0.0 ........couiiiiiiiiiiiiieeeeee e 33
Figure 23: control panel/Program and FEAIUIES ............occoiiiiiiiiiiiiie e 34
1o 8 I O T [ = To [N = 11 (=T [P PPPPP 35




DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

Table Of Tables

Table 1: CHMI connection for INTEINEt USEIS ........ovvviviiiiiiieeeeeee ettt
Table 2: CHMI online help page for INtErNEet USEIS .........uuiiii i i
Table 3: CHMI connection for NEWPENS USEIS........ccooviiiiiiiiiiieeeeeeeeeeeeeee 10
Table 4: CHMI online help page for NEWPENS USEIS.........oiouviiiiiiiieeeiiiiiiiieee e 10




@
@
©)
4)

®)

@)
@

M
@
®
©)

@
@

DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

1. Introduction

1.1 Identification

This document forms part of the "CHMI” documentation.
This document has a document reference of "CHMI/USD/CHMIaoinst".
This document has a Title of "CHMI installation guide version ".

The CHMI numbering scheme has been modified to match with the NM release. Subsequently, for
the NM27.0.0 release, the CHMI version is 27.0.0.

The previous CHMI version being 18.0.7 (for NM26.0.0 release).

1.2 Scope

This document is intented to technical staff for the installation of the CHMI application.

This software can be used by AO (Aircraft Operator), ANSP (Air Navigation Service Provider)
and AMC (Airspace Management Cell) users.

2. Useful documentations and links

Refer to:
https://www.eurocontrol.int/library
https://www.eurocontrol.int/publication/network-manager-release-notes-nm-27

Video tutorials on youtube.com. Search for “Network Manager Flight Management Zone”.

3. Help Desk

If you have any problems, please contact the CSO Help Desk + 32 2 745 1997
You may also forward your questions to nm.cso.help-desk@eurocontrol.int



https://www.eurocontrol.int/library
https://www.eurocontrol.int/publication/network-manager-release-notes-nm-27
mailto:nm.cso.help-desk@eurocontrol.int
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4. License agreement

4.1 Service Agreements

Access to the NM System is authorised only to those Customers who have
signed the relevant Service Agreements with EUROCONTROL.
Email address of Customer Contact: nm.customersupport@eurocontrol.int

4.2 NM Security Rules

The Customer shall abide by the general security rules issued by
EUROCONTROL for the use of the NM Systems as set out in the NM Security
Rules which is provided to the Customer together with the Agreements for
NM System Access.

https://www.eurocontrol.int/info/agreements-rules-and-policies

For other contact names, refer to

https://www.eurocontrol.int/contact/network-management-contacts

o] https://www.eurocontrolint/contact/network-management-contacts A

Network management operations contacts

For non-urgent questions, contact us about 5
URGENT operational flow management problems

First name Last name

Email
URGENT operational flight planning problems

Your gquestion

URGENT login or technical problems



mailto:nm.customersupport@eurocontrol.int
https://www.eurocontrol.int/info/agreements-rules-and-policies
https://www.eurocontrol.int/contact/network-management-contacts

@

)
@

@

@

DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

5. PC Hardware prerequisite

51 Minimum requirements

Memory size: 8 Gigabytes of RAM minimum

5.2 Monitor: minimum screen resolution: 1024*768

5.3 Recommended requirements

For best performance: 12 or more Gigabytes of RAM.

PC with dual video outputs: 2 screens are recommended for “power” user of the application (one
screen for data input or information display, the second screen to plot maps).

54 Supported platforms

Microsoft Windows 10 (64-bit)

a) The CHMI development was done and fully tested under Windows 10 Enterprise, 64 bits.
In preparation : Microsoft Windows 11 (64-bit)

a) No known issues have been reported yet.

b)  If you are still running Windows 7 32 bits, please beware that CHMI is now running with
Open JDK 64 bits.

C) For any other OS (mainly Windows 11), issues will be analysed and attempts to resolve on
a best effort basis.
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6. Connectivity prerequisite for Internet Connection

6.1 Network consideration

The CHMI via Internet application connects to www.nm.eurocontrol.int on ports 80 and 443.
Ensure that your PC can resolve www.nm.eurocontrol.int.and b2c.nm.eurocontrol.int.

A CHMI ON-LINE help is also available, at
http://www.nm.eurocontrol.int/chmi_apphelp/index.html

) To resume:
TCP
CHMI PRIMARY SERVER ports Comment
Www.nm.eurocontrol.int
b2c.nm.eurocontrol.int. 80 & 443 Internet server
TCP
CHMI contingency SERVER ports Comment
www.contingency.nm.eurocontrol.int Internet backup server (only
b2c.contingency.nm.eurocontrol.int 80 & 443 available during contingency).

Table 1: CHMI connection for Internet users

CHMI ONLINE HELP PAGE

http://www.nm.eurocontrol.int/chmi apphelp/index.html

)

@

©)

Table 2: CHMI online help page for Internet users

6.2 Proxy consideration

The CHMI also supports Internet Proxy (also called proxy server). If it is the case, you may
specify the name and port number of your internet proxy during the installation phase. If you are
unsure please contact your network or PC administrator for more explanation.

If the previous version CHMI 18.0.7 is installed, you may use the same internet proxy value for
this release CHMI 27.0.0. Refer to Appendix C to determine which value is currently defined.

If you want to increase your security settings, refer to appendix (CHMI Certificate check) during
the CHMI authentication start-up session.



http://www.nm.eurocontrol.int/
http://www.nm.eurocontrol.int.and/
http://www.nm.eurocontrol.int/chmi_apphelp/index.html
http://www.nm.eurocontrol.int/
http://www.contingency.nm.eurocontrol.int/
http://www.nm.eurocontrol.int/chmi_apphelp/index.html

)
@

®)
)
®)

(6)
)
®)

9

DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

7.  Connectivity prerequisite for Extranet.

This extranet is also referred as NewPens Connection. Currently our Network provider is BT.

For BT (private network) connected users, it is assumed that the PC is connected and can
communicate with the BT network.

This connection is only reserved for ANSP (not for Airlines Organisations).
The CHMI via Extranet connects to harwbs0l.nm.eurocontrol.int on ports 80 & 443.

To find out the current value, use the command “nslookup” (nslookup
harwbs01.nm.eurocontrol.int) or “tracert”.

Ensure that DNS and Firewall are correctly updated to allow CHMI traffic.
The ICMP ping command is allowed to reach harwbhs0l.nm.eurocontrol.int.

A fallback site (near Paris) is also foreseen for CHMI, the fallback route is
brewbs01.nm.eurocontrol.int on standard ports (80 & 443).

A CHMI ON-LINE help is also available, at
http://harwbs01.nm.eurocontrol.int/chmi_apphelp/index.html (primary connection) and
http://brewbs01.nm.eurocontrol.int/chmi_apphelp/index.html (fallback site).

(10) To resume:
SERVERS NAME TCP ports Comment
harwbs01.nm.eurocontrol.int 80 & 443 Primary Server for NewPens (BT)
brewbs01.nm.eurocontrol.int 80 & 443 Contingency Server for NewPens (BT)
b2c.contingency.nm.eurocontrol.int 80 & 443 Contingency Server for NewPens (BT)

Table 3: CHMI connection for NewPens users

CHMI ONLINE HELP PAGE

URL= http://harwbs0l.nm.eurocontrol.int/chmi apphelp/index.html
URL= http://brewbs0l.nm.eurocontrol.int/chmi apphelp/index.html

(11)

Table 4: CHMI online help page for NewPens users

Contact your network administrator to ensure that your network configuration is correctly
implemented. Refer to appendix A (Network troubleshooting) for further information.

10
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8. Download CHMI software

8.1 Via NM website

This documentation is available at
http://www.nm.eurocontrol.int/chmi_appsoft/NM_27.0/CHMI/chmiaocinst27.0.0.pdf
The software is available when using the following URL:
http://www.nm.eurocontrol.int/chmi_appsoft/NM_27.0/CHMI/chmi2700.msi
The software has been digitally signed. Refer to annex J.

8.2 CHMI software packaging info

The software needs to be installed with PC full administrator rights.

This software package can be used for Internet connection, NewPens connection (also referred
as BT network) or both.

The software package can be installed with both types of connections (BT and Internet). This
allows some flexibility for network contingency (BT and Internet). NewPens is only available for
ANSP users.

The software package has been validated on Windows 10 64 bits. The CHMI software is a full 64
bits application.

For 64 bits applications, logically, the path should be c:\Program Files. To stick the previous
installation paths, we kept c:\Program Files (x86).

For a new installation, the average size of the application is approximately 250 Mbytes.

During the normal operation of the application, the average program and user data files are
approximately 500 Mbytes.

At each start-up, the CHMI software will check for new software version. Once a new software
upgrade is available, it will prompt to download new version. Therefore, it is important to ensure
that the location where the CHMI software is located has sufficient permissions to overwrite its
previous files.

Enusre that the “end-user” permissions are suitable to allow files modification (write/modify
access) to the default CHMI folders (normally C:\Program Files\Eurocontrol\NM
Applications\xxxx). Otherwise, the automatic CHMI upgrade shall fail.

During the CHMI software upgrade process, some temporary folders will be created. Eg,
c:\Program Files\Eurocontro\NM Applications\27.0.0\download

A small script is available to check whether the Windows folder permissions are correctly set,
refer to appendix E.

11
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9. Upgrade information

9.1 Migration information

The date of the CHMI migration will be communicated via AIM (ATFCM Information Message)
and via NM Portal (https://www.public.nm.eurocontrol.int/PUBPORTAL/gateway/spec/index.html ).
The scheduled date is Tuesday evening 25/04/2023.

Prior to this date, only CHMI 18.0.7 version will work correctly.

After migration date, only CHMI 27.0.0 will operate correctly. CHMI 18.0.7 will not work
anymore.

You will be informed by AIM and NM Portal when the migration is successful.
A few days after the migration, you may remove CHMI 18.0.7

9.2 CHMI 18.0.7 already installed

If CHMI 18.0.7 is already installed, leave the software installed until the migration date.
Once, the version 27.0.0 is operational, version 18.0.7 becomes obsolete.

For the Flexible User of Airspace (FUA) application, you need to continue using CHMI 18.0.7
until 2/6/2023 (16h00 UTC).

Refer Appendix D for the removal of this version.

9.3 CHMI 27.0.0 installation

It is recommended to install CHMI 27.0.0 as soon as possible.

Both versions (18.0.7 and 27.0.0) can be installed on the same PC (no conflict).

For testing purposes, after installing the application, launch the application, you should see the
NM Welcome window. This means that the CHMI client is communicating correctly with the NM
server.

If you try to login prior to the migration date, you will get an authentication error even if your
username/passcode is valid.

12



https://www.public.nm.eurocontrol.int/PUBPORTAL/gateway/spec/index.html

)

@)

©)

4)
®)

)
@
©)

DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst
10. Installation of CHMI software
10.1 Introduction

If you accept all the default settings, the CHMI software will be installed for an Internet
Connection.

If you want to use this software only for a NewPens connection, you will have to choose the
Custom installation type and select NewPens Connection and unselect Internet connection.

Only enter a valid Internet proxy during the installation. In case of doubt, leave the Internet proxy
field blank. If you typed in a wrong value, you must uninstall then re-install the application.

Ensure that you are installing the software with Windows administrator rights.

Whenever it is possible, we recommend that the default settings are used during the installation
phase. This will allow our technical staff to better support the application.

10.2 Retrieve internet proxy information.

During the installation you will be prompted to enter your internet proxy information.
The internet proxy information is defined as a system environment variable.
To determine the value of the “CHMI_PROXYHOST_27 0" value, refer to appendix C

13
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10.3 Execute the CHMI software

Execute the file “chmi27.0.0ao.msi”
You will see the Welcome window

ﬁ ATFCM CHMI 27.0.0 - InstallShield Wizard

ATFCM CHMI 27.0.0

Welcome to the InstallShield Wizard for

The InstallShield(R) Wizard will allow you to modify, repair, or
remave ATFCM CHMI 27.0.0, To continue, dick Mext,

<Back | Mext>

I | Cancel |

Figure 1: Base - Welcome menu
If you see one of the below window (Windows Installer) it means that the software is already

installed (refer to appendix D to remove the CHMI-27.0.0-A0O software).

@ Another version of this product is already
installed. Installation of this version cannot
continue. To configure or remove the
existing version of this product, use
Add/Remove Programs on the Control
Panel.

14
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O Modify

i}

O Repair

i

@ Remove

E

InstallShield

ﬁ ATFCM CHMI 27.0.0 - InstallShield Wizard

Program Maintenance

Madify, repair, ar remove the program.

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way features are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries,

Remove ATFCM CHMI 27.0.0 from your computer.

4 Otherwise

Figure 2: software already installed

(5) Click “Next” button to continue
6)  You will be prompted with the license agreement

15
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ﬁ ATFCM CHMI 27.0.0 - Install5hield Wizard >
License Agreement

Please read the following license agreement carefully.

Service Agreements 2
Access to the NM (former CFMU) System is authorised only to those
Customers who have signed the relevant Service Agreements with
EUROCONTROL.

MM (former CFMU) Security Rules
The Customer shall abide by the general security rules issued by
EURCCONTROL for the use of the NM (former CFMU) Systems as set out

L L B e o e e T I Lk T P

(®) I accept the terms in the license agreement Print

i1 do not accept the terms in the license agreement

InstallShield

Figure 3: Base - License agreement

If you accept the license agreement, select “| accept the license agreement” then click “Next” to
continue

ﬁ ATFCM CHMI 27.0.0 - InstallShield Wizard

Internet Proxy Information

If you are planning to use CHMI software across the internet via an inte
pmxy, then enter below ﬁ1e internet proxy |r1ﬁ:nrmat|or1 If you are

installation.

Enter the internet proxy server as follows:

Proxy_server_name:port_number

Internet Proxy

You must have administrator rights to install the CHMI software,

InstallShield

Figure 4: Internet Proxy

16
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If you have an Internet Proxy, type in a valid proxy server name and port number separated by a
colon (e.g. server_name:1234), then click the next button.

If CHMI 18.0.7 is already installed, you may use the same value. Refer to Appendix C to display
the internet proxy name and port number.

If you are unsure, contact your network administrator.
If you are not using the application via Internet, click “Next” to continue.

10.3.2 Select Installation type

5

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(® Typical

ﬂ Typical Setup

() Complete

All programs features will be installed. {requires the most disk
space.)

Chioose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

Figure 5: Select Installation type

10.3.2.1 Option 1 Typical : Internet connection

If you only need the Internet connection, select the “Typical”, then click “Next” button to continue.
To continue, go to section 0 (page 19).

10.3.2.2 Option 2 Complete : Internet and Extranet connection

If you would like both types of connection, select “Complete”, then click “Next” button to continue.
To continue, go to section 0 (page 19).

17
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10.3.2.3  Option 3 Custom

You may use this option to change the default directory.

ﬂ ATFCM CHMI 27.0.0 - InstallShield Wizard

Custom Setup
Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

Feature Description

I =i~ | Praosxy

- (=0 ~ | Extranet_Connection

Install to:

C:\Program Files (x86)\EUROCONTROLYMM Applications\27.0.0% Change. ..

Installshield

Help Space < Back Cancel

Figure 6: Select directory

So that you can choose a directory which is not under c:\Program File (x86) where write/modify
permissions_areless_strict, eg_c:\EUROCONT_ROIiZ?.0.0 S

ﬁ ATFCM CHMI 27.0.0 - InstallShield Wizard A

I

Custom Setup
Select the program features you want installed.

! Click on an icon in the list below to change how a feature is installed.

— =~ Applications Feature Description

- =3 ~ | Internet_Connection

I =i~ I Proxy

- {0 ~ | Extranet_Connection

This feature reguires 442MB on
| your hard drive.

Install to:
C:\EUROCONTROL\27.0.0\ Change...
InstallShield
Help Space < Back Cancel

Figure 7 Change directory
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10.3.3 Ready to install the application

(1)  After choosing the appropriate feature, the following window will appear:

8§ ATFCM CHMI 27.0.0 - InstallShield

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

Installshield

<Back || ®fmstal || Cancel

Figure 8: Selectready

2)  Click on the “Install” button, the software will now be installed.
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@)  When the installation software is complete, the following screen will appear:

#8 ATFCM CHMI 27.0.0 - InstaliShield Wizard

27.0.0. Click Finish to exit the wizard.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed ATFCM CHMI

N/

Figure 9: Successfully installed

4  Click on Finish.
(5)  The installation is now complete.

10.3.4 Check Your Files and Folder Permissions
1)  Refer to appendix E.
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11. Available shortcuts
11.1 Internet Shortcuts

The following Internet shortcuts are available in the start menu:

Start/Programs/NM Applications/CHMI 27.0.0 via Internet shortcut which is the main shortcut
to start the CHMI application.

Start/Programs/NM Applications/Contingency Access/CHMI 27.0.0 via Internet
(contingency) shortcut. If the Network Manager enters into a contingency situation, the CHMI
application is still available but via another remote host site (Paris instead of Brussels).Only use
this shortcut when instructed by the NM staff.

11.2 Extranet Shortcuts

The following Internet shortcuts are available in the start menu:

Start/Programs/NM Applications/CHMI 27.0.0 via Extranet shortcut which is the main shortcut
to start the CHMI application.

Start/Programs/NM Applications/Contingency Access/CHMI 27.0.0 via Extranet
(contingency) shortcut: If the Network Manager enters into a contingency situation, the CHMI
application is still available but via another remote host site (Paris instead of Brussels).Only use
this shortcut when instructed by the NM staff.

11.3 AIRAC Shortcuts

The following AIRAC shortcuts are available in the start menu:

Start/Programs/NM Applications/Tools/CHMI 27.0.0 ENVPREVAL1 (Next AIRAC) shortcut
NM Airspace data available + 15 days before AIRAC switch is still subject to NM Airspace data
changes (Internal NM validation process, Late publication, ...);.

Start/Programs/NM Applications/Tools/CHMI 27.0.0 ENVPREVAL1 (Next AIRAC) Extranet
shortcut. Same as the previous one but for NewPens users

Start/Programs/NM Applications/Tools/CHMI 27.0.0 ENVPREVAL3 (Adhoc AIRAC) shortcut
NM Airspace data available for Ad-Hoc AIRAC(s) will be incomplete in NM system. Only required
pre validation NM Airspace Data will be available.

Start/Programs/NM Applications/Tools/CHMI 27.0.0 ENVPREVALS3 (Adhoc AIRAC) Extranet
shortcut. Same as previous shortcut but for NewPens users.

Start/Programs/NM Applications/Tools/CHMI 27.0.0 ENVPREVALS5 (Adhoc AIRAC) shortcut
NM Airspace data available for Ad-Hoc AIRAC(s) will be incomplete in NM system. Only required

pre validation NM Airspace Data will be available. This is another Airac season. For more
information, please contact Flight Data ADS team.

Start/Programs/NM Applications/Tools/CHMI 27.0.0 ENVPREVALS (Adhoc AIRAC) Extranet
shortcut. Same as previous shortcut but for NewPens users.

The availability of access to the NM Validation / Pre-validation systems depends on the
availability of both systems;

NM Operational validation / Pre-validation exercise has priority 1 on the usages of the validation /
Pre-validation NM systems
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11.4 PREOPS Shortcut

Start/Programs/NM Applications/Tools/CHMI 27.0.0 PREOPS shortcut: you can use this
shortcut if you wish to compare data of the PREOPS chain (eg B2B PREOPS and PORTAL
PREOPS data).

11.5 Training Shortcut

Start/Programs/NM Applications/Tools/CHMI 27.0.0 TT3 shortcut: use this shortcut during a
training course (in coordination with a CHMI instructor).

11.6 Maintenance Shortcuts

Start/Programs/NM Applications/Tools/CHMI 27.0.0 reinitialize_all.Ink shortcut:

You will need to use this shortcut to remove all traces of software update failure due to CHMI
configuration issues (mainly folder permissions).

Start/Programs/NM Applications/Tools/CHMI 27.0.0 reinitialize_map_cache.lnk shortcut:

this shortcut will delete the CHMI local map cache. If the map cache file is missing, the CHMI will
retrieve the LATEST available file from the CHMI server. This could speed up your plot operation.
You will need to execute this shortcut when the CHMI is not “running”.

At each AIRAC date (a calendar is available in the CHMI/help/AIRAC cycles menu), the CHMI
will download a new Airac map cache file (which contains the latest route/point/restrictions). At
each CHMI start up, the local map cache is updating the file with the latest environment live
update.

Start/Programs/NM Applications/Tools/CHMI 27.0.0 debug mode.lnk shortcut:

If you experience any technical problem, you might be instructed by CSO help desk to operate in
Debug mode. In this mode, a very detailed log is produced in the ..\log folder. You will need to
send these files to NM CSO email address.
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12. Operations

12.1 Introduction

After the successful migration of the NM applications, an AIM (ATFCM Information Message) will
be distributed and the successful migration will be also published on the NOP portal headline
News (https://www.public.nm.eurocontrol.int/PUBPORTAL/gateway/spec/index.html)

When the NM applications are available, the CHMI logon screen will be available.

12.2 Internet Connection

To start CHMI 27.0.0, launch the applications from Start/Programs/NM Applications/CHMI

27.0.0 via Internet.

If you have configured the software with an Internet proxy, you will first be prompted with “NM

authentication for Internet Access proxy” logon screen:

& Welcome to NM

)

NM Authentication

InternetAccess proxy
al FPEHER

User name |airline_internet_username

Password (esesssesl

l Log on ” Close |

A

Figure 10: CHMI Internet proxy logon

Enter your company “Internet Proxy” user name and password. If you are unsure, please

contact your PC or network administrator.

After a successful login, you will be prompted with the “NM authentication” logon screen.
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€ Welcome to NM

NM Authentication

Enter credentials for authentication

User name | chmi_user_id

Passcode (eesssese

X

2

Close

Figure 11: CHMI ACE logon

a) Enter the CHMI user name assigned by the Network Manager Customer Support.

b)  Enter the passcode generated with the RSA software token tool.

C) For more information, refer to appendix H
)  If you tried to login to the application before the NM migration date (normally foreseen on

23/06/2020 in the evening), you will get this error message

e Login Error

Authentication failed
Quitting.

Figure 12: Authentication failed Quitting

24




DNM EUROCONTROL

Document Title: Document Reference:

CHMI installation guide version 27.0.0 CHMI/USD/CHMIaoinst

12.3 Extranet Connection (NewPens).

1)  To start CHMI 27.0.0, launch the applications from Start/Programs/NM Applications/CHMI
27.0.0 via Extranet.

(@  After a few seconds, you will be prompted with the “CFMU authentication” logon screen. If you
do not see this window then refers to the Appendix (Network troubleshooting).

€ Welcome to NM *

NM Authentication
Enter credentials for authentication [D] |
=)

User name | chmi_user_id

Passcode (eesssese

Figure 13: CHMI RSA logon

@)  This CHMI logon window requires that you enter your login.
a) Enter the CHMI user name assigned by the Network Manager.
b)  Enter the passcode generated with the RSA software token tool.
C) For more information, refer to appendix “I”.
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13. Import of CHMI preferences.

13.1 Migration of preference files for Windows 10 — 64 bits.

1)  Ensure that the CHMI application is closed before executing the script.

@  If you wish to import, CHMI preferences of the previous version (18.0.7), you need to execute the
following script:

c:\Program Files (x86) \Eurocontrol\NM Applications\27.0.0\bin\2023-
ao-migrate_ workspace and preference-64BITS.bat

@)  The script assumes that the old preference files are located in “c:\Program Files
(x86)\Eurocontro\NM Applications\18.0.7\etc\preferences” and that the new version is located in
“c:\Program Files (x86)\Eurocontro\NM Applications\27.0.0\etc\preferences”

@) Ifthis is not the case, the script will detect the missing chmi.preferences and you will have the
possibility to propose a new location.

)  If you chmi.preferences is located in CANM\CHMIETC directory, then enter CANM\CHMINETC or
“‘C:\NM\CHMIETC”

6) If avalid location is found, you will see the output with the directory command.

" CAWINDOWS\system32\cmd. X

start chmi migration script

this script assumes that the chmi 18.0.7 was installed in "c:\Program Files (x86)\Eurocontrol\NM Applications\18.0.7"
Press any key to continue . . .

warning

chmi.preferences is missing in folder "c:\Program Files (x86)\Eurocontrol\NM Applications\18.0.7\etc\preferences\"
warning

Press any key to continue . . .

PLEASE ENTER THE LOCATION (directory) of YOUR chmi.preferences, "C:\NM\CHMI\ETC"

Unable to find your chmi.preferences, try again

PLEASE ENTER THE LOCATION (directory) of YOUR chmi.preferences, "C:\NM\CHMI\ETC" : C:\NM\CHMI27.0.0\etc\preferences
You have selected the location C:\NM\CHMI27.0.@\etc\preferences

Found your specified chmi.preferences!

C:\NM\CHMI27.0.0\etc\preferences\chmi.preferences

C:\NM\CHMI27.0.0\etc\preferences\chmi.workspaces
Volume in drive C is Windows
Volume Serial Number is 10F8-8F54

Directory of C:\NM\CHMI27.0.0\etc\preferences

eu/e3/2023 117 22.009 chmi.preferences
ou/e3/2023 214 22.014 chmi.preferences.bak
ou/e3/2023 :15 878.568 chmi.workspaces
0u4/03/2023 :12 905.772 chmi.workspaces.bak
4 File(s) 1.828.363 bytes
® Dir(s) 233.104.019.456 bytes free
The script will now process the file
Press any key to continue . . .
Press any key to continue.
Press any key to continue . . .

@)

8 Incase of a valid location, the script will “convert” into the new “format” NM27.
9  Press CTRL-Z if you wish to interrupt the script.
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14. Test you application

If you want to verify, your installation, you can try to connect to our test system.
The test system is available until 21/4/2023.

ith Windows Explorer, goto your CHMI directory.
Locate a file named: run_CHMI_27.0.0_via_testlsc-autodownload.bat
Execute the file

| B CAWINDOWS\system32\emd.exe

Reply “Y”

Figure 14: testl

In case of the Internet proxy prompt

& Welcome to NM tﬁj

NM Authentication

InternetAccess proxy
al FPEHER

User name |airline_internet_username

Password (esesssesl

| Log on || Close

Figure 15: test2

Enter your company “Internet Proxy” user name and password. If you are unsure, please
contact your PC or network administrator.
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@ If your “company” proxy authentication is successful, you will see the NM welcome screen

€ Welcome to NM *

HM Authentication

Enter credentials for authentication g@

User name |chn1i_user_id |

Passcode |o-o..... |

[logon ] | e

Figure 16: test3

@10y Enter your NM credentials.
1) In case of multiple profile, select the SATI domain (this is a test domain).

€ CHMI - sinl / FMP + update(ext_fmp_upd ’W » - %
File Edit View Workspace Application AcOom o
885 i 2R006GONS D&
FL234 X F123/4 X MFOZLMH X FOALH X e X MMALY X LOLSHE X Mo X F12/34 X RAWN X w x predict matin X MonitoringAPP X M12/34 X wyz x WLMOMML X predct X e x
FOZLH X RAWMMFOM X MU23/4 X FL23/4 X o-zZ X oH X oaMH X wis x wy23 x MY234 X aMH x WMMOM X WaMOML X MF12/34 X MI234 X WMo x MF123/4 X MEU2A X

MEL23MA X I x DHDLZHAL X LFMQ X LOLELOLS X sale X M X Route catalogue X Predetsor X Lo x ardhve X x 0 x 1) x MF23 X Yor0s X LOLEAGLSAELS X
ARCID X RAWM X MALY X FDZ X WW X MEX MM X RAWX MDZX FEX DZX WAYOMOX MOLYO X MUZ3 X AN X WIMOM X LFTHX LABX WMOZX LAUX LASX LACX U X AL X LAMT X ATRCM X S X MOML X

t green03e
actical Period at : 2302280000

© CHM: Software Upgrade.

A upgrade is ready for
The CHMI may be slower durng donnioad process.
if

(Get AIFCM Iaformation frished with aucotss

e

= Ipalh/CHVL B controlers.Jor
€ Release Notifier JATFCM (o Ipotch/CHUL MAP chmi o

e E 3| EUROCONTROL [
o ' |
sorcrer:

W@ 2020271455

Figure 17: test -connected to SAT_| server

(12)  You are now connected successfully to our test system.
(13) At this stage you can disconnect and wait until the migration date.
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A  Network troubleshooting

A.l CHMI connected to the NewPens network

If you get this error message (see below) after starting the application, it means that the CHMI
application cannot communicate with the CHMI server.

€ Login Failed! i

.j v | Unable to connect

Reason: Service unavailable - Try later
Metwork connection may be down or poor

Figure 18: Unable to connect

From the PC, perform the following tests

Test 1 (to ensure that the PC can resolve correctly IP name resolution)

- PING harwbs0l.nm.eurocontrol.int

- Action: contact your network specialist

Test 2 (to ensure that the PC can resolve correctly IP name resolution)

- PING brewbs0l1.nm.eurocontrol.int

- Action: Contingency site is only available during disaster recovery operations.

Also note, that if the date of the PC is completely wrong (eg, wrong year), you may also get this
error.
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A.2 CHMI connected to the Internet

Typical error message

e’ Welcome to NM

NM Authentication

Access denied. Credentials rejected.
Try again,

User name ||

Passcode

Figure 19 Access denied

Close

After several attempts, the account is locked, contact CSO help desk for assistance.
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B  Start the CHMI application in DEBUG mode

(1)  If you experience any technical problems with the CHMI (eg network, windows or application
problems related to the CHMI application, you might be requested by the NM technical staff to
start the CHMI application with extended log files.

2  Execute the shortcut “start menu\NM Applications\Tools\CHMI 27.0.0 debug mode”

&N Select C:

Nindows\system32\crmd.exe - O X

Figure 20: Debug mode

@)  Press enter to continue

(4  From now on, every time when you start the CHMI application, every CHMI transactions will be
recorded locally in log folder.

)  Normally the log file is located under “c:\Program Files (X86)\Eurocontro\NM
Applications\27.0.0\log\” folder.

6)  CHMI logs files are kept 60 days on the PC (file retention date).

@ Inorder to allow NM technical staff to analyse the problem, you will have to send these log files
(including dir.log.zip) to the help desk.

(8  The above procedure is not available on ANSP option-2 Pcs.
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C To determine CHMI system variables

@) Press Start, and then choose Run option, type “CMD”.
@  Atthe Windows DOS box, type “set CHMI” and then press ENTER button
3  Itwill display a similar window:

E® Command Prompt - O X

6_B=myairlin

Figure 21: Display CHMI system environment

4 In the above example, the “CHMI_PROXYHOST_26_0” value is “myairline:8080”, where
myairline is “your” server name and port number is 8080.
(5) For the CHMI 27.0.0, the system variable is now called “CHMI PROXYHOST 27 0”

(6)  Setting up this proxy server is only needed for Internet connection via a corporate internet
server.

B Command Prompt — O pd

Figure 22: Display CHMI proxy name for CHMI 27.0.0
@ Inthe above example, you see the correct CHMI PROXYHOST 27 0 name.
8  Contact your PC or network administrator for more information.
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D

Removal of CHMI software

(1  Ensure that the CHMI application is not running.
(2  Start/Control Panel/Programs and Features/Uninstall or change a program (for Windows 10)
&

« v 4 [ » Control Panel > Programs > Programs and Features v B »

File Edit View Tools

Control Panel Home

View installed updates

| ® Turn Windows features on or

off

1item selected

a)

Uninstall or change a program

DEF-BO0XvE

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall Change  Repair B o
Mame - Publisher Installed On  Size Version L
8 Adobe Flash Player 32 NPAPI Adobe 9/17/2021 910 ME  32.0.0.321
8 Adobe Flash Player 32 PPAPI Adobe 9/17/2021 201 MB  32.0.0.321

ATECM CHIMI18.0.7.39 EURQCOMTROL 10/6/2022 327 MB__1,.00.00
& ATFCM CHMI 18.0.7.59 TRAINING TT3 EUROCOMTROL 5/12/2022 400KB  1.10.00
£ ATFCM CHMI 27.0.0 EUROCONTROL 3/2/2023 442 MB  4.00.00
Belarc Advisor 9.0 Belarc Inc. 9/17/2021 165MB  9.0.0.0

Drdve DrdvVE JUTtwWare imc ﬂL}a’M) P T, 3
ECisco Webex Meetings Cisco Webex LLC 9/16/2021 206 MB 4173

' Classic Shell lvaSoft 4/2/2019 263 ME 431
E Easell5 Data Recovery Wizard EaselS 6/17/2019 164 MB
[HpFilezilla Client 3.59.0 Tim Kosse 5/16/2022 41.0MB 3.59.0
6 Google Chrome Google LLC 2/28/2023 660 MB  110.0.5481.178
@) HP Support Assistant HP Inc. 472472019 141 MB  8.8.34.31
@'B'HP Support Solutions Framework HP Inc. 472472019 159MB  1218.34.21
B8 Intel(R) Metwork Connections 24.1.0.6 Intel 7/18/2019 287MB  241.0.6
‘4 Intel® Management Engine Components Intel Corporation 9/17/2021 233MB 18461201177 v

EUROCONTROL Product version:  4.00.00 Support link:  http://www.EUROCONTROL.com
.e Help link:  http://www.EUROCO... Size: 442 MB
442 MB 1 Computer

Figure 23: control paneI/Pro-gram and Features

For version 18.0.7

i)

i)
ii)

iv)

To remove the CHMI software, select ATFCM CHMI_18.0.7.59 and then right-click
on the “uninstall” option.

Click “ok” button when prompted that the setup must update files or services.
Choose “Yes” button.

Also remove the folder : “c:\Program Files\EurocontroN\CFMU Applications\18.0.7V
and/or “c:\Program Files (x86)\EurocontroN\CFMU Applications\18.0.7V’

b)  For version 27.0.0

To remove the CHMI software, select ATFCM CHMI-27.0.0 and then right-click on
the “uninstall” option.

Click “ok” button when prompted that the setup must update files or services.
Choose “Yes” button.
Click OK if prompted that a reboot will be required to complete the setup.

Also remove the folder : “c:\\Program Files\Eurocontro\NM Applications\27.0.0\
and/or “c:\Program Files(x86)\Eurocontrol\NM Applications\27.0.0\"
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E Chmi folders and files permissions.

(1) If the CHMI installation is not correctly configured, at the next CHMI software upgrade,
the CHMI shall fail the download operation and will no longer operate.

@  We recommend your local IT/Administrator to verify the permissions directly on the CHMI
27.0.0 folder: Ensure “Permissions for Users”

a) On C:\Program Files (x86)\EurocontroN\NM Applications\27.0.0

b)  Right click with the mouse on the 27.0.0 folder. Choose Properties — on Security tab click
on Edit button, select “USERS”, grante Full Control.

c) Click OK button

Permissions for NM Applications X
Security
Objectname: C:A\Program Files (x86)\EUROCONTROL\NM Applicati

GfOUp ar usernames:

NM Applications Properties X -l-'l CREATOR OWNER
General Sharing Security Previous Versions Customise i SYSTEM
Objectname:  C\Program Files (x86)\EUROCONTROL|NM Applicati £R Administrators (DESKTOP-MQOQPIT\Administrators)
It DT LR e ﬂ Users (DESKTOP-MQOQPIT\Users)
£2 SYSTEM B2 Trustedinstaller
ER Administrators (DESKTOP-MQOQPIT\Administrators) I
B2 Users (DESKTOP-MQOQPIT\Users)

ER Truatedlnatallar

Add... Remove
To change permissions, click Edit.
Permissions for Users Allow Deny

Permissions for Users Allow Deny -

Full control Full contral C]

Modify Modify C]

Read & execute

Listfolder contents Read & execute C]

Read List folder contents B

Write

Read B

For special permissions or advanced settings. Advanced —
click Advanced.

oK Cancel Apply Ean Apply

On the left before, on the right side, after changing permissions
Figure 24: Change Users permissions

3  Ifyou see the below message during the process of the CHMI upgrade and right after the
restart, it is likely that your folder needs set to be corrected.

CHMI software upgrade failed.
Unable to determine the list of files to download.

Unable to write RCDF in download area

Figure 25: Upgrade failed
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o) CHMI software 2 scripts
a) Script 1: test_permissions.bat
b)  Script 2: reinitialize_all.bat
) A small script is available to check your Windows folders/file permissions.
6)  Login to Windows with the end-user profile (used for CHMI operations).
%) Launch c:\Program Files (x86)\Eurocontrol\NM Applications\27.0.0\bin\test_permissions.bat
8  If you see, the following message

R T R

TEST OK

TEST OK

TEST OK

folder log2 and file HelpLink.txt exist, thus the test is OK,
CHMI Folder permission looks good

TEST OK

TEST OK

TEST OK

R T S

9  Thenyou may assume that the CHMI can create folders and write files within the CHMI folders.
(10)  Then the test is successful.
(11) In case of failure, you will see:

File Not Found
Press any key to continue . . .

The system cannot find the path specified.
KKK K AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR A R A KR A KR A KR A AR A A KRR KRR A AR AR AR KKK K

TEST NOT OK

TEST NOT OK

TEST NOT OK

TEST file is missing after copy operation

Please check CHMI Folder permission with your PC administrator
TEST NOT OK

TEST NOT OK

TEST NOT OK

KK AR R AR A AR AR A AR A A A AR A AR A AR KA AR A AR AR A AR AR A AR A AR AR A A A AN A A A A A A A Ak, K

Press any key to continue .

(12) There is a second script (..\Eurocontrol\NM Applications\27.0.0\bin\reinitialize_all.bat )which will
allow to “repair” the download and patch directories.

@13) The repair script is accessible via the start menu Start/Programs/NM
Applications/Tools/CHMI Reinitialize All shortcut should be used when instructed by NM
technical staff (eg: problems downloading patches).

(14) If you still encounter, file permission issues, please try to install in another folder, eg :
¢:\EUROCONTROL\CHMI27.0.0

@15) For ANSP option-2 Pcs, NM services is taking care that the PC is correctly configured.
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F Reset Map errors

In some rare cases, the map does not plot correctly.

Please use the shorcut to remove map files from the CHMI, depending of your Windows 10
configuration, the location may vary:

a) Start Menu\Programs\NM Applications\Tools\CHMI 27.0.0 reinitialize_map_cache.
b)  Start Menu\NM Applications\CHMI 27.0.0 reinitialize_map_cache.

Or execute the script C:\Program Files (x86)\EUROCONTROL\NM
Applications\27.0.0\bin\reinitialize_map_cache.bat
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G CHMI QueryReplay Viewer 26.0.0

Updated on 2023-02-23

The CHMI QueryReplay Viewer allows replaying particular queries made by some specific
users (mainly flow management positions, ciam users).

The Query Replay feature is available under the main CHMI Application menu (only for FMP
technical profiles).

The Query Replay embedded in the Operational CHMI can only display queries made in the
same NM release version.

To display query of previous version, you must use a dedicated version called CHMI Query
Replay viewer.

To replay CHMI queries NM 26.0 (from 27/04/2022 till 25/04/2023), you will need to use Query
Replay Viewer version 26.0.0

An Internet version “CHMI QueryReplay viewer” is also available.

Click on the Start Menu\Programs\NM Applications\CHMI_QRViewer .26.0.0 via_Extranet.Ink
or via Internet.Ink (depending of your customed installation choice).

This version is available on all Network Operations Terminals (ANSP desktops, formerly called
the ‘CFMU Terminals’). Such PCs are also referred as Option2-PCs.

The CHMI QueryReplay Viewer software is available at
http://www.nm.eurocontrol.int/chmi_appsoft/NM_27.0/grviewer/chmi_qgrviewer 26.0.0.msi
For more information, please refer to http://www.nm.eurocontrol.int/chmi_apphelp/index.html
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H CHMI Certificate check

H.1  Background information
As from CHMI version 10, there is a possibility to enhance certificate check during the CHMI
authentication start-up session.

By default, the certificate check is disabled SET CHMI_PROXYHOST_SSLCERT_CHECK=no
(to ensure compatibility with previous CHMI version).

If the variable is set to yes, CHMI will start-up and check for validity and against the list of
trusted certificate issuers.

a) Verify that the certificate is signed by one of the trusted CA’s,;
b)  Verify that the certificate is valid at the time of testing (validity period);
c) Verify that the certificate is issued for the CFMU SSL server (distinguished name).

H.2 Certificate errors

If at least one untrusted certificate is found, the entire certificate chain is considered untrusted
and a warning to the user is displayed regarding the invalid certificates.

You will be prompted with a similar “Certificate Problem” popup window:

X

There is a problem with the server certificate(s)

Serial Mumber: 1492189299562331 91612 105209673691 1775572743, Yersion: 3

Issuer: CH=GlobalSign Organization Walidation 4 - G2, 0=GlobalSign nv-sa,C=BE (Issuer invalid})

Yalid mot before: Thu Dec 12 16:01:05 CET 2013

Yalid mok after: Sat Dec 13 16:01:05 CET 2014

Subject: Ch=wwa, testa.nm.eurocontrol.ink, O=European Organisation for the Safety of Air Mavigation, OU=EURDCOMTROL, L=Bruxelles, 3T=Bruxelles, Z=BE (Subject inwalid}

Serial Mumber: 483570327545951 9397301516, Wersion: 3

Issuer: CH=GlobalSign Root CaA, OU=R oot CA, O=GlobalSign nv-sa,C=EE {Issuer invalid}

Valid not before: Wed Apr 13 12:00:00 CEST 2011

Valid nat after: Wed Apr 13 12:00:00 CEST 2022

Subject: Ch=alobalSign Organization Yalidation CA - G2,0=GlobalSign nv-sa,C=EE {Subject invalid})

Would you like to continue?

(6)

)

If the CHMI user clicks No, CHMI terminates. If the user clicks Yes, CHMI continues and a
warning icon is displayed at the bottom right side corner:

«u 13/04/18 15:38

When the user clicks on the icon, the certificate problem dialog (above) is displayed.
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(8  Because it can be annoying to the user to be shown the certificate warning dialog every time he
starts CHMI, once the user has approved the invalid certificates, the certificate data is extracted
as a string and is added as a read-only Preference value:

Preferences E|

CHMI Application Preferences

Customise wour CHMI preferences, o

::untainer €

-5 ATFCM application
[-{5) FLIGHT application

@ ENY application Print Special Default Print Action Camponent
{3 MAP application Save Special Default Save Action Component
Tabpage Font SansSerif,0,11
Focus Backoround colour [][225,255,255,255]
Shaw dake
Filter highlight colour B [magenta]
o Untrusted certificates

Untrusted certificates accepted by the client

l Import H Export H Reset All H Done ]

@  Next time when CHMI is started if invalid certificates are found, they are compared with the
value stored in the preferences. If all the invalid certificates match the certificate data stored in
the Preferences, no warning dialog is displayed and only the warning icon at the bottom is
shown.

|ﬂ 13/04/18 15:38

(100 The CHMI-user can view the data for the certificates that failed the validation check by clicking
on the certificate warning icon; the certificate problem dialog with information about the
untrusted certificates is shown.
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If there is an undesired behaviour of the certificate check functionality, which would inhibit the

normal system operation, like for example the user not being able to log on, or being given false

warnings, the certificate check can be disabled.

H.3 Enable Certificate check

To enable the certificate check, set the value of SET
CHMI_PROXYHOST_SSLCERT_CHECK to yes

To do this, edit the file run_CHMI_27.0.0_via_internet.bat (located in c:\Program Files
(x86)\Eurocontrol\NM Applications\27.0.0\bin\chmi)

SET CHMI_PROXYHOST _SSLCERT_CHECK=yes

@

H.4 Disable Certificate check

To do this, in the run_CHMI_27.0.0_via_internet.bat (located in c:\\Program
Files\Eurocontrol\NM Applications\27.0.0\bin\chmi) file that is used to start CHMI include the
following line:

SET CHMI_PROXYHOST SSLCERT_CHECK=no

(14

(@)

(15)
(16)

This will bypass the certificate check and will let the user connect even if there are untrusted
certificates. Of course, this has to be used only until the problem is fixed, the value has to be
switched to yes, or the above line deleted.

H.5 Remove certificate information from the chmi.preferences file

H.5.1 Certificate cleanup Script

If you have installed the CHMI with all default settings (default destination folder), execute
c:\Program Files\Eurocontrol\NM Applications\27.0.0\bin\remove-certificateinfo-ao-
migrate_workspace_and_preference.bat

H.5.2 Manual cleanup

Edit c:\\Program Files\Eurocontro\NM Applications\27.0.0\etc\preferences\chmi.preferences
delete the line containing the following sting : chmi.container.certificateinfo
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I RSA SecurlD Software Token for Windows

1.1 RSA software for Windows 10.

Refer to https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-securid-access/securid-
software-tokens.html

Or

For your convenience, a copy of the software is available on our Eurocontrol NM web site:
http://www.nm.eurocontrol.int/chmi_appsoft/ TOKEN/windows/5.0.3/RSASecurlDSoftwareToken
5.0.3x64.zip for Windows - 64 bits

Supported platforms by RSA: Windows 10, 8.1, 7 & Vista

In most cases, the default installation will work, however, we prefer that you use our instructions
to install the RSA software (in silent mode and for multiple Windows User accessing the same
PC):

a) EUROCONTROL (RSA) Installation Instruction available at

b)  http://www.nm.eurocontrol.int/chmi_appsoft/TOKEN/windows/5.0.3/RSA-SecurlD-
Software-v5.0.3-Installation-Procedure_version_for ALL_USERS.pdf
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J CHMI software is digitally signed

J.1l EUROCONTROL Code Signing

To ensure that the software is issued by EUROCONTROL and has not been tampered by a

@
“third party”, the software has been digitally signed.
@  You may check the property of the “.msi” file).
@3 Inthe properties of the file, you will find the Digital Signatures tab.
@ Indetails, you will see that GlobalSign is the Certificate issuer.
75 chmi2700.msi Properties X

Digital Signature Details

Custom Details Previous Versions General | ad q
General Compatibility Digital Signatures Security vance
— -, Digital Signature Information
Signature list f/ 'g o |g_ .
== | This digital signature is OK,
Name of signer: Digest algorithm Timestamp
{European Organi... shal 02 March 2023 08:48... : . ) .
Signer information
Mame: | Organisation for the Safety of Air Navigation
E-mail: |mark. sing@eurocontraol.int
o Signing time: [02 March 2023 08:48:55
View Certificate
Countersignatures
MName of signer: E-mail address: Timestamp
Globalsign TSA ... Not available 02 March 2023 08:4...
Details
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K Windows 10 screen parameter

1 If you notice that the chmi text seems miss aligned:
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About CHMI X

| sTa

CHME 21501353
Build:  CHMI_CONFIG.21.5.0.1353.21

For support, consulf the NM technical contact
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kype for Business

(20  Set your java.exe property to: Override high DPI scaling behaviour: “Scalling performed by

System”.
i:| java.exe Properties
Security Details Previous Versions
General Compatibility Digital Signatures

If this program isn't working comectly on this version of Windows,
try running the compatibility traubleshooter.

I Run compatibility troubleshooter |

How do | choose compatibility settings manually?

Compatibility mode
[ Run this program in compatibilty mede for;

Windows 8

Settings
[] Reduced color mode

8-bit (256) color

Overmide high DP| scaling be
Scaling performed by:

] Run this program as an administrator

E;Change settings for all users

QK Cancel Apply

*
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For very high resolution, 4K resolution, Set your java.exe property to select
System(Enhanced) together with Windows scaling set to 125% provides a fairly good result.

In some cases, changing the font policy also improve readability.

i Security Detail= Previous Versions
[ General Compatibility Digital Signatures
| |ft|‘|IS|:| iomt wadcinng dhi mm Hhio s i of WMlimdonun
try runinin| java.exe Properties >
Run g

Choose the high DPI settings for this program.

Howdo Program DPI
Compd [] Ise this setting to fix scaling problems for this program
] Run instead of the one in Settings

Open Advanced scaling settings
Windg 5 program might look blurry if the DPI for your main display
changes after you sign in to Windows. Windows can try to fix
this scaling prablem for this program by using the DPI that's
Setting  set for your main display when you open this program.

[1Re Lse the DPI that's set for my main display when
g-hit (] I signed in to Windows
' [JRun  Learn more
[] Dis
| High DPI scaling override

[ (1 Rur Cwerride high DPI scaling behavior,
E Scaling performed by:

Application e
Application
[ e System
M Cancel
QK Cancel Apphy

[ —
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