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TAP victim of cyberattack &

EUROCONTROL

The airline guaranteed that "there was no risk to flight safety".

By TPN/Lusa, in News, Portugal, Tourism, Crime, Business - 26 Aug 2022, 15:05 - 0 Comments

Jonathan Greig Major airline technology provider Accelya

August 23, 2022

Lockbit ransomware colpisce la . attacked by ransomware group
compagnia Aerea Hi Fly

Turkish Based Airline’s Sensitive EFB Data Leaked
FAA CcO nt Fa Cto I's d e Ieted fi | es —a nd in adve rte ntly EFB (Electronic Flight Bag) information, including sensitive flight details, source code, and staff data,
. was left accessible.
grounded thousands of flights - - . o |
An AWS S3 bucket containing Pegasus Airlines’ “Electronic Flight Bag” (EFB) information was left without
January 19,2023 - 9:34 PMET Not due to Cyber but a cyber—attack could have similar effects a(\ password protection, leaking a range of sensitive flight data, according to the SafetyDetectives cybersecurity
“\ team.
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Aviation cyber threat landscape (2022) - limited data so far as z

event collection campaign still on-going
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Al/ML app for cyber

« Three app either under development or about to:
* Aviation documents - COMPLETED

» Password cracker — First part based on RNN

+ MITRE ATT&CK tool — Start 12/2022 | = ; |



Create videos with https://clipchamp.com/en/video-editor - free online video editor, video compressor, video converter.
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Simplified Threat Model -



Presenter Notes
Presentation Notes
Giving an info about the model that we developed to understand the landscape


MITRE ATT&CK: Techniques mostly used to attack aviation
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Presenter Notes
Presentation Notes
Old version used on purpose


Top 10 Mitigation Means

TOP 10 MITIGATIONS
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Top Detection Means ..

TOP 10 DETECTION SOURCES
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Improving the attribution of cyber-attacks?

Why

« To anticipate attacks using similar techniques by similar threat actors

» To prioritise protection, detection and mitigation means

How
« Al/ML app trained on aviation related cyber-incidents

Challenges
« Data cannot be shared (sensitive)
* No one wants to host such sensitive info

Solution => Federated learning

Organization
¥l

Federated learning applies to other fields than cyber
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| Federated Server |
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Can Al/ML help to attribute cyber-attacks?
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