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CIVIL-MILITARY CNS INTEROPERABILITY 
ROADMAP UPDATED

Edition 3.0 of the Civil-Military CNS Interoperability 
Roadmap, dated 7th October 2020, was endorsed by the 
Military ATM Board (MAB) and relies on the ICAO Global 
Air Navigation Plan (GANP) and the European ATM Master 
Plan as the basis to derive civil-military interoperability 
recommendations. 

It represents a fundamental tool for Military Authorities 
and ATM Planners to determine the most cost-effective 
and mission efficient technical options to enhance civil-
military CNS interoperability.

A strong emphasis is put on dual-use infrastruc-
ture to reduce technical impact and implementa-
tion costs upon military. More information can be 
found at: https://www.eurocontrol.int/publication/
civil-military-cnsatm-interoperability-roadmap 
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THE NEED FOR CIVIL-MILITARY 
CNS INTEROPERABILITY

CONTEXT

The evolution of the global aviation system comprises 
operational and technological improvements enabled 
by increasing levels of automation, connectivity, security, 
resilience, use of satellite technologies, a move towards 
performance based approaches and the use of more 
integrated, rationalised and spectrum-efficient systems. 

Considering that the military play a key role in aviation, 
all civil aviation evolutionary plans need to fully consider 
relevant military requirements. Civil-military interoperabi-
lity will be a fundamental element to ensure the required 
levels of connectivity and performance in a globally inte-
roperable context, seamlessly accommodating military 
operations and training.

Increased civil-military information-sharing will require 
military systems to be interfaced with the underlying 
communications infrastructure, including technical 
measures for adequate data protection. Concerning 
airborne equipage, it is recognized that military avio-
nics primarily perform warfare-related functions not 
consistent with civil ATM/CNS requirements. 

European aviation must incorporate the security and 
defence dimensions at a level that will ensure that 
military aviation will continue to provide and further 
improve effective security and defence in Europe. As a 
consequence, military aviation must be be afforded due 
prioritization and facilitation.

Air operations rely heavily on the effective exchange 
and sharing of digital data among relevant stakeholders 
and operators. The military must maintain their ability to 
protect the confidentiality of mission-critical information. 
A resilient and robust data-sharing network, including 
relevant cyber protection and cyber resilience will be 
essential.

Such objectives must take into consideration the high-
level goals of ICAO, defined in the Global Air Navigation 
Plan (GANP) and, for Europe, the ATM Master Plan 
performance ambitions such as the need to facilitate 
military operations, through specific technological 
solutions (e.g. dual-use) and procedures. Military are to 
be associating from the outset to the whole research and 
development lifecycle to exploit civil-military synergies. 

At the level of the network, civil-military coordination 
is required on scarce resources (RF frequencies, Mode S 
codes), resolution of anomalies and deficiencies affecting 
CNS infrastructure performance and safety and support 
to infrastructure optimization and deployment.

However, in some cases military aircraft need to operate 
in controlled airspace where the underlying civil infras-
tructure ensures the provision of two-way air-ground 
communication services, navigation positioning and trac-
king as well as surveillance for safe separation. In those 
cases, compliance with the applicable ATM/CNS require-
ments or alternative ways of accommodation/handling 
are an absolute imperative.

There are multiple routes for compliance or accommoda-
tion. A particular option is to take advantage of dual use 
technical solutions (Fig. 2), enabling the reutilisation of 
available military capabilities hence reducing integration 
and technical constraints. 

Transversal aspects to consider include the need to coor-
dinate and protect spectrum, address the security chal-
lenges, use common technical standards and resolve 
procurement and certification mismatches.

When the CNS aviation infrastructure is to be rationa-
lized/optimized a number of principles must be observed 
including the recognition of National responsibilities, 
retention of Minimum Operational Networks and manda-
tory civil-military coordination prior to planning stages.

MILITARY CAPABILITIES TO FIGHT WAR

ATM/CNS

MILITARY CIVIL

5

Figure 2
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COMMUNICATIONS NAVIGATION

Significant civil-military challenges emerge from the 
migration towards ground communication networks 
based on distributed Internet Protocol (IP) technologies 
to enable network-centric SWIM architectures and a 
higher degree of integration of air traffic control (ATC), 
airline operational control and airport systems.

Based on recognised information exchange needs, the 
interconnection of military networks already using IP 
with civil structures may be required, not only to ensure 
the availability of high-performance/high bandwidth IP 
networking but also to replace legacy protocols (X.25, 
IPv4, etc.) by IPv6, connect to NewPENS backbone 
network and sustain enhanced messaging and data 
sharing services, notably in full compliance with SWIM 
services and standards. Security measures and an 
interfacing approach based on an adequate Information 
Exchange Gateway (IEG) are a must.

The implementation of voice over IP (VoIP) for inter-centre 
voice coordination, the use of flight message transfer 
protocol for inter-centre coordination and transfer and 
the wider deployment of ICAO FF-ICE (Flight & Flow 
Integrated Cooperative Environment) and flight data 
interoperability are domains that will offer substantial 
civil-military interoperability opportunities.

In the air-ground segment, the interoperability challenges 
arise from:

n use of air-ground voice, based on VHF 8.33 kHz 
channel spacing, to support critical communications, 
keeping a level of provision of UHF for non-8.33 State 
aircraft; 

n introduction of air-ground data link technologies (ATN/
VDL-2 followed by future communication infrastructure 
- FCI) for controller-pilot data link communications 
(Fig 3) and, subsequently, for data link services 
supporting real-time sharing of (i)4D trajectory 
management and the availability of ATM information 
in the cockpit.

Instead of conventional navigation, future navigation 
services will be based mainly on the ICAO concept of 
performance-based navigation (PBN), introducing multi-
tracking area navigation (RNAV) (Fig. 4) to improve 
safety and to raise capacity and efficiency through the 
optimisation of air traffic service routes and instrument 
approach procedures. 

The introduction of PBN represents the main evolutionary 
step in the NAV domain introducing satellite-based 
navigation (and associated multi-constellation, multi-
frequency augmentation systems) as a primary means 
of navigation. Nevertheless, the navigation infrastructure 
will retain a terrestrial PBN-support network to cater for 
situations where GNSS is not available. 

As airspace structures and approach procedures based 
on PBN applications are published, it will become a real 
challenge to mitigate the military avionics mismatch for 
PBN and a minimum operational network (MON) (e.g. 
determined number of VOR and ILS) and transitional 
arrangements will be required. 

A fundamental objective will be to permanently facilitate 
military operations conducted in PBN environment, 
guaranteeing military unrestricted and timely access 
airspace and aerodromes.

Civil-military communications interoperability recom-
mendations encompass:

n interconnection with military networks already 
using IP and/or the use of an adequate Information 
Exchange Gateway;

n participation of military units and systems in 
SWIM services and adherence to service-oriented 
architectures and specif ic SWIM technical 
infrastructure profiles;

n implementation of VoIP for inter-centre voice 
coordination;

n continued efforts to equip State aircraft with VHF 
8.33 kHz radios while retaining UHF provision for the 
handling of non-equipped flights, in line with SES 
regulations;

n equipping new transport-type State aircraft with ATN/
VDL-2 in line with SES regulations;

n influencing FCI research and standardisation to 
ensure that any military requirements are considered 
(e.g. SATCOM interoperability, security and spectrum 
compatibility in the L band);

n consider cybersecurity aspects to protect against 
communications-related threats;

n monitor and influence research, standardisation and 
deployment developments to promote civil-military 
technology convergence, multilink environment and 
flexible architectures based on software-defined 
radio technologies, COM solutions for remote piloted 
aerial systems (RPAS) and drones, performance-based 
communications approaches and virtual/remote 
provision of COM services.

Figure 3

Related civil-military navigation interoperability 
recommendations include:

n availability of a sufficient level of conventional 
means of navigation as an option for handling non 
PBN-equipped State aircraft;

n dual use solutions for State aircraft compliance with 
PBN, maximising the re-utilization of military airborne 
capabilities (e.g. military inertials, GPS/PPS / GNSS 
restricted signals, TACAN, differential GPS, enhanced 
visual systems, etc.);

n consistency of alternative-positioning, navigation and 
timing (A-PNT) solutions with military needs including 
TACAN as an equivalent means of navigation to DME;

n consider the performance of A-RAIM as a means 
of navigation for en-route, terminal and approach 
procedures, down to Category I, in the long-term 
perspective, for some State aircraft operations;

n compatibility between military precision approach 
and landing systems (PALS) and civil GBAS standards 
and equipage of State aircraft with solutions for 
approach and landing compatible with SBAS CAT I or 
GBAS Cat I, depending on the operational scenario.

Figure 4
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Civil-military surveillance interoperability 
recommendations comprise:

n retention of independent non-cooperative 
surveillance (Primary Radar) to track non-cooperative 
targets and sustain security and safety requirements;

n equipage of all State aircraft with Mode S ELS Level 
2 transponders and transport-type State aircraft with 
Mode S EHS and ADS-B OUT, in line with SES SPI 
regulation;

n coordination supporting the allocation and use of 
Mode S IC codes;

n implementation of appropriate mitigating actions to 
avoid (or minimise) security risks, including reversion 
from Mode S to Mode 3/A in case of sensitive flights;

n implementation of coordination mechanisms and 
procedures that facilitate compliance with surveillance 
performance objectives, including related monitoring 
and contribution to the reduction of 1030/1090 MHz 
RF pollution;

n consider voluntary equipage for transport-type State 
aircraft with safety systems, weather and hazard 
detection (ACAS, Wake Vortex, EGPWS/TAWS, etc.);

n where operationally and technically viable, maximise 
surveillance data sharing.

SURVEILLANCE AVIONICS 
INTEGRATION

The aeronautical surveillance chain (Fig. 5) must provide 
updated aircraft identification, position and other 
information in order to enable safe and efficient air 
traffic services. The surveillance system should support 
appropriate separation in a defined volume of airspace.

The (civil) surveillance infrastructure is evolving to rely 
on an “optimal mix” including SSR Mode S, Wide Area 
Multilateration (WAM), and Automatic Dependent 
Surveillance–Broadcast (ADS-B). In the civil context, 
such infrastructure elements support both, terminal and 
en-route surveillance. 

The legacy monopulse SSR (Mode 3/A) will gradually 
be rationalised. In parallel, a layer of independent and 
non-cooperative surveillance (primary radar) will remain 
available, for all flight phases, to track non-transponding 
targets. State aircraft operators face SES regulatory 
obligations (SPI IR), when operating under GAT/IFR status, 
to equip all aircraft with Mode S ELS transponders and 
transport type aircraft with Mode S EHS and ADS-B OUT.

Military aircraft are platforms optimized for military 
mission execution that have, in many types/variants, 
limited (cockpit) space for (additional) avionics equipage. 
For this reason, the integration of civil ATM/CNS on-board 
equipment is often problematic and retrofits are limited 
in option.

Alternative engineering approaches to attain the desired 
levels of civil-military interoperability may include a 
certain level of reutilisation of available capabilities, 
performance-level solutions and multi-mode avionics. 
For the missing ATM/CNS capabilities, a forward fit / 
dual use approach may be beneficial to face increasing 
avionics complexity and form-fit functional allocation 
principles.

Certification challenges (a national competency 
for military) must be addressed as early as possible 
including the assessment of all compliance verification 
options ranging from direct retrofit with civil solution, 
to adaptation/modification supported by standard 
certification or using alternative processes based on 
performance where beneficial and feasible.

The Civil-Military CNS Interoperability Roadmap (Ed. 
3.0) details some of the possible dual use synergies to 
be considered for military aircraft compliance with civil 
requirements. A summary of civil ATM/CNS avionics 
requirements impacting military aircraft (as GAT/IFR) are 
listed in Section 6 of that document.

Figure 5

PLANNING AND 
PROCUREMENT

CIVIL-MILITARY 
SPECTRUM 
COORDINATION

National Military Authorities should organise, plan and 
take deployment decisions on the basis of military 
requirements that are understood as the maximum 
priority. Nevertheless, it is important to remain aware 
and consider provisions from published ICAO concepts, 
plans and roadmaps as well as European Commission 
implementing rules and national ATM/CNS regulations. 
In any case, the EU regulatory framework does not cover 
military operations and training.

The success of military missions depends on adequate 
access to RF spectrum resources, in particular to ensure 
the mobility and interoperability of forces. Military 
utilization of spectrum bands must be safeguarded 
and the mitigation of harmful impact to/from the civil 
infrastructure ensured through a comprehensive civil-
military coordination effort.

Military authorities have always been committed to using 
the frequency spectrum in accordance with the provisions 
set out by the International Telecommunications 
Union (ITU), including its Convention and the Radio 
Regulations. Nevertheless, it is of utmost importance to 
push forward adequate military positions to ITU World 
Radiocommunication Conferences (WRC) consolidated 
with the global civil aviation positions. The integration of 
civil-military aspects into aeronautical spectrum strategies 
is fundamental to facilitating the co-existence of civil and 
military requirements.
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MON Minimum Operational Network

PALS Precision Approach and Landing System

PBN Performance Based Navigation

PENS Pan-European Network Services

PKI Public Key Infrastructure

PPS Precise Positioning Service

RF Radio Frequency

RNAV Area Navigation

RNP Required Navigation Performance

RPAS Remote Piloted Aircraft System

SATCOM Satellite Communications

SBAS Space-Based Augmentation System

SES Single European Sky

SPI IR Surveillance Performance Interoperability -  
 Implementing Rule

SSR Secondary Surveillance Radar

SUR Surveillance

SWIM System-Wide Information Management

TACAN (UHF) Tactical Air Navigation Aid

TAWS Terrain Avoidance Warning System

UAS Unmanned Aerial System

UHF Ultra High Frequency

VDL VHF Data Link

VFR Visual Flight Rules

VHF Very High Frequency

VOIP Voice Over IP

VOR VHF Omnidirectional Radio Range

WAM Wide-Area Multilateration

WRC World Radiocommunication Conference

SECURITY UNMANNED AIRCRAFT GLOSSARY

Military air operations rely heavily on the effective 
exchange and sharing of digital data among relevant 
organisations and operators. The military must 
maintain the ability to safeguard the confidentiality of 
mission-critical information. The necessary information 
has to be shared by the competent authorities across 
the Air Traffic Management network. A resilient and 
robust data-sharing network, including relevant cyber 
protection and cyber resilience will be essential.

For the interconnection of ground communication 
networks, it is imperative to define an information 
exchange gateway (IEG) to facilitate secure 
communications between different security and 
management domains.

Concerning air-ground data links, the Future 
Communications Infrastructure (FCI), compliant with 
the ICAO Aeronautical Telecommunications Network 
(ATN) concept, must comprise security mechanisms 
for IP communications and messaging, including 
features such as authentication/digital signatures/
hashing, encryption (e.g. public key infrastructure – 
PKI) and use of security certificates.

The use of satellite technologies raises significant 
security concerns, in particular due to the risk 
of intentional jamming which may render GNSS 
services unavailable. GNSS performance monitoring 
is of particular importance to mitigate GNSS 
service outages. Although GNSS robustness will be 
enhanced by the introduction of new frequencies 
and constellations, together with the improvement of 
current augmentation systems (A-RAIM), vulnerability 
to inter ference (non-intentional but mainly 
intentional) will not be completely eliminated.

Security threats will also impact the surveillance 
infrastructure, in particular ADS-B. Spoofing and 
similar techniques represent a significant risk for 
ADS-B, together with the easy disclosure of SUR 
data tracking and identifying flights in open internet 
platforms.

As a general principle, the CNS requirements to be 
considered for civil Unmanned Aerial Systems (UAS) will 
also be applicable to military UAS integration. However, 
military UAS accommodation supports the approach 
towards integration. The military UAS are certified by 
a national Military Aviation Authority in terms of type 
certification and airworthiness against national and/
or international military certification specifications, 
supported when deemed relevant by civil certification 
specifications and standards.

The CNS infrastructure for U-space must be suitable for 
low-altitude operations, with additional systems possibly 
required. Such systems will be based either on space 
segments or on a large number of ground stations. 
Due to the high cost of such deployment, a dedicated 
infrastructure is quite unlikely. A realistic scenario would 
base the U-space CNS infrastructure on what exists today: 
a mix of GNSS, signal of opportunity and commercial 
communications.

For IFR and VFR operations, UAS integration requirements 
apply so that such insertion is seamless, including 
compliance with the CNS requirements determined, 
such as two-way communication with ATC, the technical 
means to ensure separation from manned aircraft and 
enablers to cope with lost C2 Link as well as emergency 
or controlled termination of flight.

UAS integration will entail the availability of a ground- 
and space-based service and airborne CNS equipment 
that mirrors the CNS requirements applicable to manned 
flights.

ACAS Airborne Collision Avoidance System

ADS-B Automatic Dependent     
 Surveillance-Broadcast

AFTN Aeronautical Fixed Telecommunications   
 Network

A-PNT Alternative Positioning Navigation and   
 Timing

A-RAIM Advanced –Receiver Autonomous Integrity  
 Monitoring 

ATC Air Traffic Control

ATM Air Traffic Management 

ATN Aeronautical Telecommunications Network  
 (ICAO concept)

C2 Command and Control

CNS Communications, Navigation and   
 Surveillance

COM Communications

CPDLC Controller-Pilot Data Link Communications

DME Distance Measuring Equipment

EGPWS Enhanced Ground Proximity Warning   
 System

ELS Elementary Surveillance (Mode S)

EHS Enhanced Surveillance (Mode S)

EU European Union

FCI Future Communications Infrastructure

FF-ICE Flight & Flow Integrated Collaborative   
 Environment

GANP Global Air Navigation Plan (of ICAO)

GAT General Air Traffic

GBAS Ground-Based Augmentation System

GNSS Global Navigation Satellite System

GPS Global Positioning System

I4D Initial 4 Dimension (Trajectory)

ICAO International Civil Aviation Organisation

IEG Information Exchange Gateway

IFR Instrument Flight Rules 

ILS Instrument Landing System

IP Internet Protocol

ITU International Telecommunications Union
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