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ABSTRACT
This document updates the EUROCONTROL Roadmap on Enhanced CivilMilitary CNS Interoperability and Technology Convergence (Edition 2.0 dated 17
October 2013) originally endorsed at the 13th meeting of the Military ATM Board.
It considers civil aviation technological trends/directions like increasing levels
of automation, connectivity, security, resilience, use of satellite technologies, a
move towards performance based approaches and the use of more integrated,
rationalised and spectrum-efficient CNS enablers.
It revisits several relevant aviation technology roadmaps, including those included
in the ICAO Global Air Navigation Plan and in the European ATM Master Plan.
Such evolutionary trends and finally roadmaps are analysed against relevant
military CNS requirements to identify civil-military interoperability and technology
convergence options and recommendations. Single European Sky interoperability
regulations (and related guidance materials), SESAR research results and the
Network Strategic Plan of the Network Manager are other references considered.
The main objective of this Roadmap is to provide non-binding technical
information to Military Authorities and ATM Planners to determine the
most cost-effective and mission efficient technical and system options to be
considered during ATM/CNS research, industrialization, planning, procurement
and implementation activities as required to enhance civil-military CNS
interoperability. It proposes interoperability recommendations, in particular
performance-based approaches and dual use re-utilisation of available
military capabilities to reduce technical impact and implementation costs.
This roadmap does not create or propose new or additional requirements. On the
contrary, it revisits existing ATM/CNS plans and trends, indicating dual use options,
interfacing solutions and technical alternatives for compliance that minimise the
institutional, economic, technical and procurement impacts of ATM operational
and technical changes. Implementation decisions are a prerogative of the States
and depend on subsequent cost/benefit analysis and performance and safety
evaluations.
This Roadmap is purely of a technical nature and it is not suited to supporting
strategic or political discussions, giving precedence to technical discussions and
solutions rather than institutional and conceptual considerations. Its contents are
non-binding.

The present document was endorsed at the 27th meeting of the Military
ATM Board (MAB) on 07 October 2020.
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EXECUTIVE SUMMARY
Military aviation conducts missions in the context of National Defence to meet responsibilities in terms of security. Civil
and military aviation activities are closely interrelated as they share the same airspace and need to be supported by a
common Air Traffic Management (ATM)/Communications, Navigation and Surveillance (CNS) infrastructure.
The modernisation of the global aviation system comprises operational and technological improvements to address
challenges such as air traffic growth, airspace capacity, higher levels of safety, improved flight efficiency, adequate access
to airspace and airports, reduced environmental footprint, cost savings and a more robust and secure system.
Such objectives will be enabled by increasing levels of automation, connectivity, security, resilience, use of satellite technologies, a move towards performance based approaches and the use of more integrated, rationalised and spectrumefficient systems.
Considering that the military play a key role in aviation, all civil aviation evolutionary plans need to fully consider relevant military requirements. Civil-military interoperability will be a fundamental element to ensure the required levels of
connectivity and performance in a globally interoperable context, seamlessly accommodating military operations and
training.
This document proposes a technology migration roadmap and recommendations to be considered by military organisations when facing civil aviation CNS infrastructure modernization. The aim is to determine the most cost-efficient and
mission-effective technical and system options during ATM/CNS research, industrialization (including technical standardization) and implementation.
Increased civil-military data-sharing will require military systems to be interfaced with the underlying communications
infrastructure, including relevant resilience, security and cyber protection. In addition, if Military Authorities wish to take
advantage of the full capabilities and efficiencies available, military systems will need to be connected to the SWIM technical infrastructure. These connections will require defined profiles, standardized information and service models, security
mechanisms and inclusive civil-military governance arrangements.
Concerning airborne equipage, it is recognized that some military aircraft (e.g. fighters) are weapon systems and that military avionics primarily perform warfare-related functions rather than meeting civil ATM/CNS requirements. Consequently,
Military Authorities may not focus aircraft performance requirements on the needs and standards of civil ATM/CNS
systems.
In general, military aircraft that need to operate in controlled airspace should consider the ATM/CNS requirements of
the underlying civil infrastructure. That would entail compliance with a particular set of ATM/CNS requirements such
as air-ground voice channel spacing, controller-pilot data link communications and trajectory management, advanced
navigation, comprising Performance Based Navigation applications and functionalities, Mode S and ADS-B surveillance,
airborne collision avoidance system and airport connectivity.
Opportunities for civil and military technology convergence will be offered by the introduction of performance-based
operations, while respecting the agreed safety and security objectives, full integration of airport systems, implementation
of virtualisation technologies and infrastructure rationalisation on the basis of standardised and interoperable systems.
The military community should strive to define dual use technical solutions, enabling the reutilisation of available military
capabilities hence reducing integration and technical constraints. These solutions would allow for better integration into
civil ATM/CNS infrastructures, while not putting State missions at risk.
Transversal aspects to consider include the need to coordinate the sharing of spectrum bands, seek more spectrumefficient systems, address the security challenges derived from increased automation and internetworking, ensure that
technical standards consider specific military requirements and resolve procurement and certification mismatches.
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PART I
INTRODUCTION AND CONTEXT

1. INTRODUCTION
1.1 About this document
1.1.1 The EUROCONTROL Roadmap on Enhanced CivilMilitary CNS Interoperability and Technology
Convergence (Edition 2.0 dated 17th October
2013) [Ref 1] proposed several CNS technology
migratory roadmaps and a number of related
interoperability recommendations, which were
endorsed by the Military ATM Board (MAB) at its
13th meeting on 17th October 2013.
1.1.2 That document has been widely used as a source
of CNS1 technical information, reflected in several
ICAO documents, Single European Sky (SES) materials, European ATM Master Plan and multiple
SESAR deliverables.
1.1.3 The present edition 3.0 of the EUROCONTROL
Civil-Military CNS Interoperability Roadmap is
an update of edition 2.0, as originally decided at
MAB/13 and as repeatedly requested by its users.
In parallel, it responds to emerging concepts,
current aviation technology trends, infrastructure
developments and research results.
1.1.4 This Roadmap offers to Military Authorities and
other ATM Stakeholders non-binding guidance
of a technical nature to anticipate technology
evolutions in aviation and to seek interoperability
options that are more beneficial in terms of operational needs, specific military requirements (e.g.
security), technical impacts and cost. The contents
therefore focus primarily on technical analysis and
technology solutions and not on strategic, institutional and conceptual considerations.

1.2 Document Structure

n

1.3 Objective
1.3.1 The main objective of this Roadmap is to provide
technical information on civil ATM/CNS infrastructure evolution and concepts for Military
Authorities and ATM planners to determine the
most cost-effective and mission efficient technical
and system options to enhance civil-military CNS
interoperability and technology convergence. It
proposes interoperability recommendations and
migratory roadmaps, preferably based on performance targets and re-utilisation of existing military capabilities to reduce implementation costs.
1.3.2 This Roadmap contributes to the following highlevel objectives:
n

n

n

1.2.1 This document includes an Executive Summary,
three Parts and Annexes.
n
n

n

Part I – Introduction and Context, includes
civil-military considerations in respect of the
surrounding ATM regulatory and institutional
environment.The test starts with computerbased training (CBT) that provides the test-taker
with all knowledge required to perform the test.
Part II – CNS Technologies and Roadmaps,
comprises a summary of technological trends
and an analysis of related civil-military CNS
interoperability implications. It concludes with
civil-military interoperability recommendations

and a proposed roadmap. It covers Ground
Communications, Air-Ground Communications,
Navigation and Surveillance.
Part III – Transversal, this part adds crossdomain subjects such as avionics integration, performance-based CNS, planning and
procurement, spectrum, security standardisation, and CNS for RPAS.

n

National Security and Defence Requirements
– to enable military mission effectiveness,
including mechanisms, criteria and structures
to permanently ensure military access to
airspace, airports and information, as required
to discharge national sovereignty functions.
Performance – to manage the overall performance levels applicable to the European ATM
Network.
Safety - to deploy in a timely manner ATM/
CNS services and infrastructure which are reliable, secure and consistent with all the new
functionalities required to support operational
concepts and safety targets.
Security – to adopt CNS techniques and capabilities in support of new ATM mechanisms and
procedures to improve the response of ATM to
security threats and events affecting flights or
ATM itself.
Economy (Cost Effectiveness) - to adopt
communications techniques that reflect the
best business practices and utilise appropriate
technical solutions for best use of resources
(this largely entails the optimal reutilization of
military capabilities and effective dual-use and
performance-based approaches).

1 CNS is used in this document in the sense of infrastructure supporting ATM
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n

n

n

Capacity - to improve the use of CNS resources
and to support operational improvements
and new operating concepts which are
dependent on increased use of data, as
well as interoperability between distributed
system components.
Environment - to provide better CNS services as
an enabler to improved flight planning, thereby
achieving environmental benefits through
improved flight effectiveness.
Uniformity - to ensure that common civil-military standards are adopted and implemented
globally for ATM/CNS, and to continue the
harmonisation and integration of the CNS
infrastructure throughout the ECAC area and
beyond.

1.4 Intended readership
1.4.1 This document is devoted to civil and military
technical/engineering staff involved in ATM/
CNS systems and equipment management and
operation, regulatory work, architecture definition, research and implementation planning. It
provides detailed technical support to sustain
deployment initiatives, including, in particular,
military aircraft modernisation and upgrade
programmes. It may also be useful for defence
industry stakeholders to guide their research
and development efforts.

1.5 Scope
1.5.1 This Roadmap refers to the technical aspects
relating to the CNS aviation infrastructure
described in ICAO Annex X and, for Europe, in
the ATM Master Plan [Ref 2]. It identifies technical solutions for achieving a determined level of
civil-military system and network interoperability.
SWIM-related services, applications, middleware,
information models and technical infrastructure
deserve only a brief mention.
1.5.2 It applies mainly to the infrastructure supporting
operations in controlled airspace (e.g. GAT),
including those to be conducted under the status
of Mission Trajectory, as defined in SESAR. Military
operations conducted as Operational Air Traffic
(OAT) in a segregated environment are not covered
by this document and may require a minimum
subset of the CNS infrastructure, as mentioned in
supplementary guidance [Ref 3].
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1.5.3 Safety cases, cost assessments, security policies, risk analysis, data quality levels, standard
development, certification, human roles, operating procedures, governance, resource management, monitoring and environmental impacts are
aspects not given much coverage in the present
document, and these require further in-depth
consideration. These aspects are major topics in
determining the feasibility and cost associated
with implementing a capability and will have to
be addressed at a certain moment in the national
decision cycle. Technology support for RPAS/
drones is also a subject not extensively addressed
in this document.

1.6 Baseline information and
assumptions
1.6.1 The present Roadmap assumes that the level of
civil-military integration in each State and local
organisation and arrangements, as well as the
legacy systems in place, dictate differing interoperability options.
1.6.2 It is understood that European regulatory interoperability provisions and mandates do not apply to
military operations and training.
1.6.3 For Military Authorities, it is a priority to guarantee the level of capability and readiness of the
armed forces needed to satisfy national security
and defence requirements. However, compliance
with specific ATM mandates becomes an increasingly important factor contributing to military
mission accomplishment, in particular where military operations need to share a common ATM
infrastructure and when ATC support from civil
Air Navigation Service Providers (ANSPs) or airport
operators is required.
1.6.4 Conversely, it is crucial for security and defence
that any ATM modernization takes military requirements fully into account.
1.6.5 The Military apply processes that lead to adequate
levels of safety and pay due regard to safety
imperatives when operating in mixed environment alongside with civil operators.
1.6.6 Military Authorities expect to benefit from access to
airspace and airports/aerodromes when required.
That has to be ensured for the entire military
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fleet, including all aircraft types, even where they
evidence lower capability levels. Nevertheless, in
certain circumstances, the safety limits of the civil
system or other constraints may induce re-routing,
delays or operational constraints. Ideally, the CNS
infrastructure must not be the cause of such
constraints and minimum operational networks of
legacy systems must offer transitional accommodation of lower capability flights.
1.6.7 It is understood that the military can be regulators, aircraft operators, air navigation service
providers and airport operators. Consequently, in
many cases, the military provide services to civil
operators and vice versa. This is particularly visible
where military aerodromes are open to civil traffic
or where military ATC provide services to general
air traffic. That has a substantial impact on associate system support and on underlying CNS
infrastructure.
1.6.8 Cost/benefit analysis, local safety cases and other
security and defence imperatives may dictate
deployment decisions not fully in line with the
recommendations of the present roadmap.

16
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2. CONTEXT
2.1 The Need for Civil-Military
Interoperability
2.1.1 National defence and security missions are the
primary focus of military aviation. However, civil
and military aviation activities are closely interlinked as they share the same airspace and
need to be supported by a common ATM/CNS
infrastructure.
2.1.2 As the global civil aviation infrastructure is modernised, there is a need to consider solutions to seamlessly accommodate military operations and to
ensure the required levels of military connectivity
where needed. Civil-military CNS interoperability is
an important response to those challenges.

or technologies must contribute to more integrated CNS systems, higher levels of spectrum
efficiency, better equipment-agnostic performance approaches and technology convergence. However, this rationalisation will mean
taking account of overall resilience/redundancy,
contingency planning as well as ensuring full
involvement of the Military Authorities in the decision-making process.

2.2 ICAO Global Context
2.2.1 The ICAO Chicago Convention
The Chicago Convention (ICAO) of 1944 states:
Article 3 Civil and state aircraft

2.1.3 Military aerial operations rely heavily on the effective exchange and sharing of digital data among
relevant stakeholders and operators. The military need to participate in the aviation networkcentric information structures and must maintain
the ability to safeguard mission-critical information. A resilient and robust data-sharing network,
including relevant security protection, will be
essential.
2.1.4 Aviation infrastructure developments indicate that
the accommodation of military aircraft flights on
the basis of ATM/CNS equipage exemptions and
derogations could progressively be reduced to
cases of compelling technical or military imperatives. In addition, these exemptions/derogations
are always associated with operational restrictions.
2.1.5 Military aircraft are considered weapon systems
and the security and defence paradigm calls for
the availability of fighters, bombers and special
mission aircraft with highly sophisticated capabilities. Avionics on board military aircraft are primarily
to perform mission-related functions rather than
meet any civil ATM/CNS requirements.
2.1.6 The compatibility issues between the underlying
civil ATM infrastructure and the capabilities available in most military aircraft are a recognised fact.
This is particularly relevant for combat aircraft.
Transport-type military airframes evidence higher
levels of equipage/conformance from a civil ATM/
CNS perspective.
2.1.7 Interoperability boosts potential military contributions to ATM/CNS infrastructure rationalization.
The implementation of new functionalities and/
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(a) This Convention shall be applicable only to civil
aircraft, and shall not be applicable to state
aircraft.
(b) Aircraft used in military, customs and police
services shall be deemed to be state aircraft.
(c) No state aircraft of a contracting State shall fly
over the territory of another State or land thereon
without authorization by special agreement or
otherwise, and in accordance with the terms
thereof.
(d) The contracting States undertake, when issuing
regulations for their state aircraft, that they will
have due regard for the safety of navigation of
civil aircraft.
2.2.1.1 The annexes to the Chicago Convention,
also referred to as standards and recommended practices (SARPs), are in practice
widely recognised by civil aviation as technical obligations. Article 33 of the Chicago
Convention includes the principle that if
one aircraft is certified by the competent
services in a country which is signatory to
the convention and applies ICAO recommendation for airworthiness standards
and procedures, the other ICAO countries
should recognise this certification.
2.2.1.2 From the ICAO point of view, an airworthiness certificate is mandatory for international flights. This does not apply for military
aircraft but article 3 d), referenced above,
stipulates that the contracting States undertake, when issuing regulations for their State
aircraft, that they will have due regard for
the safety of navigation of civil aircraft.
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2.2.1.3 It is the responsibility of the Ministry of
Defence or other designated National
Authorities to declare their aircraft fleet
qualified to perform aerial operations.
2.2.2 ICAO Global Air Navigation Plan (GANP)
2.2.2.1 The Global Air Navigation Plan (Doc 9750)
[Ref 4] is the ICAO’s highest air navigation
strategic document and the plan to drive
the evolution of the global air navigation
system.
2.2.2.2 The GANP drives the evolution of the
global air navigation system to meet the
ever growing expectations of the aviation
community. The purpose of the GANP is
to equitably accommodate all airspace
user operations in a safe, secure and costeffective manner while reducing the environmental impact of aviation. To this end,
the GANP provides a series of operational
improvements to increase capacity, efficiency, predictability and flexibility while
ensuring interoperability of systems and
harmonization of procedures.
2.2.2.3 The sixth edition of the GANP adopted a
structure of four layers: a global strategic
level, a global technical level, a regional
level and a national level. It provides a
framework for alignment of regional, subregional and national plans. The Global
Technical layer contains the Aviation
System Block Upgrade (ASBU), described
later in this chapter.
2.2.2.4 The GANP vision reflects the ultimate
objectives of the air navigation system,
as well as the emerging challenges and
opportunities stemming from aviation
and technology trends. The evolution
driven by this vision will yield a highperforming global air navigation system
which meets the ever-growing expectations of society.
2.2.2.5 This vision states that, to continue empowering the air transport system to provide
for social development and economic
progress worldwide, a safe, secure, efficient and sustainable global air navigation system is needed which reduces the
impact of aviation on climate change.
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2.2.2.6 Air and ground systems, including airports,
will act as a single integrated infrastructure
to accommodate the growth of air traffic
and support a better performing aviation
system in an intermodal environment.
Remotely piloted and unmanned/autonomous platforms will expand the traditional
business models and accelerate a transition towards a digital information-rich
environment.
2.2.2.7 This information-rich environment will
fuel collaborative decision-making, in
a network-centric context, to enable
trajectory management that will provide
improvements in mission and business oriented operations. Information
will also play an integral role in highly
interconnected systems that will increasingly enable autonomous operations and
human-machine collaboration.
2.2.2.8 An essential pre-requisite for any such
transformation is a fully harmonized global
air navigation system built on collaboratively agreed performance-based standards
with interoperable and scalable systems.
2.2.3 ICAO Aviation System Block Upgrades (ASBU)
2.2.3.1 The global technical level of the GANP
supports technical managers in planning
the implementation of basic services and
new operational improvements, in a costeffective manner and according to specific
needs, while ensuring interoperability of
systems and harmonization of procedures.
It contains the Basic Building Blocks (BBB)
framework, which outlines the foundation
for any robust air navigation system by
defining the basic services to be provided
for international civil aviation, and the ASBU
framework, which outlines the performance benefits expected from specific
air navigation operational improvements
under certain operational conditions.
2.2.3.2 An ASBU designates a set of improvements
suitable for global implementation from
a defined point in time, to enhance the
performance of the ATM system.
2.2.3.3 One ASBU Block is a six-year timeframe whose starting date defines a
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deadline for an element to be available for
implementation.
2.2.3.4 ASBU Thread is a key feature of the air
navigation system that needs improvement. ASBU Module is a group of elements
that will be available for implementation
within a defined timeline. ASBU Element
is a specific change designed to improve
the ANS performance. ASBU Enabler is
the component required to implement an
element (standards, procedures, training,
technology, etc.).
2.2.3.5 ASBUs are organised to identify the
concept of operations related with each
Block, to list operational improvements,
enablers for each element and applicability
and performance objectives.
2.2.3.6 The ASBU dates refer to the availability or
ability to use the module in an operational
manner and generate operational benefits.
2.2.3.7 ICAO GANP contains roadmaps which can
be consulted here: https://www.icao.int/
airnavigation/Pages/GANP-Resources.aspx
2.2.4 ICAO: from Civil-Military Coordination to
Collaboration
2.2.4.1 Previously, the 13th ICAO Air Navigation
Conference, which took place from 9 to
19 October 2018, confirmed the intention to add a civil-military dimension to
all levels of ICAO moving from coordination to collaboration. For CNS-related areas,
ANC/13 recommended:




States to actively collaborate with their
Military Authorities, including at the
regional level, and encourage greater
civil-military interoperability and usage
of performance equivalence;
ICAO to incorporate the military dimension, including civil-military cooperation
and collaboration, in future editions
of the Global Air Navigation Plan (Doc
9750, GANP) and consider, with urgency
and in collaboration with the military
community, the interoperability and
governance principles for the military
community in system-wide information
management (SWIM).
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2.2.4.2 The ICAO 40th Assembly from 24th
September to 04th October 2019 produced
an important resolution on “coordination
and cooperation of civil and military air
traffic”. This resolution states: “the common
use by civil and military aviation of airspace
and of certain facilities and services shall
be arranged so as to ensure the safety,
regularity and efficiency of civil aviation as
well as to ensure the requirements of military air traffic are met”.
2.2.4.3 Civil-military cooperation was a subject
covered by ICAO Circular 330, which was
recently transformed into an ICAO Manual
on Civil Military Cooperation (doc. 10088)
[Ref 5]. This Manual contains one specific
section on civil-military interoperability
which sets high-level principles to be globally considered in that domain.
2.2.4.4 The aviation CNS infrastructure is defined
in technical detail in Annex X to the ICAO
Convention. However, Annex X [Ref 6]
describes CNS in terms of equipment
components, including technical characteristics and associated system parameters. Gradually, Annex X principles are
being replaced by performance based
approaches where aviation CNS requirements are defined on the basis of performance statements and quality of service
targets and limits. That is particularly the
case of Performance Based Navigation
(PBN), Performance Based Surveillance and
Performance Based Communications and
Surveillance (PBCS).
2.2.4.5 Such a performance-based description of
aviation CNS requirements is of utmost
importance to the feasibility of dual use
CNS compliance approaches that enable
the reutilization of available military capabilities to meet civil requirements.
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2.3 The European ATM Master Plan
2.3.1 Within the framework of the EU Aviation Strategy
and Single European Sky (SES), the European Air
Traffic Management (ATM) Master Plan [Ref 2] is
the main planning tool for ATM modernisation
across Europe. Although the ATM Masterplan
is not binding, it defines the development and
deployment priorities needed to deliver the Single
European Sky ATM Research (SESAR) vision.
2.3.2 By linking SESAR research with deployment, the
Master Plan provides a basis for the European
Commission to endorse common projects, which
are subsequently deployed by operational stakeholders. The Master Plan provides civil stakeholders with a business view of what deployment
will mean in terms of investment return.
2.3.3 The Master Plan recognises that the future ATM
system is of concern to stakeholders from the
entire aviation community, including the Military.
Good civil-military cooperation and coordination
is the basis for fulfilling civil and military operational objectives safely and efficiently. With this
in mind, the participation and involvement of
military stakeholders has become increasingly
relevant to ensure that the Master Plan accommodates their performance and the operational and
training needs.
2.3.4 The Vision
2.3.4.1 The Vision of the ATM Master Plan is in
line with the objectives of the EU Aviation
Strategy and the goals of Flight Path 2050,
which envisage European ATM to be at
the forefront of innovation, thus providing
the safest, most reliable, secure and interconnected air travel experience. This
vision considers that inter-modality will
be brought up to the next level, thereby
connecting many modes of transport.
Traffic levels will increase with the seamless integration of drones (civil and military). Trajectory based operations (business
and mission) will be the norm to optimise
performance while respecting safety and
security targets.
2.3.4.2 This vision in the ATM Master Plan is to
“deliver the European Digital Sky” in order
to achieve a ‘high-performing aviation for
Europe’ by 2040 – 2050. That will allow the
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European aviation community to have a
leading position on sustainable aviation
products and services, meeting the needs
of European citizens and society.
2.3.4.3 This vision relies on a progressive increase
in the level of automation, the implementation of virtualisation technologies and
the use of standardised and interoperable
systems. The system infrastructure will
progressively evolve on the basis of digitalisation, allowing civil and military air navigation service providers (ANSPs) and the
Network Manager to provide their services
in a cost-efficient and effective way irrespective of national borders, supported by
a range of secure information services.
2.3.4.4 What is new in the vision of the European
Master Plan 2020 edition is a strong focus
on digitalisation (automation and connectivity are main drivers) as well as the need
to accelerate innovation cycles in order to
deliver earlier and the introduction of U
space.
2.3.4.5 The content of the Master Plan is organised into three levels, to enable stakeholders to access information at the level
of detail that is most relevant to their area
of interest. They are available for consultation interactively, via the ATM Master Plan
portal (www.atmmasterplan.eu).
2.3.5 Performance Ambitions
2.3.5.1 The Master Plan outlines the Performance
Ambitions of SESAR linked to the full
implementation of its vision within the
2035 timeframe. The performance ambitions are categorised in accordance with
SES Key Performance Areas (KPAs) of safety,
environment, capacity, cost efficiency and
include two additional KPAs: operational
efficiency and security, which have been
identified as key within the SESAR performance framework.
2.3.5.2 In line with the SESAR vision, presented
above, the system must enable the provision of air navigation services from any
geographical location to any other, with
a high degree of automation in a cybersecure connected environment which
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achieves higher safety standards and full
scalability.
2.3.5.3 Facilitation of military operations implies
specific technological solutions and procedures, and it is crucial that military are fully
associated from the outset to the whole
SESAR lifecycle to exploit all the existing
civil-military synergies. For example, dualuse solutions can contribute to ensuring:
safety, regularity and efficiency of the
global aviation system and compliance
with the requirements of military air operations and training.
2.3.5.4 Civil and military system interoperability is
the basis for enabling reutilisation of existing
military capabilities. It is crucial that recommendations and regulations, at global and
regional level, focus on performance objectives rather than equipage requirements.
Moreover, the military must maintain an
ability to protect the confidentiality of
mission-critical information. A secure and
robust ATM system, including a data sharing
network, is essential to ensure that the military can perform their missions 24/7.
2.3.6 Operational View
2.3.6.1 The ATM Master Plan contains 4 key
features: Enabling aviation infrastructure/
High-performing airport operations/
Advanced air traffic service/Optimised ATM
network services.
2.3.6.2 The 2020 edition introduces Essential
Operational Changes, real “game-changers”
to achieve the Vision:
1. Communications, Navigation and
Surveillance (CNS) as Services
2. ATM Interconnected Network
3. Digital AIM and MET Services
4. U-space Services
5. Virtualisation of Service Provision
6. Airport and TMA performance in all
conditions
7. Optimised Airspace Organisation
8. Fully Dynamic Airspace
9. Trajectory Based Operations
10. ATM contribution to Multimodal
Mobility and airspace integration of all
air vehicles
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2.3.6.3 The key feature with primary CNS relevance
is the aviation infrastructure. This feature
will rely on enhanced integration and
interfacing between aircraft and ground
systems, including ATC and other stakeholder functions, such as civil or military
flight operation centres. Communications,
navigation and surveillance (CNS) systems,
SWIM, trajectory management, common
support services and the evolving role of
the human will be considered in a coordinated way for application across the ATM
system in a globally interoperable and
harmonised manner. The development
and deployment of several technologies
will run in parallel whilst there is convergence and integration via the performance
based approach.
2.3.6.4 Roadmaps for all ATM Technical Systems
per stakeholder group are provided in the
Master Plan to facilitate deployment planning which is fully coordinated in order
to maximise the benefits for all stakeholders. Detailed information is provided
for the technical systems required for each
Essential Operational Change.
2.3.6.5 In terms of CNS infrastructure there are
too many technologies still in use, some
of them becoming outdated, with overlapping capabilities and different performances, satisfying the demand of legacy
airborne equipment, unable to meet the
future needs of airspace users, including
new entrants (UAS). In addition, the historical national ownership and evolution strategies, both civil and military, as well as the
need to support a heterogeneous set of
airspace users with diverging preferences,
have led to an inefficient distribution of
equipment when considering the performance needs of air traffic. Nevertheless,
resilience is an important aspect not to be
overlooked when infrastructure rationalisation is planned.
2.3.6.6 The provision of CNS as services will create
a strong incentive for service providers
to cooperate across national boundaries,
to optimise the use of technologies and
the geographical distribution of equipment, as well as promoting the enhanced
use and protection of the necessary
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spectrum. While communication service
providers, including the military, may offer
their services in competition to multiple
civil and/or military ANS providers and
airspace users, the provision of navigation and surveillance services may see a
different business model. It is foreseen
that there will be potential technological/
functional synergies across the COM, NAV
and SUR domains to benefit from common
system/infrastructure capabilities for the
ground, airborne and space segments.
CNS Rationalisation will be facilitated by
matured R&D solutions.
2.3.6.7 The modern general-purpose communication and computer processing capabilities
will allow for more cost-efficient solutions
where physical processing capabilities no
longer need to be close to the point of use.
A reorganisation of physical assets among
the ANS providers, civil and military as a
community, may lead to the widespread
virtualisation of services.







Combine satellite-based, airborne and
ground-based CNS
Safe, secure and resilient infrastructure
Rationalised infrastructure
Increased civil-military synergies and
dual use
Efficient use and long-term availability
of suitable radio spectrum

2.3.8 The ATM Master Plan also contains a Business
View, which describes the monetised benefits and
investment costs associated with deployment of
the full SESAR Master Plan.

2.4 SES and EASA Framework
2.4.1 Single European Sky (SES) Regulatory Dimension
2.4.1.1 It is important to recall that the main driver
for the progress of the European aviation system was the Single European Sky
(SES) initiative, which included not only a
technology modernisation programme
(SESAR) but also an important regulatory
dimension.

2.3.7 Deployment View
2.3.7.1 The 2020 edition of the ATM Master Plan
introduces deployment scenarios (for
mature solutions and prioritised solutions
reaching EOCVM V3 maturity level) and
identifies ATM systems to be implemented
to support Essential Operational Changes
(EOC).
2.3.7.2 In addition to the stakeholder roadmaps
mentioned before, the standardisation
and regulatory needs are identified and
need to be coordinated with EASA and
EASCG (European ATM Standardisation
Coordination Group).
2.3.7.3 Particularly relevant is the Master Plan
section describing the infrastructure evolution and critical path. Based on a predefined CNS Strategy it introduces the
Strategic Directions, each with its critical
path and roll out sequence:
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Performance-based and integrated CNS
Moving from physical assets to delivery
of services
Increased digitalisation, connectivity
and higher automation levels

2.4.1.2 The Single European Sky has been
launched by the European Commission
to reform European Air Transport to meet
future capacity and safety needs, organizing airspace and air navigation on a
European scale. The initiative consisted
of a harmonized regulatory framework in
which the technical regulation stems from
essential requirements and where rules
and standards are complementary and
consistent.
2.4.1.3 SES was based on higher-level basic regulations where interoperability deserved great
emphasis. Regulation (EC) No 552/2004
of the European Parliament and of the
Council of 10 March 2004 on the interoperability of the European ATM network
(The Interoperability Regulation) [Ref 7]
was a solid foundation of infrastructure
interoperability.
2.4.1.4 The SES Framework Regulation (No
549/2004 of 10 March 2004) contains a
military “carve-out” provision in view of the
fact that this regulation does not cover military operations and training. The Member
States adopted, in parallel with the first SES
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package, a general statement on military
issues related to the Single European Sky.
According to this “Common Declaration”
statement, included in Regulation (EC)
No 549/2004, Member States should, in
particular, enhance civil-military cooperation and, to the extent deemed necessary
by all Member States concerned, facilitate
cooperation between their armed forces in
all matters of ATM.
2.4.1.5 Concerning SES interoperability, it is important to highlight that, under the terms of
the aforementioned European Commission
Interoperability Regulation, systems, procedures and constituents which meet a
Community Specification are assumed to
be compliant with the essential requirements of the regulation and the relevant
implementing rules.









2.4.1.6 There are evolving aspects that will
drive specific regulatory efforts. These
comprise the emergence of Functional
Airspace Blocks (FABs), the increasing
focus on performance, the role of National
Supervisory Authorities (NSAs) and EASA,
EUROCONTROL’s appointment as Network
Manager and the ATM deployment coordination aspects, as delineated in the ATM
Master Plan and in the Network Strategic
Plan.
2.4.1.7 The SES regulatory layers comprise:
Implementing Rules (binding):
 They are normally developed by EASA in
line with a mandate issued by the EC (or
within the framework of EASA).
 They determine any specific requirement that complements or refines the
Essential Requirements and describe
the coordinated introduction of new,
agreed and validated concepts of operation or technology.
 Some interoperability rules include
specific provisions on State aircraft or
military-related service provision, but
only as opt in and after prior approval
because it does not cover military operations and training.
Community Specifications (voluntary):
 Possible means of compliance are recognised in the context of SES in the form
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of European standards (drawn up by
European Standardisation Organisations – ESOs: ETSI, CEN and CENELEC in
cooperation with EUROCAE) or EUROCONTROL specifications.
Systems, procedures and constituents
that meet Community Specifications
are presumed to be compliant with
mandatory rules.
Community Specifications refer to statements in the Official Journal referencing
existing or new standards that are voluntary in nature and that provide the
technical details supporting either the
Essential Requirements directly or IRs.
Multiple technical standards with
relevance to civil-military CNS interoperability are developed by the EUROCONTROL, EUROCAE, RTCA or by EASA,
ARINC, SAE, NATO, etc.
The European ATM Standardisation
Coordination Group (EASCG) defines
the standardisation roadmaps and coordinates standardisation activities for
ATM.

2.4.2 European Aviation Safety Agency (EASA)
2.4.2.1 The European Aviation Safety Agency
(EASA) is an Agency of the European Union
with specific regulatory responsibilities and
executive tasks in the area of civil aviation safety. EASA plays a key role in the
European Union’s strategy to establish and
maintain a high uniform level of civil aviation safety in Europe.
2.4.2.2 The mission of EASA is to ensure the
highest common level of safety protection
for EU citizens, ensure the highest common
level of environmental protection, establish a single regulatory and certification
process among Member States, facilitate
the internal aviation single market and
create a level playing field and work with
other international aviation organisations
and regulators.
2.4.2.3 The tasks of EASA in regard to civil aviation comprise: the preparation of implementing rules in all fields pertinent to the
EASA mission as well as the certification
and approval of products and organisations in fields where EASA has exclusive
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competence. For civil airworthiness, EASA
has exclusive regulatory competence but
the oversight is shared between EASA
(type certification, continued airworthiness, approval of Design Organisations
and some Production Organisations) and
Member States under EASA oversight. EASA
exercises oversight and support to Member
States in civil fields where EASA has shared
competence (e.g. Air Operations, Air Traffic
Management), promotes European and
worldwide standards and cooperates with
international actors in order to achieve the
highest safety levels. EASA is competent
only for civil aviation matters.

organisations, that are controlled and
operated by the military;
(c) ATM/ANS, including systems and
constituents, personnel and organisations, that are provided or made available by the military;
(d) the design, production, maintenance
and operation of aircraft the operation of which involves low risk for aviation safety and to the personnel and
organisations involved therein, unless
the aircraft has been issued, or has
been deemed to have been issued,
with a certificate in accordance with
Regulation (EC) No 216/2008.

2.4.2.4 Regulation (EU) 2018/1139 of the European
Parliament and of the Council of 4 July 2018
laying down common rules in the field of
civil aviation and establishing a European
Union Aviation Safety Agency (New EASA
Basic Regulation) [Ref 8], defined new tasks
for EASA.

As regards point (a), Member States
must ensure that activities and services
performed by the aircraft referred to in
that point are carried out with due regard
to the safety objectives of this Regulation.
Member States must also ensure that,
where appropriate, those aircraft are safely
separated from other aircraft.

2.4.2.5 The New EASA Basic Regulation promotes,
in the fields to be covered, technical and
operational interoperability and the sharing
of administrative best practices. The provision of ATM/ANS in the Single European
Sky airspace, and the design, production,
maintenance and operation of systems
and constituents used in the provision of
such ATM/ANS is within the scope of this
regulation.
2.4.2.6 The New EASA Basic Regulation does not
apply to:
(a) and their engines, propellers, parts,
non-installed equipment and equipment to control aircraft remotely,
while carrying out military, customs,
police, search and rescue, firefighting,
border control, coastguard or similar
activities or services under the control
and responsibility of a Member State,
undertaken in the public interest by
or on behalf of a body vested with the
powers of a public authority, and the
personnel and organisations involved
in the activities and services performed
by those aircraft;
(b) aerodromes or parts thereof, as
well as equipment, personnel and
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2.4.2.7 An important new feature of the EASA
Basic Regulation (2018/1139) is the opt-in
mechanism for the military. Article 2.6 of
Regulation 2018/1139 provides details on
that mechanism.
2.4.2.8 Where Member States consider it preferable, in particular with a view to achieving
safety, interoperability or efficiency gains,
to apply, instead of their national law, this
Regulation to aircraft carrying out military,
customs, police, search and rescue, firefighting, border control and coastguard or
similar activities and services undertaken in
the public interest, they should be allowed
to do so. Member States making use of this
possibility should cooperate with the EASA
Agency, in particular by providing all the
information necessary to confirm that the
aircraft and activities concerned comply
with the relevant provisions of the New
EASA Regulation.
2.4.2.9 Regulations and Specifications developed and published within the context
of EASA follow a specific process in line
with its regulatory framework. That process
should ideally be improved to facilitate the
consideration of civil-military coordination
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requirements. The European Defence
Agency (EDA), with technical support
from EUROCONTROL, strives to ensure
consideration for relevant military needs
in EASA rulemaking activities. It does,
however, remain a national task to ensure
the safeguarding of military operations and
training and prevent any negative effect
resulting from EASA rulemaking activities
without military involvement and acceptance at national level.

2.5 SESAR
2.5.1 SESAR Development (Research)
2.5.1.1 SESAR (SES ATM Research) is the technology component of the SES initiative.
The objective of SESAR is to modernise
European ATM by defining, developing and
delivering new or improved technologies
and procedures (SESAR Solutions).
2.5.1.2 SESAR’s vision builds on the notion of
trajectory-based operations’ and relies on
the provision of air navigation services
(ANS) in support of the execution of the
Business or Mission Trajectory — meaning
that aircraft can fly their preferred trajectories without being severely constrained by
airspace configurations.
2.5.1.3 This vision is enabled by a progressive
increase of the level of automation, implementation of virtualisation technologies as
well as the use of standardised and interoperable systems. Airports will be fully integrated into the ATM network level, which
will facilitate and optimise airspace user
operations.
2.5.1.4 SESAR research activities were aimed at
defining and validating technical solutions
for subsequent deployment. Decisions
for effective implementation depend of
subsequent industrialization, safety case
results, performance assessments, cost/
benefit analysis, security constraints, institutional considerations, etc.
2.5.2 SESAR Deployment
2.5.2.1 The deployment planning responds to
the deployment areas described in the
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so-called Common Projects. A Common
Project is a Commission Implementing
Regulation mandating the implementation
of operational changes identified in the
European ATM Master Plan by the Member
States of the European Union and their
operational stakeholders.
2.5.2.2 Commission Implementing Regulation
(EU) No 409/2013 of 3 May 2013 sets the
definition of common projects, the establishment of governance and the identification of incentives supporting the
implementation of the European Air Traffic
Management Master Plan. It explains how
Common Projects must be governed and
identifies incentives for their deployment.
2.5.2.3 The first Common Project to be regulated was the Pilot Common Project (PCP),
covered by Regulation (EU) No. 716/2014
of 27 June 2014 [Ref 9]. Common Projects
require the organisation of their implementation into optimum and synchronised sequences of activities by all the
stakeholders.
2.5.2.4 Deployment activities offer multiple opportunities for the military through the recognition of particular areas where specific
military requirements need to be considered and incentivised.

2.6 Network Manager
2.6.1 Commission Implementing Regulation (EU)
2019/123 (the revised Network Functions
Implementing Rule) [Ref 10] was adopted on
24 January 2019 and entered into force on 20
February 2019. The NF-IR lays down detailed rules
for the implementation of air traffic management
(ATM) network functions and repeals Commission
Regulation (EU) No 677/2011.
2.6.2 The network functions consist of a service of
general interest exercised for/within the context
of the European air traffic management network
(EATMN). They should contribute to the sustainable development of the air transport system
by ensuring the required level of performance,
interoperability, compatibility and coordination of
activities, including those to ensure the optimal
use of scarce resources.
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2.6.3 Military mission effectiveness, civil-military cooperation and coordination are of utmost importance to achieving the required objectives. The
NF-IR should not cover decisions on the content,
scope or performance of military operations and
training. However, it is important to cover the
interfaces between these operations and those
covered by the NF Regulation in the interests of
safety and mutual benefit.
2.6.4 The regulated network functions comprise the
European Route Network Design (ERND), the Air
Traffic Flow Management (ATFM) and the coordination of scarce resources, including radio
frequencies within aviation frequency bands used
by general air traffic and the radar transponder
codes.
2.6.5 For the purpose of the NF Regulation, the Network
must include the civil airports, the airspace structures and interfaces that connect them, and the
infrastructure and operational capabilities of the
EATMN that together serve the civil and military
airspace users.
2.6.6 The tasks of the Network Manager to support the
execution of the Network Functions comprise,
inter alia:
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a central function for the coordination of radio
frequencies, including a central register (SAFIRE)
to record all radio frequency assignment data
coordination of the radar transponder code
allocation processes
support to operational stakeholders in preparing and implementing transition plans for the
entry into service of major airspace or ATM
system improvements
provision of a consolidated and coordinated
approach to all planning and operational activities of the network, including monitoring and
improvement of the overall network performance in order to improve network efficiency,
interoperability and connectivity
support to operational stakeholders in executing the obligations placed on them, in deploying air traffic management or air navigation
services (ATM/ANS) systems and procedures in
accordance with the ATM Master Plan
monitoring of the performance of the infrastructure relevant for the execution of the
network functions, i.e. coverage of groundbased and space-based navigation systems in
support of the implementation and operation



of navigation applications, surveillance interrogators and avionics, datalink communications,
airborne collision avoidance systems (ACAS)
and airborne altimetry (RVSM)
development, organisation and provision of
common network support services related to
an ATM messaging centre and network address
management service.

2.6.7 Article 14 of the NF IR covers civil-military coordination, requesting Member States to ensure
appropriate involvement of National Military
Authorities in all activities related to the execution
of the Network Functions.
2.6.8 The European central register of frequency assignments will be a fundamental tool to support the
Radio Frequency Function (RFF), relying on a
modernised database called SAFIRE. NM will cooperate with the States to find the most cost-effective way to perform the monitoring campaigns of
aviation frequency bands.
2.6.9 The Transponder Code Function ( TCF) will
ensure the operational development of
CCAMS (Centralised SSR Code Assignment and
Management System), in terms of requirements,
monitoring and reporting tools, to achieve transition to the use of Aircraft Identification (ACID),
in accordance with the provisions of the ACID
Regulation (1206/2011) throughout European
airspace by 02/01/2030. TCF will also perform a
coordinated Mode S interrogator code allocation.
2.6.10 Concerning the monitoring of the NAV infrastructure performance, NM will focus on the coverage
of ground-based and space-based navigation
systems to support PBN implementation. That will
imply a number of NAV-related services and associated NAV tools (including DEMETER, PBN Map
Tool, CNS Dashboard, AUGUR, FAS Data Block,
PEGASUS).
2.6.11 In the area of surveillance interrogators and
avionics, NM will continuously monitor the use
of the 1030/1090 MHz frequencies (Mode A/C
secondary radar, military IFF systems, Mode S
radar, ADS-B, Multilateration systems and ACAS) in
EUROCONTROL Member States. NM is expected
to deploy a monitoring system using data from
existing receivers, complemented by a network
of low-cost ground stations. RF modelling is available through an existing tool; flight tests will be
contracted as services. In terms of surveillance
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avionics, the objective is to detect anomalies like
loss of detection, poor aircraft Identification, erroneous 24 bit aircraft address, no SI capability, inadequate EHS register contents, degraded ADS-B
integrity, poor TCAS detection and capability, etc.
Such monitoring will be crucial to maintaining an
appropriate level of performance in the air-ground
and air-air surveillance chain and anti-collision
applications.
2.6.12 Concerning data link communications, NM is
expected to provide and manage the tools to
automatically measure the performance of the
systems providing the data link service globally or
on a local basis.
2.6.13 Regarding RVSM monitoring, the objective will be
for NM to provide cost-efficient Altimetry System
Error (ASE) measurement on aircraft flying RVSM.
ASE measurements are used by the Regional
Monitoring Agency (RMA) run by NM on behalf
of ICAO European Regional Office. ASE is critical
to maintaining safe vertical separation. NM will
implement the capability of measuring ASE
using the geometric height available in ADS-B
messages; the current infrastructure will gradually
be de-commissioned. Particular attention must
be paid to aircraft that are RVSM capable/certified but are not ADS-B equipped and will not be
able to participate in monitoring. A similar monitoring role will be performed for Airborne Collision
Avoidance Systems (ACAS).
2.6.14 NM will have a role regarding provision of the
common network support services, such as
the ground communications-related AMC (ATS
Messaging Management Centre) and the EDS
(European Directory Service) services. Another
service in this category is the network addresses
management service, which consists of a task to
manage and allocate to the EUR/NAT ATM stakeholders IPv6 address blocks and ACCs telephone
number ranges. Those tasks are directly related
with the implementation of voice communication services and Flight Message Transfer Protocol
(FMTP).
2.6.15 All the above-mentioned NM functions and tasks
are relevant to the military, impacting State aircraft
flying in controlled airspace and when military
are users or operators of common infrastructure
elements. The scarce resource, monitoring and
deployment activities described must be the
subject of adequate civil-military coordination.
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2.7 Military Aviation Context
2.7.1 The established “Military Aviation Strategy in
the context of the Single European Sky” [Ref 11]
predicts that European aviation will incorporate
the security and defence dimension at a level that
will ensure that military aviation will continue to
provide and further improve effective security and
defence in Europe, in the changing context of
the civil aviation sector, without prejudice to the
safety of civil air traffic.
2.7.2 This strategy reflects the shared view of military
aviation as an integral part of air traffic in Europe
for the coming decades. It intends to capture and
safeguard military needs in the shared airspace. A
“Total System Approach to Aviation” is necessary
to reflect the complexity of aviation, including
the interdependencies between air operations,
airworthiness and ATM.
2.7.3 This Military Aviation Strategy also envisages that
military aviation will be afforded due prioritization
and facilitation to conduct missions that support
security and defence operations. This strategy
contains several Fundamental Principles and
Strategic Objectives that must be present when
pursuing civil-military cooperation and collaboration efforts. The following are particularly relevant
in terms of CNS interoperability:




The military will be as compliant as possible
with civil requirements but will need specific
arrangements as it is equally important to
ensure that military-to-military interoperability
is maintained to enable the effective contribution to, and conduct of, operations in multinational coalitions.
The need to safely operate with a high degree
of reactiveness and flexibility, calls for an appropriate level of interoperability with civil aviation
structures and procedures. It is therefore crucial
to ensure that any evolution in civil ATM standards takes due account of military needs and
ability to maintain interoperability to achieve
the required levels of readiness to respond to
the full range of missions.

2.7.4 Air operations rely heavily on the effective
exchange and sharing of digital data among
relevant stakeholders and operators. The military
must maintain its ability to protect the confidentiality of mission-critical information. The necessary
information must be shared by the competent
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authorities across the Air Traffic Management
network. A resilient and robust data sharing
network, including relevant cyber protection and
cyber resilience will be essential.
2.7.5 When promoting civil-military interoperability
solutions it is of utmost importance to address the
resulting military-military interoperability implications. Solutions to enhance civil-military interoperability must not adversely impact specific
military capabilities. This means that interoperability initiatives must not have a negative impact
on objectives like spectrum sharing, infrastructure
rationalisation and security imperatives.
2.7.6 Military operations rely on Command and Control
(C2) structures that are supported by specific infrastructure elements comprising fixed and mobile
sensors, communication backbones, tactical data
links and military centres that rely on advanced
technologies to support the planning, tasking and
execution of military operations. Such operations
take place in an out-of-area context calling for
homogeneous infrastructure support at pan-European scale and also in the trans-Atlantic dimension.

2.7.9 Military Authorities organise, plan and take deployment decisions on the basis of military requirements. In doing so, they should progressively strive
to converge, as long as the mission is not jeopardised, to mandated civil ATM/CNS target capabilities
as regulated by the EC or in line with national regulations, ICAO concepts and European plans.
2.7.10 This entails the need for the Agencies and organisations involved in the planning of military C2
systems and communications and information
systems (CIS) to be involved in the planning of
civil ATM/CNS research, industrialisation and
deployment. Any decisions from civil aviation
organisations must incorporate the particular
requirements of all stakeholders, including the
military, and must be manageable in terms of the
specific military procurement processes and life
cycle of systems and platforms.

2.8 CNS Technology Evolution
2.8.1 The foreseeable (civil) aviation CNS infrastructure
evolution will be a consequence of:


2.7.7 Sometimes there are known military policies (i.e.
NATO Secure PNT Directive) strategies and positions about civil CNS infrastructure evolution and
deployment initiatives where it is possible to anticipate the impact on military operations. It is the
case of NATO Positions on matters like data link
services, ADS-B, VHF 8.33 kHz channel spacing, etc.
Those NATO Positions are considered throughout
this document. NATO Standardisation Agreements
(STANAGs) contain technical standards and specifications which can be used as important interoperability references.










introduction of trajectory based operations
aircraft-centric concepts and modular avionics
architectures
strong reliance on satellite technologies
increasing automation and connectivity of ATM
systems
improved security levels and resilience
introduction of performance-based CNS concepts
focus on spectrum efficiency and increased
sharing of radio aviation bands
higher levels of integration of intertwined CNS
reliance on remote/virtual ATS provision.

2.8.2 Introduction of trajectory based operations
2.7.8 Defence budgets are constrained, thus equipping
all military systems to the same standard as civilian
systems is neither financially reasonable nor technically feasible. The guiding principle for equipping military systems in the air and on the ground
is to ensure an acceptable level of safety as well as
the effective and efficient execution of missions.
In addition, military planning and procurement to
ensure the availability of the material and technology required to support military C2 presents
a high level of complexity due to the longer lifecycles and public budget constraints of military
programmes. The impact of military procurement
on the ability to face civil ATM/CNS challenges is
discussed in a later chapter in this document.
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2.8.2.1 The future aviation system will be founded
on trajectory-based operations (TBO). Fourdimensional (4D) trajectory is a description of the aircraft path derived from the
current flight plan. It enables airspace users
to plan and agree to fly an intended route,
allowing for predictable target times within
agreed and predictable time windows,
while maintaining safety, taking into
account weather conditions.
2.8.2.2 This is enabled by the sharing of 4D flight
information via ground-ground and airground communications. The airborne
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system receives trajectory information via
air-ground datalink (ADS-C) to support a
fully updated trajectory, as agreed with all
actors.
2.8.2.3 TBO will bring increased predictability
and will enable flight-centric operations,
including for example sectorless operations. Following the negotiations during
the development of the shared business/
mission trajectory (SB/MT), the latest agreed
trajectory which the Airspace User undertakes to execute and the ANSP, NM and AO
agree to facilitate, becomes the reference
Business or Mission Trajectory (RB/MT) for
airspace users, NM, ANSPs and airport operators. This allows all stakeholders, including
airports, to have increased predictability
of the trajectory, both from the flight data
processing system and the aircraft.
2.8.2.4 Extended Projected Profile (EPP) availability
is a first step towards the full ground-air
trajectory synchronization required for the
implementation of the targeted trajectory
based operations. It allows ground systems
to be fed with the aircraft view on the
planned route and applicable restrictions
known to the airborne system, together
with the corresponding optimal planned
trajectory computed on-board.
2.8.3 Aircraft-centric concepts and modular avionics
architectures
2.8.3.1 Future aviation concepts will rely heavily
on avionics. A large number of ATM functions and services will be transferred from
the ground to the cockpit with the crew
taking on a higher level of responsibility.
2.8.3.2 Highly integrated avionics will enable
advanced airborne CNS functionalities,
maximizing connectivity and automation.
In particular, the highly integrated airborne
computers will be connected with sensors,
multifunctional displays, autopilot, autothrottle, flight guidance/flight direction
to enable the 4D trajectory management
functions as well as advanced navigation
and new separation modes and situational
awareness applications enabled by ADS-B
and ACAS X.
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2.8.3.3 The use of satellite technologies and aircraft
fully connected with the underlying ground
infrastructure, through air-ground data links,
will enable advanced navigation applications, real-time downlink of aircraft parameters and synchronization between airborne
and ground systems. Such high bandwidth
communication enablers will ultimately
allow the availability in the cockpit of aeronautical information or MET data.
2.8.3.4 To address the challenges brought by the
increasing emphasis on avionics and the
reliance on multiconstellation, multifrequency and multilink capabilities, appropriate consideration must be given to
system integration, modularity and multimode avionics architectures.
2.8.3.5 A key requirement derived from future
ATM concepts is the need to ensure
synchronization of airborne and ground
system trajectories and to make the trajectory computed available onboard during
the flight, through data link. Another strict
requirement is an ability to comply with
advanced area navigation (RNAV) demands.
2.8.4 Strong reliance on satellite technologies
2.8.4.1 The wider coverage of satellite constellations enables its use to complement the
terrestrial ATM/CNS infrastructure in continental areas and to offer services in remote
regions. Space offers fundamental CNS
capabilities, consistent with the complementary airborne and ground segments, to
deliver enhanced services and contribute
to a more rationalized infrastructure.
2.8.4.2 The space-based infrastructure used to
sustain navigation is usually referred to as
GNSS (Global Navigation Satellite Systems),
including core constellation systems (like
GPS, GLONASS and the future GALILEO),
and augmentation systems providing
integrity and, for some of them, a better
accuracy of available signals. A significant
research effort is ongoing to allow the
simultaneous use of several constellations
and various frequencies, relying on multiconstellation multi-frequency (MCMF)
airborne receivers to enhance the GNSS
services.
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2.8.4.3 GNSS is essential to the introduction of
PBN. It will enable the deployment of
advanced PBN applications supporting
multiple RNAV and RNP specifications and
functionalities that will be decisive in introducing optimal airspace concepts.
2.8.4.4 GNSS is also used in surveillance applications such as ADS-B. GNSS can support
safety nets like the GPWS (Ground Proximity
Warning Systems) and provides the time
reference (clock) that is used to synchronise systems and operations in ATM.
2.8.4.5 Satellite communications (SATCOM) are
another key enabler for aviation, currently
used for both ATM and AOC safety of life
(SOL) exchanges of data and voice in
oceanic/remote airspace. SATCOM will
offer the high bandwidth services to
enable future air-ground data link communications defined through the concept of
Future COM Infrastructure (FCI) alongside
terrestrial and airport segments (LDACS
and AEROMACS).
2.8.4.6 The two satellite constellations used to
sustain aviation SATCOM (Inmarsat and
Iridium) are being modernized/enhanced
(including the launch of new satellites).
New services, such as space-based ADS-B,
are being deployed to sustain global
tracking and C2 links used in the control/
telemetry for drones/RPAS.

structure. The security and resilience of the
overall CNS network will be paramount.
2.8.5.2 Connectivity will trigger increasing bandwidth and decreasing latency for mobile
communication networks, introduction of
IP-distributed networking, network-centric
system-wide information management
and the use of air-ground data exchanges.
The security and resilience of the overall
CNS network will be paramount.
2.8.5.3 Automation of ATC systems will enable
trajectory management functionalities and
virtualization. Remote operation becomes
an important contributor for resource
pooling, sharing and rationalization. Virtual
control centres and the use of remote
towers will allow a more efficient and flexible use of resources.
2.8.5.4 Advanced airport tools will boost further
integration of airport operations with
ATC and Network operations as well as
enhanced runway throughput.
2.8.5.5 In the longer run, aviation will be the
subject of significant transformation where
enabling technologies, such as increasingly autonomous systems and artificial
intelligence, enable aircraft and air traffic
management systems to perform complex
tasks.
2.8.6 Improved security levels and resilience

2.8.4.7 Cyber security and robustness will be
a fundamental requirement in future
SATCOM services. SATCOM will also be
important in the introduction of new
services like earth observation data and,
in particular, meteorological predictions
as a key instrument to help optimise flight
routes and aircraft flight profiles. Future airground SWIM may also rely on SATCOM.
2.8.5 Increasing the automation and connectivity of
ATM systems
2.8.5.1 Future ATM/CNS infrastructure will feature
increased automation 2 support and
enhanced ATM data sharing/connectivity
through the introduction of IP-distributed
networking, supporting a network-centric,
system-wide information management

2.8.6.1 Along with automation and connectivity,
there is a pressing need to ensure that the
airspace and the ATM system, including the
ATM/CNS infrastructure and airports, as well
as ATM-related information, is adequately
protected against security threats.
2.8.6.2 The next generation of systems resulting
from the “digitalization” of aviation will
apply emerging technologies like artificial intelligence, machine learning and
data analytics, new security technologies,
etc. It may introduce new threat vectors,
particularly in the area of cybersecurity, the
exploitation of which could result in undesirable impacts on the safety of operations,
capacity, delays, cost efficiency and the
environment.

2 Sometimes referred to as “digitalisation”
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2.8.6.3 There are a number of key CNS areas
that require particular security attention
in the short term. In cases where security
has not been considered from the outset,
protocols are used that are susceptible to
eavesdropping, jamming and flooding,
and authentication or integrity checks are
weak or absent. Drones may introduce new
threats to aircraft, airports and third parties.
The research needs identified in relation to
security include:








the development of capabilities in
secure information acquisition, storage
and dissemination;
the development of system architectures that support secure and resilient
systems, capable of rapid adaptation to
new attack vectors;
the development of modelling and simulation tools capable of demonstrating
the compliance of a system with security requirements;
the application of intelligent systems
to a variety of areas of aviation security
(the application of Artificial Intelligence
(AI) could provide a system with the
capability to react autonomously to
breaches, adaptively delaying or neutralising ongoing or developing attacks).

2.8.6 Improved security levels and resilience
2.8.6.1 Along with automation and connectivity,
there is a pressing need to ensure that the
airspace and the ATM system, including the
ATM/CNS infrastructure and airports, as well
as ATM-related information, is adequately
protected against security threats.
2.8.6.2 The next generation of systems resulting
from the “digitalization” of aviation will apply
emerging technologies like artificial intelligence, machine learning and data analytics,
new security technologies, etc. It may introduce new threat vectors, particularly in the
area of cybersecurity, the exploitation of
which could result in undesirable impacts
on the safety of operations, capacity, delays,
cost efficiency and the environment.
2.8.6.3 There are a number of key CNS areas
that require particular security attention
in the short term. In cases where security
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has not been considered from the outset,
protocols are used that are susceptible to
eavesdropping, jamming and flooding,
and authentication or integrity checks are
weak or absent. Drones may introduce new
threats to aircraft, airports and third parties.
The research needs identified in relation to
security include:








the development of capabilities in
secure information acquisition, storage
and dissemination;
the development of system architectures that support secure and resilient
systems, capable of rapid adaptation to
new attack vectors;
the development of modelling and simulation tools capable of demonstrating
the compliance of a system with security requirements;
the application of intelligent systems
to a variety of areas of aviation security
(the application of Artificial Intelligence
(AI) could provide a system with the
capability to react autonomously to
breaches, adaptively delaying or neutralising ongoing or developing attacks).

2.8.7 Introduction of performance-based CNS
concepts
2.8.7.1 ICAO concepts are presently evolving from
being technology-based, as described
in Annex X to the Chicago Convention,
to being defined on the basis of performance levels. Performance requirements
are defined in accordance with associated
operational requirements.
2.8.7.2 ICAO has the ambition to promote a fullyharmonized global air navigation system
built on modern performance-based
procedures and technologies, which is
a solution to the present inefficiencies.
Because technology never stands still, the
realization of a strategic path to such a
globally harmonized system has proven
elusive.
2.8.7.3 After the definition of the Performance
Based Navigation (PBN) concept, ICAO
progressed the definition of Performance
Based Communications and Surveillance
concepts. PBN addressed the need to
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move towards area navigation principles
and to rely more on GNSS for navigation
based on performance requirements.
2.8.7.4 In the communications domain substantial work was done to define required
communications performance (RCP) in
terms of integrity, availability, latency and
other quality of service parameters. A
similar approach applies to surveillance,
where the applicable separation minima
use multiple combinations of surveillance
sensors, including data sharing. Evolution
of surveillance applications and strategy
will assess potential rationalisation of infrastructure by leveraging increased performances of onboard technologies, such
as dual-constellation GNSS and/or SBAS,
while extensively using airborne-derived
data in the ATC safety tools.
2.8.7.5 This significant move within aviation
towards performance approaches represents an important optional interoperability opportunity for the military. It is
widely recognised that the performance
of modern military CNS equipment may
sometimes exceed that of civil systems.
Therefore, the reutilisation of existing military capabilities must be promoted and the
certification of performance compliance by
the national MAA should be accepted by
EASA and ICAO.
2.8.8 Focus on spectrum efficiency and increased
sharing of radio aviation bands
2.8.8.1 The 2018 EUROCONTROL Aviation Spectrum Vision and Strategy [Ref 12] summarises the trends and challenges in the
spectrum domain. This Vision and Strategy
highlights the long-term need to secure
adequately protected aeronautical spectrum to allow the modernization of CNS
systems to meet future capacity challenges,
sustain traffic growth and reduce the
overall operational cost while increasing
the performance of CNS.
2.8.8.2 The use of aviation frequency bands must
focus on spectrum efficiency to face challenges resulting from the congestion and
scarcity of spectrum resources and fierce
competition for the frequency bands
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needed to sustain technological progress,
competition and innovation. The need
to increase spectrum sharing between
different sectors, e.g. through licensed
shared access assignments, is becoming
pressing.
2.8.8.3 This spectrum demand, and the associated challenges, represents a risk for aeronautical spectrum, requiring appropriate
measures and strategy to keep it protected.
A key measure is to modernise the aviation
CNS infrastructure by adopting spectrally
efficient systems.
2.8.8.4 In parallel, current aeronautical systems
must continue to operate and their spectrum requirements must continue to be
protected. Forthcoming challenges must
be met within already allocated aviation bands, namely RPAS demand, more
air-ground data communication (AOC,
ATS, etc.), seamless ATC (surveillance and
communication over oceanic and remote
areas).
2.8.8.5 ICAO positions for the ITU World Radio
Conferences (WRCs) must be supported,
with action taken to improve the spectrum
efficiency of aviation systems in order to
increase capacity, reduce costs and accommodate new aviation systems. Robust civilmilitary spectrum coordination must be
maintained as the military are the main
user of spectrum worldwide.
2.8.8.6 Requirements for new systems must be
satisfied using frequency bands already
allocated to aeronautical radio services.
The spectrum capacity needed to meet
the requirements of the new systems will
have to be achieved through an improved
spectrum-efficient use of existing systems.
2.8.9 Higher levels of integration of intertwined C-N-S
2.8.9.1 Redundancy has always been one of the
fundamental features of aviation infrastructure to avoid points of failure. Along
with the specific aviation regulatory and
standardization processes, the need for
redundancy justified the definition of a
segmented C-N-S infrastructure.
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2.8.9.2 Such redundancy imperatives remain
important, while ensuring a cost-efficient
infrastructure. However, the required level
of redundancy must not prevent CNS from
becoming a more integrated architecture,
also spanning the various C-N-S domains.
2.8.9.3 Examples of such CNS integration are the
potential use of GNSS timing services to
provide a suitable clock/time reference to
communication networks, data links possibly
used to derive ranging information useable
in the A-PNT context, GNSS positioning
enabling ADS-B, etc. However, caution is
needed as intertwining C, N and S may create
additional security and safety problems.
2.8.10 Reliance on remote/virtual ATS provision
2.8.10.1 Virtualisation of air navigation services
will be achieved through the delivery of
ATC functions, irrespective of the location of the infrastructure. Virtual control
centres and the use of remote towers will
allow a more efficient and flexible use of
resources, substantially improving the cost
efficiency of service provision.
2.8.10.2 Virtualisation of service provision is an
essential means to make most efficient
use of ATM data processing resources. The
benefits can be optimised if services can
be accessed from anywhere.
2.8.10.3 One excellent example of remote services
was the Shared ATS System (SAS) when,
in September 2013, the air traffic control
system of the Maastricht Upper Area
Control Centre (MUAC) became fully operational at the Royal Netherlands Air Force
(RNLAF) Air Operations Control Station at
Nieuw Milligen, and at seven air bases.
Since then the RNALF has been relocated
at LVNL Schiphol, as part of an integration project, and has stopped using SAS.
However the valuable experience is now
being implemented by the Belgium Air
Component in order to take advantage of
SAS(2) in Belgium.
2.8.10.4 SAS was a pioneering project of shared
ATM data services provided by one air
navigation service provider for the benefit
of another in the core area of Europe.
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2.8.10.5 The Shared ATS System was proof of the
safety, efficiency and cost-effectiveness of
a data service solution between civil and
military air navigation service providers. A
virtual centre network solution would offer
significant and sustainable improvements
and facilitate the accelerated deployment
of SESAR innovations across Europe.
2.8.10.6 This project has enabled MUAC to validate a
concept which could be extended to additional locations, should any other (civil or
military) ANSPs express interest. It was the
first step towards conceptual “data centres”
or “virtual centres” and served as a basis to
promote the introduction of single-system
initiatives in the Netherlands and Belgium.

2.9 CNS Rationalisation
2.9.1 De-fragmentation, harmonisation and rationalisation of civil and military CNS infrastructures are
crucial to avoiding the duplication of resources
and to meeting efficiency and performance
targets responding to higher system automation.
2.9.2 CNS rationalization is not only about decommissioning; it may also involve implementation. It is
about measures leading to enhanced interoperability and reduced infrastructure fragmentation,
leading to more efficient service provision.
2.9.3 CNS rationalisation will result in network optimisation, following the implementation of new functionalities and/or technologies that support higher
performance and efficiency (in terms of cost,
spectrum, etc.). Cost efficiency gains are expected
due to the rationalisation of the existing infrastructures. Military infrastructure and systems can also
contribute to and benefit from CNS rationalisation,
leading to a more resilient and seamless European
ATM Network and introducing economies of scale.
In addition, CNS rationalisation will support the
long-term availability of suitable radio spectrum.
2.9.4 CNS rationalization requires effective civil-military
coordination to ensure the continuity of military
operations and the safeguarding of national security requirements. This is important in particular
where transition arrangements or backwards
compatibility is needed to ensure interoperability with legacy infrastructure. This may require
increased data sharing and/or delayed decommissioning in some cases.
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2.9.5 Rationalizing the CNS infrastructure offers opportunities, but also risks. Interests are different from a
military perspective - for example, the availability
of non-cooperative surveillance, resilience and
contingency of systems is an important military
requirement. Additionally, it is important to recognise that major constraints in military budgets will
imply civil co-funding if negative effects on military objectives are to be prevented.
2.9.6 In summary, any CNS rationalization initiative must
respect the following principles:
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The CNS enablers to be rationalised are only
those deemed redundant by military and civil
authorities
Minimum operational network (MON) levels
must be retained as operationally needed. It is
imperative to ensure that military operations
can continue to be accommodated
No rationalisation can take place without
coordination with stakeholders, including the
military
Decommissioning decisions must be taken by
the appropriate National Authorities.
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PART II
CNS TECHNOLOGIES ROADMAPS
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3. COMMUNICATIONS ROADMAP
3.1 Civil-Military Information Exchange
(IE) Needs
3.1.1 Measures to improve civil-military ATM/CNS interoperability have to be justified by the need to
exchange information between civil and military
units or systems to enhance civil and military ATM
integration, cooperation and coordination.
3.1.2 Civil-military coordination supporting safety,
continuity of service, security and identification
of flights as well as air-picture compilation and
associated collaborative decision-making (CDM)
processes, call for adequate exchange of information between civil and military ATM and Air
Defence units. Emerging concepts and further
automation rely strongly on a (near) real-time,
information-rich environment where aircraft
become nodes of the network-enabled SWIM
infrastructure.

3.1.3 The provision of required information to all
relevant parties at the right time and with the
adequate level of quality and security, on a need
to know basis, is recognised as an aspect of the
ATM process which requires considerable effort
and improvement.
3.1.4 The sharing of information is more crucial than
ever in ATM. An assembly of services, models
and infrastructure designated System Wide
Information Management (SWIM) is proposed as a
series of nodes providing or consuming information, including the aircraft. Its scope extends to all
relevant information of potential interest to ATM,
including trajectories/flight data, surveillance data,
aeronautical information of all types, meteorological data, etc. (see Figure 1).

Figure 1: Civil-Military ATM Information Exchange Context
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3.1.5 Information exchanges (IE) derived from operational scenarios and concepts reflect the role of
military organisations as airspace user, ATC service
provider, airport operator and command and
control (C2) entity. Those IEs justify civil-military
interoperability measures.
3.1.6 In general, military entities need comprehensive,
accurate and timely flight/trajectory data on all
flights currently within their area of responsibility
(AoR). Military operations are, to some extent,
dependent on data relating to airspace and
aerodromes.
3.1.7 Civil ATM entities need early sharing of military
planning information, to improve collaborative decision-making and situational awareness.
Access to military surveillance capabilities is, in
some local implementations, essential in order to
maintain radar coverage and to enable infrastructure optimisation. Those synergies are established
on the basis of specific requirements and covered
by local agreements, typically between military
and civil ANSPs.
3.1.8 Aeronautical Information IEs
3.1.8.1 The provision of flight data and Aeronautical
Information (AI) is a key element enabling
the establishment of SESAR Mission
Trajectory. It is actually required that ATM
systems effectively support strategic, pretactical and tactical ATM. Considerable
effort is being put into ensuring the quality,
integrity and timeliness of AI by using interoperable digital systems and the dynamic
retrieval/delivery of information.
3.1.8.2 Also, airspace management functions rely
heavily on the provision of timely, accurate, standardised and quality-assured AI
in digital format. There is a real need for
greater understanding of the importance
of AI-dependent SESAR concepts on the
part of the military community. If this
does not happen, SESAR implementation will leave the military in its wake and
non-harmonisation of all military aeronautical data may render the European military community systemically isolated, for
example if it continues to use trajectorybased operations.
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3.1.9 Airspace Management IEs
3.1.8.1 For specific civil-military coordination
during FUA phases, the data required is
different. When applying Business and
Mission Trajectories, data sharing needs
common principles and a shared concept,
a jointly agreed security policy and a secure
communication infrastructure.
3.1.8.1 Data has to be exchanged between ASM,
ATFCM and ATS processes for its optimal
integration as required in the Business
and Mission Trajectory concepts. ASM
data sharing should migrate to standardised information (digital) formats/models
comprising standards like the Aeronautical
Information Exchange Model (AIXM).
3.1.10 Flight Planning and Flight Data IEs
3.1.10.1 The flight plan is the primary interface
between Aircraft Operators (AO) and other
ATM actors (e.g. the Initial Flight Plan Unit
and air traffic service units) in respect of
the key elements of a flight and its intentions. ATM uses the flight plan as the basis
for data provision to ATC and ATFM for
planning purposes and ultimately as the
basis for ATC decision making.
3.1.10.2 The military flight plans filed adhere
as closely as possible to the ICAO FPL
format. GAT and mixed OAT/GAT plans
take account of the Network Manager’s
Integrated Initial Flight Plan Processing
System (IFPS) provisions, as required.
3.1.10.3 Providing OAT flight plans to civil ATS
can create an enhanced awareness of
civil ATC of military traffic. Mutual awareness enhances flight safety, reduces ATCO
communication workload in civil and
military units and facilitates civil-military
co-ordination at the tactical level.
3.1.10.4 A single/centralised flight plan repository
for Europe, containing civil and military
flight plans, is an important ATM objective. Flight plan consistency could easily
be ensured and the repository should be
usable/accessible by both civil and military
ATS/Air Defence (AD) units, as required.
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3.1.10.5 In order to support a wider distribution of
military flight plans to the civil ATC units
concerned, in the interests of mutual
awareness, work is underway to enable
the provision of improved OAT IFR FPL to,
and their further promulgation by, NM/
IFPS. This will offer an additional advantage to the military, i.e. the further distribution of the flight plan information by
IFPS to military ATS/AD units based on
the filed route (as is presently the case
for GAT flights towards civil ATS units). It
is clear that these OAT flight plans must
not be subject to any flow management
provisions or restrictions under normal
conditions.
3.1.10.6 Where the inter-centre (ACC) service is
provided by telephone, the transfer of
data on individual flights, as part of the
coordination process, is a major support
task at ATC units, particularly at Area
Control Centres (ACCs). Such verbal “estimates” began to be replaced in the 1990s
by the use of connections between Flight
Data Processing Systems (FDPS) at ACCs,
referred to as On-Line Data Interchange
(OLDI). This impacts civil and military ACCs
as well as Air Defence in some cases.
3.1.10.7 The Mission Trajectory concept is proposed
to reconcile civil and military views on 4D
trajectory management. The aim is to offer
an improved level of service for military
IFR flights outside segregated airspace
and to improve traffic de-confliction and
capacity management functions at local
and regional level. As it consists in the
sharing and joint management of all 4D
trajectories with all concerned ATM actors,
civil or military, it contributes to mission
effectiveness by providing enriched civil
trajectory data to air defence and by
offering an improved accommodation of
non-standard trajectories.

limitations of current FPL and to ensure/
maintain global interoperability.
3.1.11 Surveillance Data IEs
3.1.11.1 Surveillance data is provided using a
mix of different surveillance sensors and
techniques. This requires an appropriate
function to provide a seamless interface
between the surveillance sensors and
systems and the end users (air traffic
controller and supporting tools). Current
techniques and systems such as data
fusion or multi-sensor trackers will need to
be adapted or further improved.
3.1.11.2 Civil-military surveillance data interoperability must comprise efforts towards
improved surveillance data-sharing.
Modern ATC systems rely on surveillance
information provided by the different
surveillance sources and provide a ‘picture’
of the actual traffic situation. Surveillance
data processing, distribution and sharing
encompasses at least the following functions: Multi Sensor Tracking and distributing air surveillance data to external
clients such as Air Defence organisations.
3.1.11.3 Communication networks such as
RADNET/SURNET and the Surveillance
Data Distribution System (SDDS) are
enablers supporting surveillance data
sharing. Surveillance data sharing between
civil and military organisations and internationally across borders using computer
communication networks and specific
surveillance networks is expected to grow
considerably in scale to ensure that all
information exchange requirements will
be satisfied with optimized infrastructures.
The emergence of distributed IP networks
and concepts like SDDS will facilitate
enhanced data distribution.
3.1.12 Air-Ground IEs

3.1.10.8 The Flight Object concept has been developed to support the execution phase
of TBO, the current ATM systems and
architectures being supported by intercentre point-to-point connection. ICAO is
progressing the Flight & Flow Integrated
Collaborative Environment (FF-ICE)
concept to eliminate or reduce the
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3.1.12.1 In the shorter term, military transporttype state aircraft may already implement, with limitations, ADS-C (Single)
Time Constraint like CTA/CTO for “TimeBased Operations”. The Flight Crew will
set the Time Constraint at the beginning
of the flight while planning the route by
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using the existing Navigation Interface (i.e.
MDCU) or the Mission Preparation System
(MPS).
3.1.12.2 In the medium term, enhanced CPDLC
and Trajectory Management (i.e. ADS-C)
datalink applications will be available.
This will allow the so-called Initial 4D
Trajectory Management to be applied for
military-transport-type state aircraft too.
Subsequent longer-term SESAR results
are expected to enable the 4D Trajectory
Management concept too, in particular
the use of Multiple Time Constraint (TTO/
TTA, CTO/CTA) during En-Route and TMA
flight phases.





3.1.12.3 In the longer term, most military state
aircraft will gradually benefit from a certain
level of re-utilisation of available avionics
capabilities (e.g. SATCOM) to exchange
trajectory data.



3.2 Communications Technology Evolution



3.2.1 The future aeronautical communications infrastructure will be defined on the basis of a holistic
“end-to-end” approach. The main evolutionary
trends of aeronautical communications are:










Migration towards ground communication
networks based on distributed Internet Protocol (IP) technologies to enable network-centric
SWIM architectures and a higher degree of integration of air traffic control (ATC), airline operational control and airport systems.
Deployment of Aeronautical Message Handling
System (AMHS) to replace/enhance some segments of the ICAO Aeronautical Fixed Telecommunications Network (AFTN)/Common ICAO
Data Interchange Network (CIDIN).
Increasing use of bespoke systems that will
make the way for commercial off the-shelf solutions and many non-critical requirements that
will be sustained by web-based services.
Greater deployment of voice over internet
(VoIP in ATM) protocol supporting groundground telephony communications and the
ground component of the air-ground voice
communication.
Continued use of air-ground voice, namely very
high frequency (VHF) double side band (DSB)
8.33 kHz and 25 kHz voice channel spacing,
supporting critical communications, as well
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as the provision of ultra-high frequency (UHF)
for military state aircraft. Digital voice for airground communications may be introduced in
the longer term.
Introduction of higher capacity air-ground
data link technologies, in the context of the
Future Communication Infrastructure (FCI)
initiatives, comprising airport, terrestrial and
satellite communications (SATCOM) datalink
segments operating in a multilink environment. Aircraft will become a node of SWIM.
The widespread implementation of air-ground
data link communications could replace airground voice (VHF) as the primary means of
ATC communications.
Expansion of the communication applications
with data link services supporting real-time
sharing of (i)4D trajectory and the availability of
ATM information in the cockpit. Advanced concepts will be enabled, such as new separation
modes.
Gradual introduction of air-air communications
in the longer term.
Introduction of cybersecurity aspects to
protect against threats related to IP networking
for both the ground and the airborne side.
Developments leading to the greater introduction of software-defined radio (SDR) technologies to support the airborne integration of the
different datalink/multilink segments.

3.3 Ground-Ground Communications
3.3.1 (New) Pan-European Network Service (PENS/
NewPENS)
3.3.1.1 Historically, X.25 was the technology
used in aeronautical ground-ground fixed
data communications. Such technology
reached obsolescence. The replacement
of X.25 started with the objective of maintenance cost reduction and performance
enhancement.
3.3.1.2 As a consequence, the last decade has
shown a gradual aeronautical communications infrastructure evolution from X.25
technology (or X.25 emulated over leased
lines) to Internet Protocol (lP) networking.
On 28 October 2009 a Pan-European
Network Service (PENS) was launched with
the signature of a contract involving a
communications service provider to deliver
networking services.
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Figure 2: Pan European Network Services (PENS)

3.3.1.3 PENS originally provided communication services for ANSPs, the Network
Manager (NM) and the European AIS
Database (EAD). The original provider for
these services was SITA, under contract
until 2018. PENS was designed to be the
European IP communications backbone
interconnecting local ANSP networks and
NM systems.
3.3.1.4 PENS was the first step of an extensive
ground IPv6 environment which was
the envisaged target as part of an “all-IP
connectivity”, where aircraft were to be
integrated through IP mobility in compliance with ICAO ATN/IPS architectures.
PENS consists of an IPv6 connectivity backbone, including a combination of national
and regional/local legacy networks, still
predominantly IPv4 or X.25.
3.3.1.5 To ensure a smooth transition from X.25 to
IP, some X.25-IP gateways3 could be used
initially (when it is impossible to modify
legacy (proprietary) interfaces) or legacy
X.25-based protocols will be encapsulated
to run over IP-based protocols (i.e. OLDI
transition from FDE ICD Part 1 protocol to
FMTP protocol).

3.3.1.6 A specific requirement mandating the use
of lP-based technology in ATM is already
in force. European Commission Regulation
(EC) No 633/2007 [Ref 14] requires the use
of IP for Flight Message Transfer Protocol
(FMTP) communications for coordination
and transfer between ATS units.
3.3.1.7 The compatibility between IPv6 and IPv4
can be ensured using mechanisms like
Network Address Translation (NAT), but
the preferred interoperability solutions are
based on dual stack approaches4. Other
technical aspects that affect IP interoperability are addressing schemes, use of
unicast/multicast, quality of service performance targets, IP address management
and security.
3.3.1.8 The EUROCONTROL Permanent Commission has, in its Directive 15/88 of 21 May
2015, mandated the EUROCONTROL
Director General to conclude on behalf of
EUROCONTROL a common procurement
agreement (CPA) for wide area network
connectivity solutions with ANSPs and other
parties. It covered stakeholders interested in
using NewPENS, including EUROCONTROL
Member States and other States within the
ICAO EUR/NAT Region and bordering States.

3 EUROCONTROL Communications Gateway (ECG)
4 The dual stack approach is the simplest way to resolve the IPv4 address conflict. It consists in assigning a second simultaneous IP

address to the end-systems for connectivity. In this case, the iPAX-TF recommends assigning a unique IPv6 address to a second
physical interface. Major router vendors have integrated translation mechanisms (e.g. RFC2766) to allow IPv4-only end-systems
to communicate with IPv6-only end-systems. Each packet between the IPv4 end-system is converted to IPv6 and vice-versa by a
router. Dual-stacking end-systems are the preferred option as this will avoid the need for such mechanisms.
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Figure 3: NewPENS (MPLS based solution)

3.3.1.9 A new contract for “NewPENS” was signed
with BT on 17 April 2018 with the aim
of strengthening/enhancing the PENS
requirements in order to prepare it to
support more applications (such as voice,
data link, etc.) and to accommodate more
users beyond ANSPs, NM and EAD, such as
airports, airline operators, military, etc.
3.3.1.10 The NewPENS Service Catalogue (SC) is
at the heart of the new contract, relying
on Architecture and Design specifications, Security Features specifications,
Security Management specifications and
Management and Tooling specifications.
The users can meet/best fit their requirements with a tailored approach to opt in
for services from the SC.
3.3.1.11 Cross-border communications will rely
on NewPENS evolution to support new
operational concepts and exchanges of
both voice and data with higher classes
of service levels. Current applications such
as AMHS, OLDI, surveillance distribution
and others will remain unchanged/transparent from the perspective of operational
users. NewPENS provides communication services to a wider range of aviation stakeholders (Military, ATM providers,
airlines, airports, MET as well as ANSPs).
NewPENS offers increased flexibility to
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support safety-critical applications, guaranteeing availability levels up to 99.999%
and enhanced governance structures.
3.3.1.12 Presently, PENS/NewPENS covers 47
Countries of the ICAO EUR/NAT region
and bordering countries with more than
120 Service Delivery Points (SDPs). It offers
a resilient IP backbone to ensure connectivity of multiple infrastructures of ANSPs,
NM Extranet, EADnet, SWIM, etc.
3.3.1.13 PENS/NewPENS offers IP network services,
specific Virtual Private Networks (VPN)
responding to stakeholders’ data and voice
distribution requirements, including those
emerging from SESAR. Services supported
by PENS/New PENS may comprise:









Messaging (AFTN, AMHS)
Surveillance, Navigation (EGNOS, Radar
Data, SSR Codes)
Management Information Services
(IFPS, ETFMS, EAD/AIS)
Inter-Centre Ground Coordination
(Ground voice, flight data exchange)
Meteorology (Met messages, D Volmet)
Ground segment of Air-Ground Services
(A/G Voice, A/G Data Link)
New operational concepts (CDM, SWIM)
Security (New PENS incorporates security provisions).
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3.3.1.14 NewPENS also offers a non-MPLS
service supporting a public Internet
access service in parallel with MPLS IP
VPN services or secure tunnelling over
Internet. Point-to-point links between
two NewPENS SDPs in separate locations can also be implemented with
guaranteed end-to-end bandwidth.

Figure 4: NewPENS (MPLS based services)

Figure 5: NewPENS Private Network

Figure 6: NewPENS Public Network
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3.3.1.15 NewPENS introduced a specific governance mechanism, widely agreed, which
ensures appropriate management and
technical roles related with the provision
of communication services.
3.3.1.16 The initial deployment of SWIM is already
taking place. Depending on the type of
application/services to be supported, the
relevant SWIM technical infrastructure
profile is selected. This SWIM technical
infrastructure corresponds to the requirements of the underlying IP network, be
it NewPENS or even public Internet if a
safety case permits.
3.3.2 Civil-Military PENS/NewPENS Interoperability
Considerations
3.3.2.1 The civil-military information exchange
requirements described above may
trigger the need for military access to
PENS/NewPENS if communications
services are required with a higher level of
performance/quality.
3.3.2.2 Seamless interoperability between some
military systems (ATC and C2/Air Defence)
and PENS/NewPENS structures or subnetworks will respond to the decommissioning of X.25 circuits, FMTP regulatory
requirements, the need to introduce more
advanced/demanding services (e.g. AMHS,
VoIP) and migration to network-centric
initial SWIM structures/profiles. Military
use of PENS/NewPENS will depend on
adequate security provisions, governance
considerations and financial cost aspects.
3.3.2.3 PENS/NewPENS could play a prominent
role, for example, in civil-military surveillance data sharing. PENS/NewPENS may
be used to interconnect military surveillance sensors with regional networks or
to enable clustering with civil surveillance
sensors. PENS/NewPENS can interconnect
Airspace Management (ASM) systems in
a distributed environment to enable a
common understanding of airspace status.
Connectivity between ATM and military C2
can also be enabled via PENS/NewPENS.

3.3.2.4 Joining PENS/NewPENS, the military
would benefit from sufficient bandwidth
for larger data volumes and enhanced
automation associated with near-realtime ATM coordination tasks, collaborative
decision-making, implementation of voice
over IP, ground support of air-ground data
exchanges, increased surveillance data
sharing volumes and higher integration of
ATC, airport and aircraft operations. In most
States, these tasks are supported through
civil ANSPs.
3.3.2.5 Although military ground communications are quickly evolving towards greater
use of distributed LANs/WANs, commercial
off-the-shelf (COTS) technologies, mainly
IP protocols, the direct interconnection of
civil and military networks used in the ATM
context is not straightforward and immediate. Contributing factors that hinder such
connection can be institutional, operational but also technical. Limitations may
include protocol mismatches, scheme
incompatibilities, port allocation issues,
a high rate of packet loss/performance
degradation, performance constraints and
security requirements applicable to sensitive military information5.
3.3.2.6 Access to PENS/NewPENS VPN can be
ensured either via the local ANSP network
or by a dedicated access router. The
complexity of interconnecting military
systems with PENS/NewPENS can be minimised in many locations through reliance
on ANSP networks to grant military systems
access to PENS/NewPENS. Compliance
of military-specific data formats, defined
in agreed military standards, and security imperatives may require interfacing
solutions.
3.3.2.7 Military connectivity to PENS/NewPENS is
a decision to be taken by the competent
National Military Authorities. Such a decision must be based on service requirements
that imply the availability of high-performance/high-bandwidth aeronautical IP
networking (e.g. for the exchange of critical flight data or low-latency surveillance

5 It is assumed that ATM information is unclassified by nature (although it can be declared sensitive) and that the protection of

military information labelled as classified will not be addressed in the civil ATM context as that category of information is normally
to be shared with civil ATM.

Civil-Military CNS Interoperability Roadmap Edition 3.0

43

data). Validated and acceptable security
levels offered by PENS/NewPENS, technical
considerations, cost aspects and governance/institutional reasons will also be
important in the decision-making process.
3.3.2.8 When military deployment decisions entail
connectivity with PENS/NewPENS, the
following technical aspects (e.g. identified
as common network services) will need to
be addressed:












Allocation of dedicated IP addresses/
port numbers centrally managed
directly by EUROCONTROL/NM or indirectly via local ANSP
Use of Directory Services (X.500), possibly through the European Directory
Service (EDS) offered by EUROCONTROL/
NM
Security services, including Public Key
Infrastructure (PKI)/provision of security
certificates
Dual-stack or interfacing options to
ensure flexibility of IP communications
over IPv6 and IPv4 so that the backbone
and local networks can co-exist
Use of multicast or unicast address
structures, depending on network
configurations
Performance/QoS, in line with operational usage in a networking environment consistent to those applicable to
flight data and other applications, as
defined in [Ref 14 and 19] and other
applicable specifications.

3.3.2.9 The required performance/QoS levels must
be validated. Applications like FMTP, AMHS,
LARA, Radar and VoIP in ATM must indicate
the required performance requirements
and therefore dictate how the network is
to be deployed. Such applications depend
on various parameters like Unicast and
Multicast, IPv4 and IPv6 reachability, Port
Connectivity, NTP time Synchronization,
Real Time performance, TCP and UDP Joint
Performance, etc. The results obtained in
terms of Average Delay [ms], Jitter [ms],
Average bitrate [Kbps], Packets dropped
(%) must be used to make comparisons
with the requirements defined for the
specific application considered.

3.3.2.10 Any interoperability actions will be
progressed with due regard to the PENS/
NewPENS institutional environment,
governance considerations and financial constraints. The military authorities
should cooperate locally with civil ANSPs
and communications service providers’
deployment actions to seek the conditions necessary to ensure the continued
provision of current and future services.
An interface/gateway between PENS/
NewPENS (and other civil COM networks/
systems) and military systems will have to
be specified and implemented.
3.3.2.11 Such a gateway/interface must be specified as trustworthy, reliable, modular,
secure and “accreditable”. It is a key
component in harmonising the technical
options for military access to the ATM
network infrastructure6 and, ultimately,
to System Wide Information Management
(SWIM) services with the appropriate level
of security and quality of service.
3.3.2.12 The need for such a gateway/interface is
recognised at the level of the European
ATM Master Plan. Such a civil-military
ground communication interface must
be based on a clearly defined and validated Information Exchange Gateway7
(IEG) concept/model. Such an IEG has to
facilitate secure communication between
different security and management
domains and must address all interoperability (technical) requirements to allow
bidirectional information exchange whilst
preventing data leakage and infiltration by
malware.
3.3.3 Air Traffic Services Message Handling System
(AMHS)
3.3.3.1 The exchange of ATS messages, as part
of the Aeronautical Fixed Service (AFS)
defined in ICAO Annex 10 Volume II [Ref
6], is an essential function for the safety of
air navigation and the regular, efficient and
economical operation of ATS provision.
3.3.3.2 AMHS is a messaging service based
on International Organization for
Standardization (ISO) X.400 standards,

6 To be decided at national level
7 Gateway in the context of this CfT is to be understood in the wider meaning of hub, router, switch, gateway or bridge as defined in

IETF RFCs, depending on the context.
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overriding size limitations and enabling the
distribution of more structured information, such as Extended Markup Language
(XML). In addition to being the replacement for AFTN/CIDIN technology, AMHS is
to a certain extent associated with the ICAO
Aeronautical Telecommunication Network
(ATN) environment, for the purpose of
exchanging ATS messages in a store-andforward mode.
3.3.3.3 AMHS provides increased functionalities
like the capability to exchange binary data
messages, to secure message exchanges by
authentication mechanisms or to support
more complex data formats like the Flight
Object.
3.3.3.4 Standards and Recommended Practices
(SARPs) for the ATSMHS application
are specified in ICAO Annex 10 to the
Convention on International Civil Aviation
(Annex 10 Volume II, Chapter 4.6 and
Annex 10 Volume III, Part I, Chapter 3.5)
[Ref 6]. These SARPs refer to detailed specifications in the relevant technical Manual
(ICAO Doc 9880 Part II) [Ref 15].
3.3.3.5 The technical provisions in ICAO Doc 9880
Part II [Ref 15] define two fundamental
levels of service within the ATSMHS; the
Basic ATSMHS and the Extended ATSMHS.
Additionally, ICAO Doc 9880 (Part II,
section 3.4) outlines various subsets of the
Extended ATSMHS, to which conformance
can be claimed.
3.3.3.6 The ATSMHS is provided by a set of ATN End
Systems, which collectively comprise the
ATS Message Handling System (AMHS), and
which co-operate to provide users (human
or automated) with a data communication
service. The AMHS network is composed of
interconnected ATS Message Servers that
perform message switching at the application layer (Layer 7 in the basic reference
model for Open Systems Interconnection
(OSI)).

3.3.3.7 Direct AMHS users connect to the ATS
Message Servers by means of ATS Message
User Agents. An ATS Message User Agent
supporting this extended level of service
will use the basic level of service7 to allow
communication with users who only
support the basic ATSMHS. To support
the transition from AFTN, AFTN/AMHS
gateways provide interfaces between the
AMHS and the AFTN. The AMHS network
makes use of an underlying network infrastructure that allows data interchange to
be performed.
3.3.3.8 At a future date, when the transition from
AFTN/CIDIN is complete and no legacy
AFTN stations remain, the AFTN/AMHS gateways will no longer be required. The ultimate interoperability target for AMHS is for
all end users to become direct AMHS users.
3.3.3.9 The figure below illustrates the initial interoperability target from the perspective of
a European international COM centre. It
shows:






An ATS Message Server, comprising an
X.400 message transfer agent (MTA) and
optionally one or more message stores
(MS), and a Directory User Agent (DUA).
The ATS Message Server uses the P1
protocol over TCP/IP (e.g. using PENS) to
communicate with other ATS Message
Servers and with AFTN/AMHS Gateways
in the EATMN.
The MTA may optionally use “dual stack”
ATN/OSI (or another bilaterally agreed
solution) and ATN/IPS lower layer protocols to communicate via P1 with ATS
Message Servers and AFTN/AMHS gateways outside the EATMN.
An AFTN/AMHS gateway, which
includes an AFTN component, an ATN
component (MTA), a Message Transfer
and Control Unit (MTCU), a Control Position and a DUA. The MTA may in fact be
the same MTA as in a) above. The MTCU
is an MHS access unit.

8 The Basic ATSMHS performs an operational role similar to the AFTN with a few enhancements, while the Extended ATSMHS

provides more advanced features. The Extended level of service includes the Basic level of service capability; in this way it is ensured
that users with Extended Service capabilities can interoperate, at a basic level, with users having Basic Service capabilities and
vice-versa. Implementation of the Extended ATSMHS implies the existence of various support functions, which are not necessarily
exclusively dedicated to messaging. These include Directory support and (if secure messaging is implemented) public key
management functions.
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A Directory service, comprising one or
more interconnected or freestanding
DSAs.
Access to the COM Centre by Indirect AMHS user using the AFTN/AMHS
gateway.
Access to the COM Centre by Direct
AMHS user, comprising an ATS Message
User Agent using P3 and/or P7 protocols and a DUA.
Interconnection of the COM Centre with
another ATS Message Server, which is
part of the Member State’s internal messaging system using P1 protocol.
End-to-end message security services
for direct AMHS users, which may be
bilaterally agreed (for indirect AMHS
recipients, the message security may be
established between a sending direct
AMHS user and AFTN/AMHS gateway).
An abstract “National Network,” which
may be composed of several networks,
leased lines, dial-up connections, etc.
providing connectivity between end
systems within a State. In some cases an
ATS Message User Agent may be connected using other networks instead of,
or in addition to, the national network.

3.3.3.10 European ANSPs are already implementing
AMHS. Distribution of flight plans, aeronautical information and meteorological
data is already moving from AFTN/CIDIN to
AMHS. AMHS to AFTN conversion (feature
provided by the AFTN/AMHS gateway) is
a solution to avoid upgrading to legacy
systems, but it can support only traditional
ICAO format messages.
3.3.3.11 In 2009, a EUROCONTROL Specification
on AMHS [Ref 16] was developed and
subsequently published in the Official
Journal of the European Union (OJEU) as a
Community Specification (CS). This specification received a major update in 2018.
This CS augments existing standards and
includes a basic ATS message handling
service (ATSMHS), an extended ATSMHS,
including safety and security standards,
directory services, the interoperability
aspects of communication gateways and
proposed tests and verifications.
3.3.3.12 The EUROCONTROL AMHS specification
recognises that the provision of AMHS
security services is not as advanced as
other elements of the extended ATSMHS.

End-to-gateway security services
Indirect
AMHS
Users

ATN
User

ATFN

Directory
DUA

AMHS
MTA

P3

DUA

Direct
AMHS
Users

P1

AFTN
GWY

DUA

Directory
DUA

National
Network

MTA

MTS

AMHS
UA

AMHS/IP or AMHS/OSI
to AMHS systems in
other region(s)
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DUA

AMHS/IP to other
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e.g. PENS

AMHS
UA
End-to-end security services

Figure 7: AMHS Initial Interoperability Target
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For that reason, security specifications
in the AMHS specification are advisory
informative indications.
3.3.3.13 AMHS is already gradually migrating over
IP networks such as PENS/NewPENS.
AMHS extended services, such as
Directory Services, will also be enablers of
other applications due to its distributed
modularity.
3.3.3.14 Communication systems and procedures
for ground-to-ground communications in
the European ATM Network (EATMN) are
required to support the implementation of
advanced, agreed and validated concepts
of operation for all phases of flight. The
establishment of common interoperability
and performance levels, once AMHS is
deployed across EATMN, will contribute to
the achievement of seamless operations
by specifying:




Coherent service levels and operational
concepts throughout the applicable
area;
A communications system supporting a
seamless relationship between groundbased systems, so that a service is not
disrupted by breaks in coverage or wide
variations in quality of service.

3.3.3.15 Last but not least, the requirement to
implement ICAO specifications for aeronautical message handling is reflected in
the European ATM Master Plan. It is therefore likely that AMHS functionality will be a
fundamental requirement in any procurement of a system that supports aeronautical message handling. This is particularly
true for systems that will communicate
across national borders that need to
support more demanding data exchanges
(e.g. flight data).
3.3.4 Aeronautical Fixed Telecommunications
Network (AFTN)
3.3.4.1 The Aeronautical Fixed Telecommunications
Network (AFTN), complemented in Europe
by the Common ICAO Data Interchange
Network (CIDIN), has provided an effective
store-and-forward messaging service for

the conveyance of text messages, using
character-oriented procedures, for many
years. However AFTN/CIDIN technology
is now becoming obsolete, and it is not
sufficiently flexible to support messaging
functions found in current generation
messaging systems (such as those binaryoriented based).
3.3.4.2 It is intended that existing AFTN and
CIDIN users and systems will transition to
the architecture of the ICAO Aeronautical
Telecommunication Network (ATN), and
this is enabled in part by the AMHS application, which has been defined by ICAO to
replace the AFTN character-oriented functionality with a modern store-and-forward
message handling system based on international Standards.
3.3.4.3 AFTN is a network introduced in the 1950s
for the provision of Air Traffic Services
(ATS)9 organised under the auspices of
ICAO Annex 10. There are still multiple
AFTN nodes worldwide and in European
countries but the technology used is
outdated.
3.3.4.4 A Common ICAO Data Interchange
Network (CIDIN) was conceived in the
1980s to replace the core of the AFTN with
higher capacity and improved quality of
service, such as X.25 and ISO OSI layering.
CIDIN technology is also nearing obsolescence: X.25 equipment and protocols
upon which CIDIN is based will soon be
phased out. Both AFTN and CIDIN need
to be replaced; ICAO has specified the ATS
Message Handling System (AMHS) to meet
this requirement.
3.3.5 Civil-Military AMHS Interoperability Considerations
3.3.5.1 Today, most military units rely on AFTN/
CIDIN terminals to receive aeronautical
information, NOTAMS, meteorological
data, etc. Military access to the new ATM
messaging (AMHS) structures will become
a civil-military interoperability requirement
as soon as AFTN is replaced by AMHS. AMHS
is required where, for example, the Flight
Object concept is to be enabled. Gradual

9 Its use in the context of ATC-ATC coordination, including the applicability of system coordination and the use of OLDI messages,

emerging protocols and the emergence of Flight Object concept, are discussed at the end of this Chapter.
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transition and backwards interoperability
have to be ensured and is addressed in the
following paragraphs.
3.3.5.2 Solutions for military access to AMHS may
comprise the retention of AFTN remote
tails, AFTN-AMHS gateways or interconnection with military networks, on the basis
of the X.400 10 -based Military Message
Handling System (MMHS). The latter
approach may raise significant challenges
in terms of security and directory service
compatibility, given the differences at
protocol level. Past discussions indicated
that the likely option for initial military
access to AMHS is to rely on systems operated by civil ANSPs considering local AFTN/
AMHS gateways or replacing AFTN terminals with ATS Message User Agents.
3.3.5.3 NATO STANAG 4406 (MMHS) [Ref 17]
defines an X.400-based MHS with extensions for military use, including a possible
interface to civilian MHS via a trusted
gateway. The MMHS Elements of Service
and protocol are defined as a Military
Messaging (MM) content type, identified as the P772 protocol. Several of the
Business Class attributes, as defined for
the Extended ATSMHS (e.g. precedence,
originators-reference) can translate easily
to P772 equivalents.
3.3.5.4 In any case, AFTN/CIDIN will remain in
place during a transitional period and civil
ANSPs may facilitate interfacing options.
Local service-level agreements and security assessment cases will need to be
performed, prior to implementation initiatives leading to military system interoperability with AMHS context. The technical
basis for such interoperability deployment
actions will be ICAO references and the
EUROCONTROL Specification on AMHS
[Ref 16].

3.3.6 Flight Message Transfer Protocol (FMTP)
3.3.6.1 The use of automated systems for the
exchange of flight data for the purpose
of notification, co-ordination and transfer
of flights between ATC units is covered
in Regulation (EC) 1032/2006 [Ref 14]
amended by Regulation (EC) 0030/2009
as far as the requirements for automatic systems for the exchange of flight
data supporting data link services are
concerned.
3.3.6.2 FMTP is based on industry-standard
Transmission Control Protocol/Internet
Protocol (TCP/IP) provisions. The mandatory use of IP for Flight Message Transfer
Protocol (FMTP) communications is
regulated as mentioned in [Ref 14]. The
EUROCONTROL Standard for OLDI11 [Ref
18] supports the COTR regulation.
3.3.6.3 The EUR OCONTR OL Specification
of Interoperability and Performance
Requirements for the Flight Message
Transfer Protocol (FMTP) [Ref. 19] is the
fundamental reference. FMTP is used, in a
peer-to-peer communications context. In
particular, for the information exchanges
between flight data processing systems for
the purpose of notification, coordination
and transfer of flights between air traffic
control units and for the purposes of civil/
military co-ordination.
3.3.6.4 The EUROCONTROL Specification on FMTP
is recognised as a Community Specification
supporting the FMTP Implementing Rule.
During the transition period from FDE ICD
Part 112 to FMTP, EUROCONTROL continues
to provide support to stakeholders making
use of the FDE ICD Part 1. EUROCONTROL
Inter Centre Test Tool (ETIC) is a test tool for
technical staff to verify implementations of
the FMTP and the FDE ICD Part 1 protocols.

10 X.400 is a suite of ITU-T Recommendations, developed in cooperation with the International Standards Organisation (ISO), which

define standards for Data Communication Networks for Message Handling Systems (MHS). At one time X.400 was expected to be
the predominant form of email, but this role has been taken by the SMTP-based Internet e-mail. Despite this, it has been widely
used within organisations and variants continue to be important in military and aviation contexts.
11 OLDI messages are used to exchange data between FDPSs on individual flights as part of the notification, coordination and
transfer process.
12 Full details on FDE ICD can be found here: https://www.eurocontrol.int/publication/flight-data-exchange-interface-controldocument-fde-icd
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3.3.6.5 Article 1 of EC Regulation No 633/2007
states: “This regulation shall apply: to
communication systems supporting the
coordination procedures between air
traffic services units and controlling military units, using a peer-to-peer communication mechanism.”
3.3.6.6 Where justified by local requirements,
EUROCONTROL recommends military
organisations to implement FMTP for the
exchange of inter-centre coordination and
transfer and notification messages in relations with civil ATC centres supporting
civil-military coordination, migrating from
X.25 to IP in line with civil actions.
3.3.6.7 In summary, when military ATSUs need
to exchange flight data (coordination,
transfer and notification messages) with
civil centres, and to ensure a smooth transition from X.25 to IP, they are encouraged to
consider OLDI transition from FDE ICD Part
1 protocol to FMTP protocol if applicable.
3.3.7 Flight Data Processing Systems (FDPS)
3.3.7.1 Modern communications infrastructure and
“networked” solutions are crucial to support
automated ATC services provided for flights
transferred from one controlling ATC unit to
the next (Figure 8). Availability of IP communications bearers and AMHS messaging
are fundamental to support operationally
critical flight data exchanges that are more
demanding in terms of communications
performance and data models/concepts like
Flight Object or ICAO FF-ICE. Appropriate
gateways/interfaces should bridge different
stakeholder communities and network/
regional/local domains.
3.3.7.2 Where this ATC-ATC inter-centre service is
carried out by voice over telephone, the
transfer of data on individual flights, as
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part of the coordination process, is a major
support task at ATC units, particularly at
Area Control Centres (ACCs). Such verbal
“estimates” began to be replaced in the
1990s by the use of connections between
Flight Data Processing Systems (FDPS) at
ACCs. The coordination and transfer functions are supported by the On-Line Data
Interchange (OLDI) application message
set. OLDI is implemented over FMTP
session layer in case of IP networks (e.g.
NewPENS) are used. This impacts civil and
military ACCs as well as Air Defence in
some cases (e.g. RENEGADE situation).
3.3.7.3 Flight data in this context embraces intercentre coordination and notification/
current FPL messages (e.g. OLDI), system
coordination (SYSCO) as well as trajectory
data supported by flight object and/or
other agreed standards (e.g. ICAO FF ICE).
3.3.7.4 FDPSs process elements of flight plan information for various applications, such as
flight data strip printing, surveillance data
tag information, billing processes, national
defence requirements. The system correlates with surveillance data for presentation to the ATC controllers. FDPS uses this
information to verify/validate and probe for
potential conflicts.
3.3.7.5 Latest and greatest FDPS (in particular where
the concept of Flight Object is used to ensure
a consistent view of the flight data across
all FDPSs) can be seen as a fundamental
interoperability multiplier. Interconnected
flight object servers (maintaining the
consistency of information in all FDPS) can
support complex trajectory management
services, including negotiation with downstream units, medium-term conflict detection (MTCD) across system boundaries and
distribution of time constraints with arrival
manager (AMAN) applications.
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Figure 8: ATC to ATC Data Exchanges

3.3.7.6 Envisaged improvements comprise near realtime trajectory management, continuously
updated by flight behaviour determined by
surveillance data and inputs from the air
traffic controller, availability and dynamic
exchange of aeronautical information (to
keep the consistency between all FDPSs)
and enhanced human-machine interface
(HMI) with air traffic controllers.
3.3.7.7 One of the most important trends in flight
data sharing is virtualisation and remote
operation where correlated flight plans, safety
nets, FDPS functionalities and other ATC
information resources are shared remotely,
contributing to improved coordination,
safety and infrastructure rationalisation.
Flight Object
3.3.7.8 The concept of Flight Object has been
developed to support the execution phase
of Trajectory Based Operations (TBO) as
the current ATM systems and architectures
supported by inter-centre point-to-point
connection (relying on the exchange of OLDI
messages) have significant technical limitations in terms of exchanged data volume
contents, data throughputs, protocol performance and architectural design.
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3.3.7.9 The implementation of Flight Object, an
enabler of the flight execution phase,
will support the SESAR ATM architecture,
which will gradually move from a local
specific architecture to a more interoperable, common and flexible service provision
infrastructure at regional and network level.
3.3.7.10 The Flight Object concept, in accordance
with EUROCAE ED-133 [Ref 20], has been
adopted within SESAR activities as the
method for managing flight information
data at execution level.
3.3.7.11 EUROCAE document ED-133 defines the
interface between the various civil or military ATC Flight Data Processing Systems
(FDPS) and provides detailed specifications
on the Flight Object concept for real-time
exchange of the following information:


Flight information, referred as Flight
Object, in order to ensure a consistent
view of 4D flight trajectory data across
all FDPSs with a view to satisfying all
the operational needs for the notification, coordination and transfer of flights
between air traffic control units as well
as for MTCD Medium-Term Conflict
Detection (MTCD);
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Dynamic aeronautical information to
support the exchange of data related to
Airspace Management Level 3.
3.3.7.12 The Flight Object concept, in accordance with ED-133, provides for some data
exchange with the airspace management domain. Therefore, some interfaces
between Flight Object Servers and ASM
level 3 have to be developed.


ICAO Flight & Flow Integrated
Collaborative Environment (FF-ICE)
3.3.7.13 The evolution of traditionally separated flight
planning, flow management and trajectory
management towards the collaborative and
coherent management of flight information
from its conception to its archiving is at the
heart of the ICAO Global ATM Operational
Concept (Doc 9854).
3.3.7.14 Significant effort is ongoing to define the
goal of and transition to FF-ICE, both within
Europe/SESAR and US/NextGen. As flights
operate across regions, the need for interoperable operations is key. ICAO is progressing
the FF-ICE concept in order to eliminate or
reduce the limitations of the current FPL
system and to ensure global interoperability.
3.3.7.15 As FF-ICE becomes better defined, global
coordination on the modelling of flight
information in support of FF-ICE has been
set up, feeding into the global FIXM information model.
3.3.7.16 Such evolution towards developing a global
FPL system includes:










Accommodating Required Navigation
Performance (RNP) levels in relation to
phase of flight;
Alternate routes and user preferences,
as ATM evolves towards greater collaborative decision-making;
Newer technologies and an ability
to perform operational procedures
enabled by, for example, GNSS, ADS-B,
ADS-C, CPDLC, ASAS;
4D trajectory information;
Additional information for formation
flight, e.g. joining and splitting activities;
Increased collaborative decision making
(CDM) across ATM.
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3.3.7.17 In a nutshell, under FF-ICE data element
definitions are to be standardised in terms
of semantics and syntax and the mechanisms are to be set in place for their
exchange. Thus, with appropriate information management, a CDM environment is
facilitated (created), enabling the sharing
of appropriate data across a wider set of
participants, resulting in greater coordination of the ATM community, situational
awareness and the achievement of global
performance targets.
3.3.7.18 FF-ICE is a first step towards the more
sophisticated 4D Trajectory for both ground
ground and air-ground exchanges under
the Global ATM Operational Concept,
whereby an aircraft must be capable of
exchanging information with ATS ground
systems regarding its 4D Trajectory and
should be able to adhere fully to an agreed,
user-preferred 4D Trajectory.
3.3.8 Civil-Military FDPS Interoperability Considerations
3.3.8.1 Coordination and Transfer
3.3.8.1.1 Regulation (EC) No 1032/2006 on
coordination and transfer (COTR)
[Ref 13] states: “timely exchange of
flight data between ATS units and
controlling military units should rely
on the progressive implementation of automated processes” and
“if they (military controlling units)
choose to apply additional automated processes, the need for interoperability of the EATMN means
that they must apply harmonised
requirements”.
3.3.8.1.2 Many ATC Centres now handle
hundreds of flights per day and,
to facilitate full inter-operability
with military agencies, the task of
communicating the data manually involves too great a workload.
Furthermore, the most up-to-date
information must be communicated automatically as soon as it
is available. The Basic Flight Data
and Change to Flight Data flows,
or alternatively the Information
Envelope data flow, provide this
interoperability.
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3.3.8.1.3 One method to ensure safe separation between aircraft under military
or civil control is for the military
controllers to keep military traffic
clear of civil traffic. To assist this
procedure, information on flights
being controlled is passed from the
civil ACC to the military ACC so that
surveillance tracks can be identified
and the military controllers provided
with information on the planned
route and destination of the aircraft
under civil control. Some military
agencies require to be informed of
tactical control instructions given to
flights such as the current cleared
flight level and heading.
3.3.8.1.4 Air Defence units (which are
normally physically separated from
military ACCs) operate in a similar
manner and the same notification
procedure can be used. A similar
procedure can be followed for notifying military aircraft to a civil ACC.
3.3.8.1.5 The benefits of implementing the
above automated data flows are:
relevant workload reduction in
passing routine flight data between
civil and military units and increased
flight safety as both civil and military units access the same data
automatically. The EUROCONTROL
specification for OLDI describes the
civil-military message sequence for
civil-military flight data exchange.
3.3.8.2 Flight Object
3.3.8.2.1 Flight Object will help optimise
airspace use, a key objective for
military operations in a mixed
civil-military environment. In addition, the positive impacts of Flight
Object may also lead to significant
improvements in the production
of a recognized air picture by the
Air Defence centres, which is key
to national airspace security and
air policing activities in European
airspace.
3.3.8.2.2 It is recommended that the military should be actively involved
in updating EUROCAE document ED-133 [Ref 20,] which
contains the minimum technical
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3.3.8.2.3

3.3.8.2.4

3.3.8.2.5

3.3.8.2.6

3.3.8.2.7

requirements for a Flight Object
cluster participant.
Adequate interfaces will be needed,
at a tactical level, between the Flight
Object servers and the airspace
management tools. Military ATC
centres may in fact need to update
the Flight Objects under their
responsibility as soon as the ASM
data has been modified.
Studies will be needed to address
security requirements for the ATC
centres handling limited/nonshareable OAT flight plan data and
real-time flight data. An OAT flight
and the associated trajectory may
be fully shared, partially shared, no
longer shared or non-shared.
The introduction of networked
Flight Object servers (as defined in
EUROCAE ED 133) and FDPS technology evolution and harmonisation (including new data formats)
offer opportunities to comply
with SES regulatory obligations
and to enhance interoperability
and benefit from an up-to-date
and consistent view of ATC to-ATC
flight data. Civil-military flight data
exchange and airspace crossing
are dynamic system components
as they both require dialogue
between civil and military units.
The initial Mission Trajectory should
comprise only information for
awareness. To this end, military-military and civil-military requirements
are still to be integrated into the
Flight Object concept. Flight Object
is a concept which will contribute
to Mission Trajectory in subsequent
steps to enable specific trajectory
management functionalities.
It is highly recommended that civilmilitary FDPS interoperability is
promoted. However, due to financial
constraints and technical considerations, it is expected that backwards
compatibility will be maintained
and that compliance will be sought
through local arrangements, not
excluding remote operation.
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3.3.8.3 Trajectory Management
3.3.8.3.1 The Mission Trajectory concept
is proposed to reconcile civil and
military views on 4D trajectory
management. The aim is to offer
an improved level of service for
military IFR flights outside segregated airspace and to improve air
traffic de-confliction and capacity
management functions at local and
regional level.
3.3.8.3.2 The sharing and joint management of all 4D trajectories with
all concerned ATM actors, civil or
military, contributes to mission
effectiveness. That is ensured by
providing enriched civil trajectory
data to Air Defence and by offering
an improved accommodation of
non-standard trajectories (e.g. abortion or level change due to meteorological conditions; split/join up;
non-deviating due to en-route air
refuelling or non-standard aircraft/
drones performance).
3.3.8.3.3 It can also improve safety and
capacity through an improved
awareness of the military traffic in
congested and free route airspace.
3.3.8.3.4 The development of an improved
Operational Air Traffic Flight Plan
is taking shape to harmonise and
centralise its management in the
NM/IFPS. The baseline format for
this iOAT FPL is the ICAO FPL 2012.
3.3.9 System Wide Information Management (SWIM)
Backbone
3.3.9.1 System Wide Information Management
(SWIM) is outside the scope of this Roadmap
as it relates more to higher middleware OSI13
layers. Nevertheless, a summary of SWIM
concepts and some civil-military considerations are included in Annex A. SWIM is
a collection of standards, infrastructure and
governance, enabling the management of
ATM information and its exchange between
qualified parties via interoperable services.
3.3.9.2 In essence, SWIM envisages an ‘intranet of
aviation’ where the ATM information held

by different stakeholders in the system is
shared over a common platform. SWIM is
about building blocks that define middleware solutions and the information models
and services to be supported. SWIM follows
a number of principles, including federated ownership of information, use of
agreed open standards to sustain semantic
and technical interoperability, reliance on
a service-oriented architecture (SOA) and
service life cycle governance.
3.3.9.3 In terms of SWIM Technical Infrastructure
(SWIM-TI), multiple stakeholders will be
connected to SWIM, respecting specific
service profiles and a Service Oriented
Architecture (SOA) network-centric
approach. PENS/NewPENS will likely provide
the backbone service to SWIM for the three
lower layers of OSI14 but other web-based
B2B alternatives may also be considered.
Air-ground segments will be crucial to
enabling aircraft participation in SWIM.
3.3.9.4 SWIM-TI involves major interoperability and,
as such, the SWIM-relevant military systems
have to be developed/configured/adapted
in accordance with a number of important
SWIM requirements, comprising functional
and non-functional SWIM technical infrastructure capabilities and SWIM technical
infrastructure interfaces (service and network
interface bindings).
3.3.9.5 The last category includes the SWIM-TI
profiles defined as a coherent, appropriately-sized grouping of middleware functions/services for a given set of technical
constraints/requirements that permit a set
of stakeholders to share information. The
SWIM-TI Yellow Profile was initially developed
in SESAR1 with the objective of supporting
ATM information-sharing that does not have
an immediate safety critical context and that
can be satisfied by a less demanding and
less sophisticated infrastructure in terms of
quality of service and classes of service. SWIM
Infrastructure Capabilities as well as Service
and Network Interface Binding requirements are defined in the EUROCONTROL
Specification for SWIM Technical Infrastructure
(TI) Yellow Profile [Ref 21].

13 International Standards Organisation (ISO) Open Systems Interconnection 7 layer reference model
14 OSI layers 1 (physical) to 3 (network) is allocated to the SWIM infrastructure layer (provided by PENS). OSI layer 7 represents the

SWIM application layer and the other OSI layers inbetween are allocated to the SWIM middleware

Civil-Military CNS Interoperability Roadmap Edition 3.0

53

3.3.9.6 Military requirements have been identified regarding when SWIM-TI needs to
support civil-military exchanges. A set of
supplementary military requirements have
to be added to the original Yellow Profile.
The resulting SWIM-TI profile extension
was designated “Green Profile” and is presently being defined/validated within SESAR
2020. In summary, SWIM-relevant military
systems have to be developed/configured/
adapted in accordance with the SWIM-TI
requirements included in standardised
profile definitions.
3.3.9.7 The implications for the military when
connected using SWIM services have been
extensively studied and documented and
are further explained in Annex A.

3.3.10.4 This EUROCAE standard defines the operational voice concept, the interoperability
solutions and network-associated requirements. It encompasses technical requirements and interfaces for all involved
systems: VCS, radios, network, recording
and supervision. ICAO finalised the inclusion of VoIP requirements into ICAO
DOC 9896 by referring to the EUROCAE
standard.
3.3.10.5 European VoIP in ATM deployment,
comprising inter-centre telephony and the
ground segment of the air-ground voice
communcations full operational capability
is currently envisaged within the next 4
years: En-route environment by December
2021 and Airport/Terminal environment
by December 2023.

3.3.10 Voice over IP for ATC
3.3.10.1 ATM intra- and inter-centre voice communications include voice exchanges
between all types of units and centres
(ATSUs: ACC, APP, TWR, NM) and ensure
connectivity between the centres and
the ground sector of air-ground voice
networks.
3.3.10.2 To achieve dynamic sectorisation needed
for the functional airspace blocks (FABs),
new flexible technical solutions are
required. Voice over Internet Protocol
(VoIP) for ATM is one solution to facilitate
interoperability, particularly for the ground
part of the air-ground component where
one ground radio station is to be shared
between various Air Navigation Service
Providers. European telecommunication service providers (PTTs) are phasing
out analogue and digital 64 kbps and E1
circuits (backbone PDH15) that support
the infrastructure on which today’s ATM
voice services are based. In addition, intercentre voice communications still rely
on legacy analogue ATS-R2 and digital
ATS-QSIG protocols.
3.3.10.3 EUROCAE WG-67, with cooperation from
EUROCONTROL, European industry, and
ANSPs, developed the first VoIP in ATM
standard (ED136-138) [Ref 22].

3.3.10.6 The recently completed migration to
NewPENS in 2020 will accelerate the
path for VoIP in ATM over NewPENS voice
connectivity deployment for ANSPs.
3.3.11 Military adoption of Voice over IP
3.3.11.1 Operational improvements associated
with ground ATC voice communication
requirements, applicable to civil ATS (interATC Centres and units, tower, etc.), may be
adopted by the military where inter-centre
connectivity with civil centres or units
is to be established or maintained. The
EUROCAE standard on VoIP for ATM is the
solution to provide interoperability but
transitional use of local solutions relying
on legacy protocols may be pursued.
3.3.12 Web-Based B2B Services and Use of
Public Internet
3.3.12.1 In some Member States, for non-critical
ATM data exchanges web-based businessto-business (B2B) services can be seen as
an alternative to PENS/NewPENS. Such B2B
services will rely on open standards and
mainstream Internet technologies (web
based services) and are normally fully SOA
compliant. These alternative connectivity
options through public internet should
expedite the deployment of SWIM.

15 The plesiochronous digital hierarchy (PDH) is a technology used in telecommunications networks to transport large quantities of

data over digital transport equipment such as fibre optic and microwave radio systems.

54

Civil-Military CNS Interoperability Roadmap Edition 3.0

3.3.12.2 Nevertheless, ICAO document 9855
contains “Guidelines for the Use of Public
Internet for Aeronautical Applications”
[Ref 23]. It states that time-critical operational decisions must rely on aeronautical
information that must not be provided via
public Internet.
3.3.13 Surveillance Data Sharing
3.3.13.1 Surveillance data processing and sharing
is an important subject that entails significant ground communications support

with a clear impact on military users. The
main technical and interoperability implications are addressed in detail later in the
dedicated chapter on Surveillance.
3.3.14 Recommendations
The following table summarises the recommended implementation actions and rationalisation opportunities. The subsequent figures show
the civil-military ground communications interoperability roadmap:

Recommended Actions
Ground Communications

Rationalisation Opportunities

1 Evaluate information exchange requirements that imply the availability of highperformance/high bandwidth IP networking (e.g. for the exchange of safety critical
flight data or low-latency surveillance data), together with available interoperability
options and adequate security levels, as the basis for deciding to connect to PENS/
NewPENS. Coordinate participation in PENS/NewPENS with local ANSP.

Consider interconnection with military
networks already using IP and/or the use
of an adequate Information Exchange
Gateway.

2 Identify the information exchange requirements that rely on ATS messaging and
anticipate the impact of migrating from AFTN/CIDIN to AMHS. Monitor AFTN/CIDIN
evolution towards AMHS and ensure, through local ANSPs, the improvement steps to
maintain ground COM interoperability between military users and local networks.

Continue to use AFTN/CIDIN during a
transition and use gateways to ensure
a smooth transition to AMHS. Consider
synergies with MMHS.

Migrate to IPv6 replacing legacy protocols
(X.25, IPv4, etc.)

Coordinate with local ANSP.
3 Where justified by local requirements, implement FMTP for inter-centre coordination
and transfer (at least for links with civil ATC centres supporting civil-military coordination). Migrate from X.25 to IP in line with regulated requirements.

Use gateways to ensure a smooth transition.

4 Monitor developments in the area of Flight Object/ICAO FF-ICE and FDPS interoperability in order to reap the benefits of the interoperability opportunities offered by
these emerging concepts in the medium term. Investigate synergies and economies
of scale offered by remote ATS provision and virtualisation.

Remote use of civil facilities (shared ATS)
and virtualisation.

5 Define solutions for the participation of military units and systems in SWIM services
and adhere to service-oriented architectures and specific service profiles. Consider
the yellow profile with supplementary requirements when defined as a green profile
to match service requirements. Address technical interfacing and security aspects.

Build upon existing connectivity, taking
advantage of SOA. Consider available
SWIM-TI profiles as connectivity enablers.

6 Define technical interfacing solutions (Information Exchange Gateway) to enable the
interconnection of military systems to PENS/NewPENS (or its sub-networks). Specify
such IEG so that ATM and C2 requirements are covered. Address security aspects.

Define and validate a suitable IEG interface
considering the characteristics of available military networks and systems to be
interconnected.

Coordinate with local ANSP.

Coordinate with local ANSP.

Coordinate with local ANSP.

Coordinate with local ANSP.
7 Where justified by local requirements, implement VoIP for inter-centre voice coordination (at least for links with civil ATC centres where applicable)

Replace legacy ground voice protocols.
Coordinate with local ANSP.

Table 1: Recommended Ground Communications Implementation Actions
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Block 2

2031

Block 1

2025

Block 0

2019

Civil-Military Ground COM Interoperability Roadmap
Block 3/4 

Legacy X.25
IPv4 local bilateral networks
IPv6 for Flight Message Transfer Protocol (FMTP)
IPv6 Pan European Network Services (PENS/NewPENS)2
Civil-Military Information Exchange Gateway3

ICAO AFTN/CIDIN1
Aeronautical Messaging (AMHS)4

Web-Based Networking, B2B/B2C
COM Services (Directory, IP Address, PKI, etc.)5
SWIM (SOA)6

Initial SWIM

Shared FDPS7

MFRCR2, ATS/QSIG, Voice
Voice over IP8

Mandatory

Recommended

Legacy

Notes:
1
2
3
4
5
6
7
8

Depending on local arrangements
VPNs over IPv6 backbone for multiple services where required performance or QoS is higher
In compliance with EUROCONTROL IEG Specification
In replacement of AFTN/CIDIN (through ANSPs in most cases). EUROCONTROL Specification available
Services provided by the Network Manager or ANSPs, such as X.500 Directory Services, IP address management, Public Key Infrastructure/security certificates, etc.
SWIM-TI Yellow Profile (complemented with Green Profile for more demanding requirements)
Shared ATS services, virtualisation, remote ATC, flight object (FIXM) networking, etc.
For inter-centre voice coordination and similar ground voice services

Figure 9: Civil-Military Ground COM Interoperability Roadmap
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3.4 Air-Ground Communications
3.4.1 Air-Ground Voice Communications (VHF 8.33
kHz Channel Spacing)
3.4.1.1 Air- ground voice communications
supporting Air Traffic Control (ATC), in the
context of General Air Traffic (GAT) operations, rely on instantaneous voice communications between pilots and controllers,
using an infrastructure based on VHF lineof-sight radio transmissions.
3.4.1.2 Such ATC radio telecommunication services
use the International Telecommunication
Union (ITU)-allocated Aeronautical Mobile
(Route) Service (AM(R)S) VHF band
(117,975-137 MHz) (Figure 10) to support
voice exchanges. In addition to air-ground
voice communications, this band also
supports air-ground controller-pilot data
link communications and airline operational communications.
3.4.1.3 In 1994, the frequency congestion in this
VHF band led to a decision to reduce
channel spacing between adjacent
frequencies from 25 kHz to 8.33 kHz as a
means to reduce/mitigate such congestion
in Europe.

3.4.1.4 In parallel with efforts for a more efficient
use of the available VHF band (e.g. better
frequency re-use), actions were identified to increase aircraft equipage and
ground ATS system implementation of
8.33 kHz capable radios. Alternative digital
voice technologies were and still are only
expected to be introduced in the very long
term; consequently, analogue VHF voice
was introduced to remain as the fundamental enabler of air-ground ATC communications for some decades.
3.4.1.5 By October 1999, the use of VHF with 8.33
kHz channel spacing was first introduced
above FL245 in the ICAO/EUR Region. In
October 2007, Single European Sky (SES)
Commission Regulation (EC) No 1265/2007
on air-ground voice channel spacing was
published [Ref 24], mandating the carriage
of 8.33 kHz radios for GAT/IFR operations
above Flight Level (FL) 195 and the provision of ground services by Air Navigation
Service Providers (ANSPs).
3.4.1.6 Subsequently, Commission Implementing
Regulation (EU) No 1079/2012 of 16
November 2012 on voice channel spacing
below FL195 [Ref 25] was published in
the Official Journal of the European Union

Figure 10: VHF COM Band
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repealing the previous Regulation (EC) No
1265/2007. This regulation mandated the
carriage of 8.33 kHz radios and channel
spacing for GAT/IFR operations, not only
above Flight Level (FL) 195 but also in the
lower airspace.
3.4.1.7 ANSPs have a regulatory obligation to
convert to 8.33 kHz channel spacing all16
frequency assignments of ground transmitter/receiver sites that operate within
the VHF band from 117,975 to 137 MHz
by 31/12/2018. Air Traffic Service providers
shall ensure that State aircraft not equipped
with radios with 8.33 kHz channel spacing
capability can be accommodated, provided
that they can be safely handled within the
capacity limits of the air traffic management system on UHF or 25 kHz frequency
assignments.

Aeronautical Mobile (Route) Service
High Frequency (HF) to Aeronautical
Mobile Satellite (Route) Service-protected
Satellite Communications (SATCOM)
(e.g. INMARSAT and IRIDIUM), providing
increased throughput, quality of service
and performance. Some HF voice services
may be retained for backup purposes.
3.4.2 VHF 8.33 kHz and State aircraft
Regulatory Context
3.4.2.1 Article 9 of Regulation (EU) No 1079/2012
details the 8.33 kHz channel spacing regulatory provisions applicable to State aircraft
and measures applicable to Air Traffic
Service (ATS) Providers to accommodate
non-equipped State aircraft as follows:


3.4.1.8 It is essential, in the context of 8.33 kHz
VCS deployment that all flight crews, ATS
personnel and other ground personnel are
thoroughly familiar with the appropriate
radiotelephony procedures, including the
6-digit pronunciation of both 8.33 kHz and
25 kHz channels in VHF radiotelephony
communications. The radiotelephony
communication procedures are established in accordance with ICAO Annex 10,
Volume II, Chapter 5.





3.4.1.9 FM immunity is a requirement that applies
to VHF communication resources the
same way as for navigation equipment
(VOR, ILS). The applicability of FM immunity to VHF COM transceivers has been
recognised in the former JAA Temporary
Guidance Leaflet (TGL) Nr 7. JAA TGL 7
stated that compliance with the standards
for immunity against interference from
FM radiobroadcast stations will need to
be met. Compliance with the EUROCAE
23 B/C specification is consistent with the
FM immunity objective. See more on FM
immunity in Section 9 (Radio Frequency
Spectrum).





3.4.1.10 In oceanic and remote areas, civil
ATC air-ground voice communications are expected to migrate from

Member States shall ensure that new
State aircraft entering into service from
1 January 2014 are equipped with radios
having the 8.33 kHz channel spacing
capability.
Member States shall ensure that from
1 January 2014, whenever the radios
installed on-board the State aircraft
are subject to radio upgrades, the
new radios have the 8.33 kHz channel
spacing capability.
Member States shall ensure that all State
aircraft are equipped with radios having
the 8.33 kHz channel spacing capability
by 31 December 2018 at the latest.
Without prejudice to national procedures for the communication of information on State aircraft, Member States
shall communicate to the Commission
by 30 June 2018 at the latest the list of
State aircraft that cannot be equipped
with radios having the 8.33 kHz channel
spacing capability in accordance with
paragraph 8 due to:
 compelling technical or budgetary
constraints;

 procurement constraints.
Where procurement constraints prevent
compliance with paragraph 8, Member
States shall also provide to the Commission by 30 June 2018 at the latest the
date by which the aircraft concerned

16 EC IR 2012/1079 Article 2.4 lists conversion exempted frequency assignments.
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will be equipped with radios having
the 8.33 kHz channel spacing capability. That date shall not be later than 31
December 2020.
Paragraph 8 shall not apply in respect
of State aircraft that will be withdrawn
from operational service by 31 December 2025.
Air traffic service providers shall ensure
that State aircraft not equipped with
radios having the 8.33 kHz channel
spacing capability can be accommodated, provided that they can be safely
handled within the capacity limits of the
air traffic management system on UHF
or 25 kHz frequency assignments.
Member States shall publish procedures
for the handling of State aircraft which
are not equipped with radios having the
8.33 kHz channel spacing capability in
their national aeronautical information
publications.
Air traffic service providers shall communicate to the Member State that has
designated them on an annual basis,
their plans for the handling of State
aircraft which are not equipped with
radios having the 8.33 kHz channel
spacing capability, taking into account
the capacity limits associated with the
procedures referred to in paragraph 13.

3.4.2.2 Article 6 of this regulation mandated service
providers to ensure, by 31 December 2018,
the conversion of all frequency assignments (including on their VHF ground
receiver sites) to 8.33 kHz channel spacing,
with the exception of assignments staying
in 25 kHz due to safety reasons or used to
accommodate non-equipped State aircraft.
3.4.2.3 Regular assessments are made of implementation of Regulation (EU) No 1079/2012
(e.g. the 8.33 kHz Implementation Support
Group), to evaluate progress on implementation by the ANSPs and operators.
This includes information on the level
of State aircraft equipage by the military
community and on civil aircraft equipage
by commercial airlines. So far, it has not
been deemed necessary to update the
regulation.

3.4.2.4 Over the last 15 years, military authorities
have made significant efforts to migrate
towards VHF 8.33 kHz channel spacing.
More than 1,000 State aircraft17 have been
equipped. Based on information declared
by the Member States to EUROCONTROL in
the 2020 timeframe, the planned 8.33 kHz
equipage rates of European State aircraft
fleets (categorized as fighter-, transport-,
light- and helicopter type Military State
aircraft) is reaching 100% equipage levels
for a majority of the Member States or
planned to reach 100% by 2025 (with local
exemptions for light and/or helicopter
categories in some Member States).
Equipage Considerations:
3.4.2.5 In August 2017, EASA clarified the number
of VHF 8.33 kHz radio equipment required
on board. Regulation 1079/2012 does not
mandate the number of airborne radios.
The number of required radios for civil
aircraft is driven by Regulation (EU) No
965/2012 (Air Operations). Dual equipage
of independent 8.33 kHz airborne radios
is a means to mitigate VHF radio failure.
Additional details can be found in Annex C
to [Ref 26]18.
3.4.2.6 Non-8.33 State aircraft operating with
single VHF and/or UHF radio configurations may be hazardous in areas without
UHF coverage. Indeed, in the event of a
VHF radio failure, some countries have full,
partial or no UHF coverage and alternative
safe handling can be ensured only on VHF
25 kHz. National authorities may introduce
and publish procedures to mitigate these
risks.
3.4.2.7 In the case of radio failure, it is recommend that, if a State aircraft is operated in
airspace controlled by a civil ANSP, it should
be equipped with two independent VHF
radios19, unless specific conditions apply,
e.g. UHF as a backup if the flight is operated in areas in which UHF ATC communication must be provided. This guidance
does not exempt the need for local safety
assessments.

17 Military, customs and police aircraft
18 https://www.eurocontrol.int/publication/eurocontrol-guidelines-833khz-channel-spacing-military-operators
19 Please consider the clarifications on radio equipage provided by EASA in Annex C
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Ground System Impact
3.4.2.8 As described above, ATS providers have
a regulatory obligation to convert to 8.33
kHz channel spacing all frequency assignments of ground transmitter/receiver sites.
Depending on State conversion implementation plans, this conversion requirement may impact military VHF ground
systems operating in that band. When
the majority of military State aircraft are
8.33 kHz-equipped, it is to be expected
that military ANSPs will start to provide
air-ground voice communications services
on 8.33 kHz channel spacing capable infrastructure. In accordance with Article 1(2) of
Regulation (EC) 549/2004, it will be up to
National Authorities to regulate the ground
systems of military ANSPs .

3.4.2.11 The EUROCONTROL Guideline on 8.33
kHz for Military Operators, Edition 2.0
[Ref 26] compiles technical and legislative requirements and other relevant
information supporting the harmonisation of the ATC air-ground voice communications service using VHF 8.33 kHz
channel spacing. It describes best practices, procedures and implementation
options concerning aircraft equipage,
provision of UHF to handle non-8.33 kHz
State aircraft flying as GAT/IFR, flight planning, frequency management, use of 8.33
kHz for military aircraft operating as GAT
and OAT and civil-military coordination
mechanisms. It is accessible directly on
the EUROCONTROL website (https://www.
eurocontrol.int/publication/eurocontrolguidelines-833khz-channel-spacing-military-operators).

Flight Planning
3.4.3 Use of Ultra High Frequency (UHF) for ATC
3.4.2.9 Specific procedures apply when State
aircraft operators file GAT/IFR flight plans
(FPL)20. The Network Manager (NM) 8.33
VCS Implementation Handbook [Ref 27]
and section 47 of the Integrated Initial
Flight Plan Processing System (IFPS) User
Manual [Ref 28] detail such procedures.
The State aircraft operator must ensure
that the information provided in the flight
plan (i.e. 8.33 kHz equipage information or
the presence of the exemption indicator)
is consistent with the aircraft operated and
airspace with applicability of GAT/IFR 8.33
kHz requirement.
Applicable Technical Standards and Guidance:
3.4.2.10 With regard to 8.33 kHz radio standards,
Regulation (EU) No 1079/2012 identifies
EUROCAE ED 23 B/C standards as being
suitable. From a regulatory perspective, it should be noted that these technical standards are recommended but
not binding. However, in the absence of
specific military technical standards on
8.33 kHz voice channel spacing radios and
their equipage, it is recommended that
8.33 kHz radio equipage should be based
on the EUROCAE documents used for civil
aircraft (ED-23 B or ED-23 C) [Ref 29].

3.4.3.1 Military operations rely heavily on the use
of ultra-high frequency (UHF) harmonised
military band (225 - 400 MHz), historically known as the “NATO UHF Band”.
UHF frequencies are used by military ATC
and Air Defence to control aircraft flying
Operational Air Traffic (OAT) respectively
outside or inside segregated airspace and
when performing military air operations
(e.g. air policing, air interception).
3.4.3.2 VHF 25 kHz channels in the Aeronautical
Mobile (Off-Route) Service 138-144 MHz
(military VHF band) are also available for
OAT operations and to support military
aerodrome services in most NATO Member
States and additionally in the band 145-156
MHz in some Eastern European States.
3.4.3.3 Civil and military ANSPs can provide ATC
services using UHF frequency assignments. Depending on the State’s local
arrangements, military ANSPs normally
provide UHF support for OAT flights,
whilst civil ANSPs can offer this service
for State aircraft operating as GAT or OAT.
The UHF provision to mitigate lack of 8.33
kHz capability should be understood as
transitional and military should target

20 Notice shall be given to specific requirements for flight planning as identified in the States AIP
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2028/2030 for a full implementation of
8.33 on all operating aircraft.
3.4.3.4 In the civil-military context, the UHF radio
infrastructure (225 - 400 MHz) could be used
by air navigation service providers (ANSPs)
as an alternative to ensure ATC communications with non-8.33 kHz equipped State
aircraft21 operating GAT/IFR and, in some
cases to support OAT flights.
3.4.3.5 Member States are required to publish the
procedures to handle non-equipped State
aircraft in their national aeronautical information publications (AIP).
3.4.3.6 In some locations, UHF coverage tends to
be less comprehensive than VHF coverage.
Consequently, the use of UHF for ATC may
not be viable without safety implications
and some States have chosen to retain
some VHF 25 kHz channels for air-ground
communications.
3.4.3.7 Coordination of UHF frequency assignments is facilitated by the NATO HQ
Spectrum and Capability Branch or by
National Military Authorities/Frequency
Managers who coordinate UHF assignments with ANSPs.
3.4.3.8 The use of UHF for ATC must be
compliant with relevant ETSI (European
Telecommunications Standards Institute)
technical specifications, respecting the
operating procedures published in a relevant EUROCONTROL guideline [Ref 30]. The
ICAO Frequency Management Manual [Ref
31] describes the procedures for obtaining
UHF frequency allocations for ATC.
3.4.4 Air-Ground Digital Voice Communications
3.4.4.1 The advent of digital voice communication
technologies for air-ground ATC, replacing
analogue VHF 8.33 kHz in the future, remains
uncertain. This is most likely to take place as
part of the so-called Future Communications
Infrastructure (FCI), comprising the development and specification of advanced data link
communications technologies (discussed
in a subsequent chapter), supporting both

voice and data. Research and standardisation
on FCI is underway in SESAR 2020. The introduction of digital voice for air-ground ATC
communications is not expected to happen
before 2035.

3.5 Air-Ground Data Communications
3.5.1 The Need for Air-Ground Data Links
3.5.1.1 The need for air-ground data links to support
civil aviation requirements is justified by
performance objectives but also by the need
to increase safety. Studies have demonstrated
that one in three voice communications is
misunderstood and that controllers spend
up to 50% of their time talking to pilots.
3.5.1.2 Air-ground VHF voice communications
remain a key enabler for the exchange of
information and instructions between the
aircraft and ground air traffic control (ATC).
Voice is still the primary means for pilots to
communicate with air traffic controllers.
3.5.1.3 This form of communications is now
reaching its operational limits22 and the
aviation community has started to implement air-ground digital data communications (thereafter designated “data links”)
to support and, at a later stage, replace
VHF voice as the primary means of ATC
communication. Voice would remain available for emergencies.
3.5.1.4 Data links connect pilots to controllers
(Figures 12 and 13) to support routine
communications (exchange of pre-defined
short messages). In the context of ATC, this
service is designated Controller-Pilot Data
Link Communications (CPDLC). CPDLC
sustains services like the initiation of the
communications service, ATC clearances
(departure, climb, descent), management of repetitive frequency changes and
microphone checks. CPDLC applications
are operational in most European States.
Subsequently, additional applications and
services to support trajectory management
operations will need the ATS B2 Automatic
Dependant Surveillance – Contract (ADS-C)
Extended Projected Profile.

21 State aircraft include military, police and customs aircraft.
22 There are limits on RF spectrum availability as well, it is not only driven from operational perspective.

Civil-Military CNS Interoperability Roadmap Edition 3.0

61

3.5.2 ICAO Aeronautical Telecommunications
Network (ATN)
3.5.2.1 The implementation of aeronautical data
links is progressing on the basis of the ICAO
Aeronautical Telecommunications Network
(ATN) concept described in [Ref 32, 33 and
34]. ATN comprises three technology baseline streams designated ATN B1, ATS B2 and
ATS B3. A detailed description of ATN history,
usage, development and future deployment
plans is included in Annex B.
3.5.2.2 The initial ATN Baseline 1 (B1)23 service
sustains Controller-Pilot Data Link
Communications (CPDLC), Air Traffic Services
(ATS) Baseline 2 (ATS-B2) supports Initial 4D
trajectory management functions and ATS
Baseline 3 (B3) is expected to enable Full 4D

trajectory management requirements as well
as more advanced applications like digital
voice, uplink of aeronautical information and
meteo as well as ultimate air-ground SWIM/
mobility IP connectivity.
3.5.2.3 ATS-B3 will sustain more demanding services
that require the introduction of higher
capacity data link technologies planned in
the context of the Future Communications
Infrastructure (FCI) initiative. FCI comprises
advanced data link technologies for airport
(AeroMACS), terrestrial (LDACS) and satellite
communications (SATCOM) as well as a multilink environment. FCI is being standardized
at ICAO level and is the subject of ongoing
research efforts within SESAR2020. Figure 11
depicts the ICAO roadmap guiding data link
services and technology evolution.

Figure 11: Data Link Evolution and Technologies

23 Previous terminology of “ATN Baseline” is now changed into “ATS Baseline”
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3.5.3 Data Link Services (DLS) in Europe



“Old aircraft” (civil) dates changed by 5
years to 2003/2022

Regulatory Context
3.5.3.1 The Data Link Services Regulation, (EU)
29/2009 of 16 January 2009) [Ref 40],
mandates DLS equipage for civil aircraft
and ground implementation while
declaring that State aircraft are exempted.
Nevertheless, it also stipulated that
Member States which decide to equip new
transport-type State aircraft entering into
service from 1st January 2014 (amended
by Regulation 2015/310 moving the equipage date to 1st January 2019) with a
data link capability relying on standards
which are not specific to military operational requirements shall ensure that those
aircraft have the capability to operate the
data link services defined in the Regulation
(ATN/VDL Mode 2 data link technology or
“other communications protocol”).
In addition, the Pilot Common Project (PCP)
Regulation (716/2014 of 27 June 2014),
determined implementation of the Initial
4D capability on the basis of the same
data link technology and in the EUROCAE/
RTC-standardised ADS-C application.
3.5.3.2 The data link technology mandated by the
DLS Regulation comprises ATN/OSI VDL
Mode 2 (VDL2) as the validated means of
compliance. VDL2 ground radio infrastructure is operated by several communication service providers (SITA, ARINC and also
some European ANSPs). The same technology is expected to support the shorterterm initial 4D trajectory management
requirements.
3.5.3.3 The main changes in terms of implementation dates introduced by Regulation
2015/310 are:






Airborne implementation date (civil aircraft) 5 February 2020 (no distinction
between forward- and retro-fit)
Airborne implementation date (new
transport type State aircraft if decided
to equip with civil capability) 1 January
2019 (forward-fit only)
Ground implementation date 5 February 2018
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3.5.3.4 T h e E U R O C A E / R TC A - s t a n d a r d i s e d
controller-pilot data link communication
(CPDLC) services/applications mandated in
Regulation 29/2009 include:








Data Link Communications Initiation
Capability (DLIC): used to uniquely identify an aircraft (unambiguous association
of flight data from the aircraft with the
flight plan data used by the ATS unit) and
to provide version and address information for all data communications services.
ATC Communications Management
(ACM): for automated assistance to
the flight crew and controllers to
conduct transfer of voice and data
communications.
ATC Clearances and Information Service
(ACL), provides clearances and requests
exchanged between flight crews and
controllers.
ATC Microphone Check Service (AMC):
provides controllers with the capability
to uplink an instruction to an aircraft so
that the flight crew can check that the
aircraft is not blocking a given voice
channel.

3.5.3.5 These services do not replace voice as
a primary means of communication both media will always be available, thus
providing mutual back-up, a definite safety
improvement; in the case of non-standard
communications or emergencies, the
procedure is “revert to voice”.
3.5.3.6 In parallel to the provisions regarding
aircraft equipage, the Regulation will also
apply to air traffic service providers (ATS
providers), which are required to ensure
that ATS units providing air traffic services
have the capability to provide and operate
the defined data link services. This is valid
for General Air Traffic in accordance with
Instrument Flight Rules (GAT/IFR) within
airspace above FL285 in the European
Union State flight information regions
(FIRs) identified in the Regulation. As a
consequence, the ANSPs are expected to
implement the ground infrastructure from
5 February 2018.
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3.5.3.7 Today, many European ANSPs already
offer operational CPDLC services.
Follow the efforts made by aircraft
operators, a high equipage rate is
becoming the norm in civil commercial aircraft, generating many CPDLC
flights every year.
3.5.3.8 CPDLC implementation brings
substantial benefits in terms of
capacity increases and safety, limiting
the need to introduce new sectors,
reducing controller workload per
aircraft, avoiding misspelling and
ensuring efficiency gains, which translate into lower unit rates. It is estimated
that with 75% of flights equipped, an
11% increase in capacity is achievable
overall.

Figure 12: Data Link Human Machine Interface (1)

DLS Recovery Plan
3.5.3.9 In 2014/15 the availability and performance of DLS remained uncertain due
to technical issues (Provider Aborts PA) observed during the operation of
CPDLC services. Following investigations in conjunction with EASA, at the
request of the European Commission
and as determined by Regulation
2015/310 [Ref 41], the SESAR Joint
Undertaking (SJU) launched a VDL2
measurement campaign and associated studies, awarding the contract to
the ELSA Consortium.
3.5.3.10 These studies had the objective of
determining the root cause of not
achieving performance expected from
VDL Mode 2. Initial conclusions were
that Multi-Frequency24 is required.

Figure 13: Data Link Human Machine Interface (2)

3.5.3.11 The findings of the ELSA report can be
summarised as follows:





Aircraft: harmonisation/upgrade of
avionics to introduce multi-frequency
(MF) capability based on improved
technologies. Update related flight
crew operational procedures.
Ground: improve the VHF Ground
Station (VGS) network coverage

and fix the ground system issues (e.g.
dedicated channel for airport transmissions, implement additional VDL2 frequencies, optimise en-route coverage
and the protocol, etc.).
Start implementing the transition roadmap to the multi-frequency VDL2 target
technical solution, including the introduction of alternate channels using
reserved frequencies, as well as the
addition of frequencies and a transition to one single managed MF VDL2
network per service area.

24 The multi-frequency was needed to improve the performance of the network, as the Common Signalling Channel (CSC), the only

frequency at that time, was overloaded. It is a ‘normal’ deployment when traffic increases, but does not represent a solution to the
encountered problems. Multi-frequency is not a solution itself, many problems need to be resolved to increase the performance.
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DLS Performance Monitoring
3.5.3.12 In line with the recommendations of the
ELSA study, different roles have been
assigned and mandated by the EC with
respect to DLS to different European
Organisations. DLS performance monitoring was mandated to the Network
Manager (NM), which is responsible for
performance monitoring and spectrum
coordination of VDL mode 2. This role was
confirmed in the new NM Regulation (EU)
2019/123 of 24 January 2019 [Ref 10].
3.5.3.13 The Network Manager role on DLS
includes the reinforcement of the Radio
Frequency Function, publishing monthly
performance reports, conducting ad-hoc
performance analyses, forecasting (VDL
channel load), investigating performance,
establishing working arrangements and
maintaining a database of aircraft and
details of their, the so called “logon list”.
The Network Manager has implemented
a function called Data link Performance
Monitoring Function (DPMF). As indicated
by the new NM IR, the Network Manager
has proposed to start running the DPMF
using similar processes as those developed for other functions of the Network
Manager.
3.5.3.14 DPMF is to ensure that the Network
Manager can monitor the performance
of the data link system, conduct performance investigations and analyses and
provide a centralised collection of avionics
information. The purpose of the DPMF is to
monitor the performance of the European
data link system to allow stakeholders to
understand how the system is performing
and to provide insight into why the system
is performing the way it is.

different perspectives. It does not address
the monitoring of radio interference on
the frequencies used by data link (this is
the responsibility of the Network Manager
Radio Frequency Function.
3.5.4 Initial 4D Trajectory Management
3.5.4.1 Continental European deployment imperatives with regard to trajectory based operations (TBO)25 has led to the definition of
Initial 4D (i4D), which is a flight procedure
supported by ADS-C.
3.5.4.2 Automatic Dependence Surveillance –
Contract (ADS-C) can be defined as the
application by which the terms of an
ATC-related “agreement” are exchanged
between the aircraft and the ground
system, via a point-to-(multi)point data link,
specifying under what conditions ADS-C
reports would be initiated, and what
data would be contained in the reports.
The abbreviated term “ADS contract” is
commonly used to refer to an ADS event
contract, ADS demand contract, ADS periodic contract or an event (emergency)
mode.
3.5.4.3 The deployment in Europe of Initial 4D is
covered in Regulation (EU) Nr 716/2014
of 27 June 2014 (Pilot Common Project –
PCP). Initial 4D operations can be broken
down into two steps:




synchronise air and ground aspects of
the flight plan or Reference Business/
Mission Trajectory;
impose a time constraint and allow
the aircraft to fly its profile in the most
optimal way to meet the constraint(s).

3.5.4.4 Additional details on ATS B2, i4D and ADS-C
can be found in Annex B.

3.5.3.15 DPMF supports many different stakeholder communities (including the military) and, as such, provides performance
data at different levels of detail and from
25 The ICAO Global Air Navigation Plan (GANP) recognizes that the synchronization of ground and onboard capabilities will be

paramount in the future aviation system. Such evolution entails the introduction of trajectory based operations, taking advantage
of the increased precision in position and time of flight constraints to efficiently exploit the increased availability of air navigation
resources.
The European ATM Master Plan [3] states that “trajectory-based operations will bring increased predictability and will enable
network-wide flow- as well as flight-centric operations, including for example sectorless operations, generating step changes in
productivity and cost efficiency”.
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3.5.5 Impact of Data Link Services and Initial 4D on
State Aircraft
3.5.5.1 The DLS Regulation [Ref 40] states that
State aircraft are exempt from mandatory CPDLC equipage requirements.
Nevertheless, it stipulates the need to
forward fit for Member States that decide
to equip their new transport-type State
aircraft entering into service from 1 January
2019 with data link capability relying upon
standards which are not specific to military operational requirements. In that case,
States must ensure that transport-type
State aircraft entering into service (new
aircraft or aircraft suffering major mid-life
upgrades) have the capability to operate
the data link services defined in the
regulation.
3.5.5.2 The DLS implementing rule describes
CPDLC requirements which, together with
the i4D requirements associated with
SESAR concepts and PCP IR, can be considered as the means to include State aircraft
in air-ground data exchange implementation plans. That will impact transport-type
State aircraft flights regularly conducted
as GAT/IFR or under Business/Mission
Trajectory status.
3.5.5.3 The DLS regulatory provision means that
DLS capabilities for ATN/B1 will rely mainly
on the equipage of transport-type State
aircraft with ATN/VDL2 technology (or
“other communications protocol”, e.g.
FANS) in parallel with the CPDLC services
provided by ANSPs all over Europe as
mandated in the regulation.
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and integration in military-transport-type
aircraft is straightforward and does not
represent a major technical challenge (as
demonstrated in recent military aircraft
modernisation programmes).
3.5.5.6 Where adaptations are sought, they may
vary, depending on aircraft types and
available provisions. Careful consideration
is essential in respect to: 1) defined levels
of performance; availability and integrity; 2) emulation of the Communication
Management Unit (CMU) function; 3)
enabling of CPDLC and ADS-C/i4D applications; 4) generation of the layers of the ATN
protocol stack; 5) availability of appropriate
data at the level of FMS/MMS and 6) software modification of the bus controllers
regulating communication functions.
3.5.5.7 Additional technical challenges relate to
display adaptation, antennae, co-site interference/suppression bus, etc.
3.5.5.8 Manufacturers should ideally address
the use of civil data link systems on military aircraft by developing solutions that
integrate the hardware and software into
circuit boards for installation into military
V/UHF multimode radios. Military radios
could then sustain ATN/VDL2 or FANS
protocols. Equipping military radios with
commercial off the-shelf CMU interfaces
could be considered to maintain integration with the military-specific FMS/MMS
and avionics suite.

3.5.5.4 For military state aircraft, the interoperability
options to implement an ATN-compatible
avionics system with integrated data links
may go from retrofit with civil equipment
“as-is” to lower-cost avionics adaptations
that raise some technical challenges.

3.5.5.9 Fighter aircraft feature highly integrated
avionics and are less suited to retrofit initiatives than larger transport-type aircraft. The
most recent generation of fighters carries
communications, navigation and identification (CNI) avionics suites supported by
software-defined radio (SDR) technology,
potentially opening up wider interoperability perspectives.

3.5.5.5 The ATN/VDL2 (or FANS 1/A) equipage
rates of transport-type military aircraft are
expected to increase in the coming years.
Some operators may decide to implement
such capability to ensure seamless accommodation when operating as GAT/IFR in a
mixed environment. ATN/VDL2 installation

3.5.5.10 The re-use of military data link technologies, complemented by dedicated
ground interfaces, as an entry point to
the ATN, has been investigated in the
context of SESAR1 industrial research.
It was concluded that there were a
number of technical issues (e.g. Radio
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Frequency Spectrum, compliance with
civil certification standards), operational
issues (e.g. maintaining interoperability
for tactical purposes and satisfying
common operational requirements),
security issues (e.g. network and cryptographic management) and institutional
issues, which meant that this option was
not recommended.
3.5.5.11 FANS/ACARS State aircraft will also be
accommodated in European airspace
during a certain transition period. It is
important to highlight that FANS/ACARS
also handles ATS and AOC communications in Oceanic and remote areas, as
described above.
3.5.5.12 Data link is a critical capability for the
performance targets and improvements
foreseen in the context of future trajectory-based operations (including Business/
Mission Trajectory). State aircraft compliant
with CPDLC and Initial 4D capabilities will
be ready to support initial services and will
have baseline provisions for subsequent
enhancements. Potential benefits relate to
seamless integration into a mixed mode

environment together with capacity gains,
ATC workload reduction and increased
safety levels.
3.5.5.13 Concerning CPDLC, non-equipped State
aircraft may continue to be handled
through air-ground voice (fall-back)
services. That reversion option may not be
possible for i4D ,as it entails an automated
system-to-system connection between
FMS and trajectory predictors.
3.5.5.14 NATO reference [Ref 42]: AC/92-D(2011)
0003: NATO Position on Controller-Pilot
Data Link Communications, 11 April 2011.
3.5.6 Future Communications Infrastructure (Future
COM)
3.5.6.1 The Future Communications Infrastructure
(FCI) (Figure 14) covers ATS B3 to support
ATS and AOC end-to-end communications, including air-ground and air-air
communications. FCI encompasses terrestrial, satellite-based and airport data
link communications. The technologies
related with those three FCI segments are
described in the next paragraphs.

Figure 14: Future Communications Infrastructure (FCI)
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3.5.7 L-Band Digital ATM Communications
System (LDACS)
3.5.7.1 LDACS is the future aviation FCI terrestrial datalink, which will complement
the VDL2 and FANS datalink operations
in continental airspace and enable
secure and efficient data exchange
between air traffic control centres and
flight decks, including 4D trajectory and
time-critical services. This new technology also supports the implementation of an alternative navigation system
for aviation, which determines the
aircraft’s position using LDACS signals
received by ground stations.
3.5.7.2 L-DACS includes a frequency division
duplex (FDD) configuration, utilizing
OFDM modulation techniques, reservation-based access control and
advanced network protocols. This solution is a derivative of the B-AMC and
TIA-902 (P34) technologies (Figure 15).
3.5.7.3 LDACS requires spectrum compatibility
with existing systems in the L-band, in
particular on-board co-site interference
(DME/TACAN, JTIDS/MIDS, UAT, GNSS,
and SSR/Mode S). LDACS has been
designed to minimize interference to
and from these systems. The specific
compatibility situation in the L-band
has influenced decisions related to the
LDACS system design.
3.5.7.4 LDACS is a multi-application cellular
broadband system capable of simultaneously providing various kinds of
Air Traffic Services (including ATS-B3)
and Aeronautical Operational Control
(AOC) communications services from
deployed Ground Stations (GS). The
LDACS A/G sub-system physical layer
and data link layer are optimised for
data link communications, but the
system also supports air-ground voice
communications services26.

B-VHF

B-AMC

P34

Wimax

LDACS
Figure 15: LDACS Technology Basis

3.5.7.5 The physical LDACS cell coverage could
effectively be de-coupled from the operational coverage required for a particular
service. Services requiring wide-area
coverage are installed at several adjacent LDACS cells. The handover between
the LDACS cells involved is seamless,
automatic, and transparent to the user.
Therefore, the LDACS A/G communications
concept is open to the future dynamic
airspace management concept.
3.5.7.6 The LDACS A/G sub-system (Figure 16)
provides a bi-directional point-to-point
addressed data link comprising Forward
Link (FL) and Reverse Link (RL) as well as
broadcast capabilities (FL only). LDACS
is to provide mechanisms to transport
Aeronautical Telecommunication Network/
Internet Protocol Suite (ATN/IPS) and
Aeronautical Telecommunication Network/
Open Systems Interconnection over IP
(ATN/OSI over IP) based communication
services. It is controlled by a ground-station
controller (GSC).

26 LDACS voice functionality is planned, but has not been addressed in existing SESAR specifications.
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Figure 16: LDACS Topology

3.5.7.7 In order to maximise the capacity per
channel and to use the available RF spectrum optimally, LDACS is defined as an
OFDM-based FDD system, supporting
simultaneous transmission in Forward Link
(FL) and Reverse Link (RL) channels, each
with an occupied bandwidth of 498.05
kHz27. Within that bandwidth, a maximum
of 51 OFDM subcarriers are used, separated
by 9.765625 kHz. Each sub-carrier is separately modulated, LDACS OFDM symbol
duration is 120 μs, including a cyclic prefix
of length 17.6 μs. The OFDM parameters
have been selected taking into account the
specifics of an aeronautical mobile L-band
channel.
3.5.7.8 LDACS is to operate in the 960 –1164 MHz
frequency range. The LDACS frequency
bands for the A/G link are the following:



Forward Link: 1110-1156 MHz
Reverse Link: 964 – 1010 MHz

LDACS duplex spacing between the LDACS
FL and RL frequency bands is to be 146
MHz.

3.5.7.9 LDACS is expected to provide coverage
of up to 200 nm, corresponding to a cell
radius of approximately 370 km. This leads
to propagation delay of up to 1.2 ms.
Particularly in the case of an unsynchronized transmission, sufficiently large guard
times are built into the system design. In
addition, such a large coverage area could
result in a high number of users (i.e. aircraft
LDACS capable and active within a cell).
3.5.7.10 LDACS achieves FL net data rates from
315.5 kbit/s to 1428.2 kbit/s. The data rate
in the FL depends on the chosen coding
rate and modulation scheme for user data
and the size of the CC slot. In the RL, user
data rates cannot be easily specified, since
the ratio of DC slot duration to data slot
duration is variable. However, assuming a
DC slot duration of TDC max = 12.96 ms,
the user data rates range from 235.2 kbit/s
to 1108.8 kbit/s.
3.5.7.11 When operating in A/A mode, the LDACS
system offers a broadcast A/A surveillance link and an addressed (point-topoint) A/A data link, both with direct

27 The occupied bandwidth comprises an unmodulated DC carrier and 25 OFDM carriers on each side of the DC carrier. The LDACS RF

bandwidth has been selected as a trade-off between the achievable capacity and the restrictions of the inlay deployment concept
(bandwidths larger than 500 kHz would lead to increased required separation distances between LDACS radios and other L band
radio stations).
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air-air connectivity. A/A communication
between involved LDACS AS takes place
in a decentralized, self-organised way
without any need for ground support
(GSs may be optionally deployed, e.g. for
monitoring A/A traffic). For A/A network
synchronisation purposes, the availability
of a common global time reference is
mandatory at each AS. No A/A voice
services are offered in this mode.
3.5.7.12 LDACS technology is also expected to
support an alternative navigation system
for aviation which determines the aircraft’s
position using LDACS signals received by
ground stations. Indeed, the use of LDACS
as a ranging source for navigation is also
being prototyped, contributing to the
research on A-PNT (Alternative Position
Navigation and Timing).
3.5.7.13 Each 500 kHz-wide LDACS OFDM channel
can be utilized as a ranging source as
ground stations transmit continuously and
synchronously on different frequencies.
The intended navigation performance is
to take advantage of the planned implementation of LDACS ground receiver sites
(basically acting as “pseudolites”).
3.5.7.14 In October 2018 ICAO agreed with initial
standards (SARPs) for LDACS and work
in EUROCAE for MOPS and MASPS was
being prepared when this document was
drafted.
3.5.7.15 Activities at the level of the ICAO PT-T
panel are progressing to develop guidance and to fully standardise LDACS and
the security features to be implemented.
3.5.7.16 In parallel, the definition and validation of
the LDACS technology is progressing in
the context of SESAR2020 research on the
basis of an enlarged industry partnership.
EUROCONTROL has been contributing to
ICAO LDACS standardisation activities and
is overseeing international harmonisation
and dissemination efforts. It is estimated
that standardisation activities (ICAO,
EUROCAE/RTCA and AEEC) for LDACS
will be finalized, subsequently enabling
the operational introduction of LDACS by
2025.
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3.5.7.17 The first flight test of an LDACS prototype took place on 26 March 2019, by
a Dassault Falcon 20 research aircraft
owned and operated by DLR, the German
Aerospace Centre. This test flight took off
from Munich’s Oberpfaffenhofen airport,
equipped with an LDACS demonstrator.
This first flight test was successful and
illustrated the potential of LDACS as a
future aviation digital data link for air-traffic
management. Key functionalities like
handover between ground stations and
the LDACS ranging capability for A-PNT
(Alternative Positioning, Navigation, and
Timing) applications as well as secured
transmissions of CPDLC- and ADS-C
applications have been demonstrated
successfully.
3.5.7.18 NATO Reference AC/92-D(2013)0016 Dual
Ref, dated 17 Dec 2013, sets out the NATO
position on LDACS. NATO has serious
concerns about the introduction of a
new datalink into the Aeronautical RadioNavigation Service (ARNS) frequency band
[Ref 81].
3.5.8 Satellite Communications (SATCOM)
3.5.8.1 Satellite communications are an essential component of current aeronautical
communications, supporting in particular
procedurally controlled operations in
oceanic and remote airspace. In the future,
SATCOM’s role in the Future Aeronautical
Communications Infrastructure (FCI)
(see Figure 17) is expected to increase
supporting operations in oceanic, remote
as well as continental airspace. In this
context, SATCOM, together with the
terrestrial systems, will enable the future
concepts developed in SESAR2020,
NextGEN and CARATS ATM modernisation
programmes. SATCOM is an integral part of
the future multilink data link environment
of FCI.
3.5.8.2 Currently, the published ICAO SATCOM
Manual (document 9925) contains provisions for two systems: one operated by
INMARSAT (I3, Classic Aero) and the other by
IRIDIUM (Short Burst Data). These SATCOM
systems have been validated against the
requirements of the current ICAO Standards
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Figure 17: SATCOM in the context of FCI

and Recommended Practises (SARPs) and
are supporting FANS1/A operations.
3.5.8.3 However, current SATCOM performance
requirements (in particular the inherent
transmission delays resulting from the
communication up- and downlink) in
those SARPs, while appropriate for the
current operations, may not be compatible
with the performance requirements for the
emerging/future services and applications
(such as initial 4D trajectory management)
for continental/domestic airspace operations. Indeed, the current latency (delay)
requirements are in the order of 20 to 30
seconds and therefore the current ICAOstandardised SATCOM systems do not (yet)
support the performance required for the
future ATM services.
3.5.8.4 Consequently, updates to the ICAO
SATCOM Manual and SARPs are already
underway to include the new operational
INMARSAT system (I4, SwiftBroadband) and
IRIDIUM evolutions. Indeed, the respective
operators are in the process of upgrading/
updating the services they offer. INMARSAT,
in addition to continuing the Classic Aero
FANS service over I4/Alphasat and in the
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future, as necessary, over I6 constellation, has already proposed including their
new SwiftBroadband (SBB) service in the
next update of the ICAO SATCOM Manual
supporting services in remote and oceanic
airspace.
3.5.8.5 IRIDIUM is now embarking on the full
replacement of their current constellation and is expected to proceed with the
standardisation within ICAO of their nextgeneration constellation (IRIDIUM Next)
and with a new service referred to as
IRIDIUM Certus. Both INMARSAT SBB and
IRIDIUM Certus are potential candidates to
meet stringent requirements imposed by
new ATM concepts (e.g. latencies of 6 to 9
seconds and continental requirements like
controller-pilot data link communications
(CPDLC) and trajectory management).
3.5.8.6 Satellite communications are a complement to terrestrial systems in order to
meet, in the long term, the future service
provision performance requirements as
well as, in the short term, to potentially
complement the ongoing VHF Data Link
Mode 2 (VDL2) implementation mandated
by EC Regulation 29/2009.

71

3.5.8.7 INMARSAT SBB (IRIS Programme from
European Space Agency - ESA for SESAR)
and IRIDIUM Next are important modernization initiatives underway, which will
result in the next generation of SATCOM
services to sustain the so-called Class B28
requirements in remote/oceanic and continental regions.
3.5.8.8 SATCOM will have an important role to play
in the evolution of digital data link services,
with a potentially critical status in the next
edition of the ATM Master Plan. It seems
important to anticipate any potential
impact on military aircraft operators that
require CPDLC and trajectory management
services when operating GAT.
3.5.8.9 In general, the lifespan of satellite-based
communication systems is determined by
the lifetime of the satellite constellation in
use. As such, there is a periodical change
and or (partial) update of satellite constellations in approximately 15 to 20 year cycles,
which drives changes to the SATCOM
avionics equipment more frequently than
other aviation COM systems today, such
as VHF communications. Such changes
also potentially bring increased system
performance.
3.5.9 Aeronautical Mobile Airport Communication
System (AeroMACS).
3.5.9.1 The Aeronautical Mobile Airpor t
Communication System (AeroMACS) is the
airport surface communications solution
to cope with increased volumes of data
exchange at airport surfaces. This telecommunication system is based on commercial 4G WiMAX (IEEE 802.16) standards.
AeroMACS was designed to use the aeronautical C-band (5 GHz) for short-range
and high-throughput communications.

3.5.9.2 AeroMACS will support both ATS and
AOC end-to-end communications. It will
support surface routing and guidance
functions as part of an overall A-SMGCS29,
as well as the transmission of 4D trajectory
data for the airport ground segment.
3.5.9.3 The Aeronautical Mobile Airport Communication System offers the following
benefits:












provides higher throughput for airport
surface communications;
provides relief for the congested very
high frequency (VHF) spectrum at
airports;
supports worldwide interoperability and
the integration of critical communications for air navigation service providers,
airspace users and airport operations;
reduces overall costs (thanks to synergies gained in sharing infrastructure);
introduces security capabilities;
reduces airport congestion and delays;
enhances situational awareness on the
airport’s surface
operates in ITU regulated and protected
spectrum.
prepares for and enables the integration
of future FCI components with which it
will share infrastructure (network, security, etc.)

3.5.9.4 AeroMACS technology was selected by
ICAO because of its high capability and
meeting performance requirements.
AeroMACS is part of the Communication
Roadmap of the ICAO Global Air Navigation
Plan (GANP) and the European ATM
MasterPlan.
3.5.9.5 Through the SESAR1 and SESAR2020
Programmes, EUROCONTROL, together
with other European partners have

28 SATCOM Performance Class C covers the performance requirements included in the current ICAO SARPs. SATCOM Performance

Class B covers more stringent performance requirements (such as those required by initial 4D trajectory management, and covered
by the ATN/B2 requirements) and will be applicable for existing commercial SATCOM systems not currently not standardised by
ICAO (IRIDIUM Next and the planned evolution of the INMARSAT SBB safety to become the INMARSAT/Iris Precursor, supporting
safety services in continental airspace too). Class B requirements will cover remote, oceanic as well as continental operations.
SATCOM Performance Class A covers more stringent requirements (such as those required by full 4D and by the SESAR/NextGEN/
CARATS future concepts) and will be applicable to future SATCOM systems (not commercially available today).
29 Advanced Surface Movement Guidance and Control System
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validated the system concept and usage
of AeroMACS through simulations and
prototype development, as well as led
the development of standards in ICAO,
EUROCAE/RTCA and the Airlines Electronic
Engineering Committee (AEEC). Since the
beginning of SESAR 1, extensive work has
been carried out together with participating partners. In SESAR 2020, SESAR 1
outcomes were the basis for further work
on integration of AeroMACS networks into
a multi-link environment.
3.5.9.6 The development of AeroMACS was initiated on the basis of a joint recommendation by EUROCONTROL and the FAA
(AP17 activities). EUROCONTROL leads the
international AeroMACS standardisation
and harmonisation efforts. EUROCONTROL
provides contributions and coordinates
with partners in various ICAO, EUROCAE,
WiMAX Forum and AEEC standardisation
groups. Such contributions are coordinated
in the framework of SESAR2020 and also
between the different interested parties
internationally in order to ensure that the
developed standards support global and
interoperable AeroMACS systems.





AeroMACS PKI Certificate Policy
(2017)
AeroMACS RCT – Radio Conformance Test (2017)
AeroMACS PCT – Test Suite Structure and Test Purposes Specification
(2017).

3.5.9.8 AeroMACS has internationally been standardised and globally harmonised, offering
a broadband IP datalink with interoperability on a worldwide scale and enabling
the integration of critical communications for ATS, AOC and airport authority
communications.
3.5.9.9 It represents a mature and validated solution to support mobile and fixed users in
terms of the safety and regularity of flight
communication exchanges at the airport
surface for airports, airlines and ANSPs.
AeroMACS data link is a component of
the wider aviation Future Communication
Infrastructure, enabling operations within
the FCI multilink concept, in combination
with other datalink technologies, including
LDACS, SatCOM and ATN/VDL2.
3.5.10 Air-Air Voice Communications

3.5.9.7 The standardisation activities for AeroMACS
have been carried out in a number of
groups. A comprehensive overview of key
standards developed for AeroMACS are
summarised below:









AeroMACS SARPs - ICAO Annex 10 Vol III,
Chapter 7 (2016)
AeroMACS Manual – ICAO DOC10044
(2017)
AeroMACS Profile – EUROCAE ED-222/
RTCA DO-345 (2013)
AeroMACS MOPS – EUROCAE ED-223/
RTCA DO-346 (2013)
AeroMACS MASPS – EUROCAE ED-227
(2016)
AeroMACS Transceiver and Aircraft
Installation Standards – AEEC/ARINC
766 (2017)
AeroMACS WiMAX Forum® standards:
 AeroMACS PICS - Protocol Implementation Conformance Statement
(2013)
 AeroMACS CSRL - Certification
Requirement Status List (2014)
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3.5.10.1 In current operations, pilots routinely
monitor analogue VHF DSB AM air-ground
voice communications between ATC and
other aircraft (party line) but air-air voice
communications (between two aircraft)
are used today only in rare circumstances
such as Traffic Information Broadcasts by
Aircraft (TIBA) procedures over remote
areas with limited ATC support. Meaningful
development and deployment efforts for
the future have never been progressed.
3.5.10.2 With the introduction of future concepts of
operations, the only potential ATM-related
air-air voice requirements could be linked
to providing a back-up capability to the
potential air-air digital data link exchanges.
However, such an approach is far from
mature and it seems unrealistic to expect
a full back-up capability as many of the
exchanges would entail the transmission of large amounts of information (e.g.
trajectory intent) for an analogue voice
back-up. Air-air voice communications
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would therefore presumably address only
a subset of the air-air data link capabilities.
3.5.10.3 For specific military (training) purposes,
air-air voice contacts could enhance safety
when used during air defence interception of civil aircraft. This is not yet a validated requirement.
3.5.11 Air-Air Data Communications
3.5.11.1 The use of air-air point-to-point data links
will be envisaged only for ATM in the
medium-term future. It may be considered
earlier if broadcast data link becomes spectrally insufficient to maintain synchronisation
of trajectory data (technical acknowledgement and/or confirmation), to automatically disseminate information such as wake
vortex separation minima or encountered
weather hazards to following aircraft.
3.5.12 ADS-B Data Link
3.5.12.1 Broadcast air-air data link is important.
A capability for air-air broadcast data
link to support advanced ASAS applications is introduced in new concepts as a
fundamental enabler of new separation
modes through the use of the Automatic
Dependent Surveillance–Broadcast IN
(ADS-B IN) technique.
3.5.12.2 To support such surveillance applications
where the transmission delay (latency) is
more stringent, there is a requirement for
the introduction of broadcast datalinks to
sustain the ADS-B technique. The selected
broadcast datalink for ADS-B in Europe
and U.S. is the Mode S 1090 MHz Extended
Squitter, as discussed later in the surveillance section.
3.5.13 Multilink Concept
3.5.13.1 Future COM will include a multilink
concept to ensure the co-existence of
present and future technologies, recognising that global operation will require
multiple technologies for operation in
different parts of the world. It may also
integrate communication service provided
by third party under the new model of
Performance Based Approach.
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3.5.13.2 An important goal within the area of data
link communications is to harmonise
regional implementation and to come to
a common technical and operational definition, applicable to all flight regions in the
world. Therefore, the FCI multilink solution, to be defined in SESAR2020, needs
to support a seamless migration/transition from existing data link technologies
towards new data link technologies.
3.5.13.3 The scope of the SESAR 2020 multilink
solution is limited to the components of
FCI, including the three new air-ground
data links (AeroMACS, LDACS and longterm (Performance Class-A) SATCOM
system). Those technologies will enable
the exchange of CPDLC, ADS-C, AIS/
MET and AOC application messages and,
potentially, digital voice. It also includes
a ground OSI/IP gateway function, interfacing with the new A/G data links to
allow OSI/IP data conversion for OSI-based
ATS aircraft implementations and software-defined radios, interfacing with the
new air-ground data links for the transport
of digital voice.
3.5.13.4 When this document was developed,
the SESAR 2020 multilink solution was
still being researched by prototyping the
FCI network infrastructure, A/G ATN/IPS
router, OSI/IP gateways, multilink capable
airborne emulators and routers, including
functions for QoS, multilink, IP mobility
and security.
3.5.13.5 The multilink function within the FCI,
that “takes the decision” about the packet
routing strategy through the various
access subnets, is located in the following
blocks: the Airborne IPS Router and the
G/G IPS Router. The Multilink approach is
based on the definition, evaluation and
management of Class of Services, Quality
of Service and CoS-to-QoS-to-Link Quality
mapping.
3.5.13.6 All the links connecting an aircraft to the
Ground System could be simultaneously
used, in various combinations, according
to configurable routing policies and the
ATS Class of Service for each ground-airground communication.
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3.5.14 Software-Defined Radio technologies
3.5.14.1 The proposed new FCI multilink developments must be seen as related to a new
approach to addressing future airborne
integration topics. The proposed FCI will
require a “flexible”/adaptable airborne
architecture based on technological
developments such as the use of software
radios and multiband (smart) antennas.
3.5.14.2 It is expected that future research will
bring significant developments in the
aeronautical data communications
domain, including the improvement and
widespread use of software-defined radio
(SDR) technologies. SDR improvements
are enabled by the use of advanced
techniques, e.g. real-time digital signal
processing, adaptive filtering, processing
power and field programmable gate arrays
(FPGA). Communications waveforms may
then be accommodated in multimode
transceivers if feasible technology reaches
a more advanced stage of readiness.
3.5.14.3 In an SDR system, components that typically have been implemented in the
hardware (e.g. mixers, filters, amplifiers,
modulators/demodulators, detectors, etc.)
are instead implemented in the software.
While the concept of SDR is not new, the
rapidly evolving capabilities of digital electronics facilitate many processes which
used to be only possible in theory. Such
a design produces a transceiver which
can receive and transmit a wide range of
different radio protocols (referred to as
waveforms), based solely on the software
used.
3.5.14.4 The full potential of SDR technology is
not yet fully ready for deployment in the
aviation context, but today’s SDR systems
already meet basic definitions and some
variants are already in operation, including
in military aviation. It is expected that
future research in the USA and Europe
will pave the way for a next generation
of radios that can emulate a waveform
by selecting/changing software code. A
key feature of this technology is the software communications architecture (SCA),
which became a recognised standard in
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this domain. SDR could also contribute
to achieving interoperability through
a common set of shared open-system
standards and applications.
3.5.14.5 SDR solutions could bring benefits in the
ATM domain because multimode avionics
are a key facilitator of interoperability,
including the possible integration of military system functions. The integration of a
large number of civilian capabilities in the
limited cockpit space of military fighters
and its co-existence with other military
capabilities could be better achieved if
SDR technology is introduced. Moreover,
the availability of SDR in the cockpit facilitates the multilink ground environment.
3.5.14.6 The co-existence of civil and military ATM/
CNS functionalities and the need for technical solutions to overcome cockpit integration limitations will feature in future
SDR initiatives still to be the subject of
additional R&D efforts. The replacement
of multiple-hardware components by
waveforms, supported by a common
multimode avionics component, may
(depending on R&D results and deployment decisions) be the preferred way to
introduce into military tactical aircraft
capabilities such as Future COM, digital
voice, advanced navigation and surveillance applications, etc.
3.5.15 Data Link Security
3.5.15.1 A current research approach to address
security requirements for FCI is to derive
them from a holistic risk analysis for airground-air communication security. A
complete security analysis and review
should be the starting point for determining threats, risks and vulnerabilities.
3.5.15.2 The final definition of FCI is expected to
include security mechanisms for the upper
protocol layers, e.g. the ATN-IPS Security
Dialogue Service.
3.5.15.3 According to the risk analysis conducted
during the initial SESAR research efforts on
LDACS, it is recommended to implement
authentication (ATC/AOC) for both Control
and Data streams and encryption (AOC)
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for the Data stream. Such mechanisms
must be based on security certificates and
their proper management by dedicated
infrastructures (e.g. PKI).
3.5.15.4 The “Air-Ground communication segment”
typically includes an “Air Interface” between
the Airborne Station and the Ground
System interface to the Ground Network.
Message integrity protection is obtained
through the Air Interface authentication
for each protocol.
3.5.15.5 As far as IPSEC (IP Security) support is
concerned, FCI should use other airground encryption mechanisms provided
by each of the three Data Links (LDACS,
AeroMACS, SATCOM) to secure the airground data link subnet against eavesdropping (AOC) and Man-in-the-Middle
(ATC/AOC) attacks. IPSEC use could be
provided for at ground-ground level in
some scenarios (e.g. hardening the interfaces between FCI network elements and
the PKI), but it is assumed that air ground
IPSEC as such is not needed.
3.5.15.6 From a security perspective, FCI infrastructure must be seen as a “system of
systems”, each one owned and operated
by different Stakeholders (mainly CSPs and
ANSPs). Therefore, a “federated” security
infrastructure, able to enforce the “chain of
trust” between the various security infrastructures (PKI), is needed.
3.5.16 Air-Ground Data Link Applications
3.5.16.1 ATN-B1 supports today’s initial set of
CPDLC applications while ATS-B2 will be
the enabler to support the additional sets
of CPDLC applications, i4D/ADS-C and
D-FIS applications. These new applications
will entail more demanding performance
levels to meet the availability, continuity
and integrity requirements.
3.5.16.2 ATM applications that describe such ATS
services are also referenced, in generic terms,
in the EUROCONTROL/FAA Action Plan 17
Communications Operating Concept and
Requirements (COCR) for the Future Radio
System, Version 2.0 [Ref 38, 39].
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3.5.16.3 Any possible implementation of ATM
applications for military platforms and
ground interfaces may imply more than
the basic availability of any self-contained
data link capability in the lower OSI
layers. It may require software adaptations as well as leveraging with other
avionics as sources for aircraft parameters.
The detailed discussion of ATM applications aspects is outside the scope of this
Roadmap as it focuses more on the information exchange technology/bearer.
3.5.17 Communications Requirements of Remote
Piloted Aerial Systems (RPAS)
3.5.17.1 Communications requirements were
initially defined by EUROCAE (WG 105),
with applicability to manned aircraft as
well as to military RPAS. From a communication architecture point of view, RPAS
operations support is divided into radio
line of sight and beyond radio line of sight
(BRLOS) operations.
3.5.17.2 Those terms cover all possible connections between remotely piloted aircraft
(RPA) and the remote pilot station (RPS)
for command and control (C2) and ATM
communications. It is widely agreed that
SATCOM will be significant in facilitating
BRLOS communications.
3.5.17.3 The performance requirements and classes
of service of the data link supporting
those communications needs is one of
the key elements that will determine the
safe integration of RPAS into current aviation traffic and also safe flight over surface
population and critical infrastructure.
3.5.17.4 Required Communications Performance
(RCP) will have to be specified for the
full range of aviation applications. It is
already specified for ATM communications. In the same way, because they are
directly related to safe traffic separation,
C2 communications will have to meet
specific RCP (C2-RCP). The C2-RCP concept
will have to be developed at ICAO level.
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3.6 Civil Military Air-Ground Data Link
Communications Interoperability
		

ATN/B1 and ATS/B2

3.6.1 For military aircraft, the data link interoperability
options to implement an ATN-compatible avionics
system with integrated data links may range from
retrofits with civil equipment “as-is” to lower-cost
avionics adaptations that raise certain technical
challenges.
3.6.2 The equipage rates for the ATN/VDL2 (or FANS
1/A) capability of transport-type military aircraft
are increasing steadily. Many State aircraft operators are deciding to implement such capability to
ensure seamless accommodation when operating
as GAT/IFR in a mixed environment.
3.6.3 Equipage solutions may vary depending on
aircraft types and available provisions (e.g. integration with baseline avionics). Careful consideration is then essential with regard to 1) defined
levels of performance, availability and integrity; 2)
emulation of the Communication Management
Unit (CMU) function; 3) the enabling of CPDLC
and ADS-C/I4D applications; 4) generation of the
layers of the ATN protocol stack; 5) availability of
appropriate data at the level of FMS/MMS and 6)
software modification of the bus controllers regulating communication functions.
3.6.4 Additional technical challenges associated with
the adaptation of the synthetic video display,
antennae, co-site interference/suppression bus,
etc.
3.6.5 Ideally, manufacturers and aircraft maintenance
organisations should address the use of civil
data link systems on military aircraft by offering
solutions that take due account of the military
installations available (e.g. military V/UHF multimode radios and military-specific FMS/MMS and
avionics).
3.6.6 Fighter aircraft feature highly integrated avionics
and are less suited to accommodating retrofit
initiatives in comparison to larger transport-type
aircraft. The most recent generation of fighters
carries communications, navigation and identification (CNI) avionics suites supported by softwaredefined radio (SDR) technology, which opens up
wider interoperability perspectives.
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3.6.7 In fact, technical solutions for military data link
accommodation have not yet been fully demonstrated and validated. Significant institutional uncertainties surround its possible consideration as a valid
option, which is not unanimously supported. There
are also constraints in the field of security and RF
spectrum impact on the civil L-band systems (e.g.
DME, LDACS). Military data links (e.g. JTIDS/MIDS/
Link 16) are fundamental to military interoperability
and military interests and are a key capability for the
military, especially military aviation.
3.6.8 Short-term mitigation for non-equipped aircraft is
the use of VHF AM (8.33kHz)and/or UHF AM airground voice communications.
		ATS/B3
3.6.9 Future Communications Infrastructure (FCI) (including airport-dedicated, terrestrial and SATCOM)
is expected to offer a technological convergence
path for civil aviation in respect to air-ground data
communications. Civil-military interoperability
in that context remains to be determined, given
the known military positions on LDACS [Ref 82].
SATCOM synergies and/or multilink accommodation will have to be studied if the military decide
to benefit from longer-term ATS/B3 IPS-based
solutions supporting Full 4D functions and additional applications (e.g. digital voice, uplink of
ASM, AIM, MET).
3.6.10 FCI is currently the subject of SESAR2020 research
efforts as well as standardisation at ICAO level.
SATCOM looks to be a very promising enabler
for future requirements. The specification and
development of terrestrial LDACS technology
is ongoing to address frequency compatibility
with military systems in the same band. Security
mechanisms will also be part of a future multilink
environment.
3.6.11 Trajectory based concepts could have an impact
on commercial airlines, regional and State aircraft
alike. In the medium/longer term, data links
could facilitate transport-type State aircraft operations in a seamless mixed mode environment to
exchange data not only related to trajectory negotiation/revision but also other air-ground data link
services (addressed and broadcast) such as information exchanges supporting new separation
modes, traffic and terrain awareness, meteo and
aeronautical information exchanges.
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3.6.12 A defined level of capabilities will have to be introduced on State aircraft, including key 4D functions relying on system-to-system data exchanges
(waypoints, time constraints, etc.) between trajectory predictors and onboard Flight Management
Systems (FMS) or Military Mission Systems (MMS)
and filed flight plans.
3.6.13 Longer-term requirements comprising full 4D
functions and more advanced air-ground communications applications will impact State aircraft
types that need to conduct business/mission
trajectory operations. ATM exchanges with those
military aircraft may rely on their equipage with
civil solutions or be achieved by forwarding ATS
services to military infrastructures through secure
ground interfaces (provided and controlled by
the military), so that the ATM information can be
relayed to military aircraft.
3.6.14 Future ATM data link requirements will require
migration from the baseline ATN/VDL2 capability
to the Future COM Infrastructure (FCI) technologies described above. FCI higher-capacity data
links should not hamper potential civil-military
data link interoperability needs, in particular from
transport-type State aircraft.
3.6.15 The validation of FCI technology solutions will
take full account of civil-military interoperability
requirements. In due time, emerging enablers
(e.g. LDACS, SATCOM, AeroMACS) will have
to be evaluated as options for deployment.
Consequently, any forward fit plans for State
aircraft will need to take stock of this natural
evolution from ATN/VDL2 to FCI and ultimately
as a waveform in software-defined multi-mode
avionics.
3.6.16 Integration with the ground infrastructure will be
fundamental. State aircraft supporting FCI data link
capability will need to be cooperative with EATMN
through the air-ground SWIM Service Oriented
Architecture (SOA) environment having access
to the full range of advanced ATM applications.
A multilink environment will enable a transition
(with backwards compatibility) with legacy technologies; military aircraft may also continue to be
connected through national military C2 systems
and interfaces.
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3.6.17 Military aircraft forward-fitted with FCI capability
should address airborne integration concerns.
Studies and further research are needed to identify technical alternatives to cope with HMI issues,
including the use of multi-mode displays, bus/
busbar availability and FMS coupling and integration, co-site interference with other military avionics in respect of both space volume envelopes
and electromagnetic compatibility, (conformal
fuselage) antennae array integration and multimode architecture considerations.
3.6.18 SDR or other multi-mode avionics approaches
should offer the capability to operate in a reconfigurable way by means of selection of appropriate
software-programmable instructions, without the
need to introduce hardware changes. The future
aircraft communication systems must be capable
of selecting any of the “new” data-links to be used,
depending on phase of flight, required services,
QoS, etc.
3.6.19 Satellite Communications (SATCOM) seem particularly relevant for civil-military interoperability,
offering service opportunities for the continental
domain but also beyond line of sight (BLOS) perspectives for use in those oceanic and remote areas
supporting deployable military concepts.
3.6.20 INMARSAT and IRIDIUM modernisation takes place
independently of military/governmental SATCOM
programmes. SATCOM interoperability remains to
be fully investigated.
3.6.21 The potential re-use of military UHF SATCOM,
Tactical Satellite Communications (TACSAT), to
support (civil) ATS requirements remains unclear as
a number of topics require further research. To be
approved as an ATS capability, the SATCOM owned
and operated by the military would have to meet
the service and performance requirements set out
in the ICAO SARPS in respect of aircraft integration,
antennae, ATS data exchange priority, etc.
3.6.22 Further investigation would be needed on the
latest state of play of UHF TACSAT. The current UHF
TACSAT (standard access 5kHz, 25kHz channels
and Demand Assigned Multiple Access - DAMA)
are being enhanced with next-generation satellite
constellations and services like the Mobile User
Objective System (MUOS) and those capable of
supporting the Integrated Waveform (IW).
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Figure 18: Civil-Military Data Link Context

3.6.23 Any future research to be conducted to determine civil-military SATCOM interoperability must
evaluate whether:











Current- and next-generation military UHF
SATCOM would meet SATCOM link delay recovery time requirements (90 seconds after satellite failure)
UHF SATCOM protocols could allocate ATS data
with higher priority
UHF SATCOM avionics equipment could
provide inputs to the Communications Management Function (CMF) and would have to be
modified to implement current CMF protocols
UHF SATCOM could meet ICAO SARPS performance levels for ATS usage
Civil ATS applications can be implemented in
military avionics systems
A ground entry point into ATN (ICAO Aeronautical
Telecommunications Network) can be defined in
UHF SATCOM ground terminals/infrastructure.
There is adequate radio frequency spectrum
supportability, meeting the RF spectrum
criteria for aeronautical operations (i.e. no
interference).
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3.6.24 Considering the limitations of the ATN/VDL2
technology, namely a limited bandwidth to
sustain advanced data link requirement, synergies
between civil and military SATCOM programmes
could offer significant technology enhancements
and lower-cost solutions for all users. However,
SATCOM must be considered in the context of FCI
multilink developments alongside other complementing options like LDACS.
3.6.25 Other data link domains planned for research are
to investigate options based on terrestrial cellular
telecommunications technologies and the introduction of robust security. Figure 18 gives an
overview of the potential civil-military data link
context.
		Software-Defined Radios
3.6.26 It is expected that the development of, and increasing aviation-focus on, software defined radio
technologies will offer civil-military opportunities
to cope with data link requirements on the basis
of waveform accommodation in a multi-mode
configuration.
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3.6.27 The recent 5th generation of fighter aircraft (e.g.
the F35 Joint Strike Fighter) obtains communications, navigation and identification (CNI) avionics suites supported by SDR technology with
conformal and adaptive (multi-frequency band)
antenna arrays, using reconfigurable FPGA/
RF hardware and computer processors to run
software that produces the desired CNI waveforms, i.e. services needed.
3.6.28 SDR may be instrumental in overcoming military
aircraft cockpit integration limitations by replacing
multiple hardware components by waveforms,
supported by a common multimode avionics
element. This could offer an “airborne multi-link
environment” facilitating the integration into military aircraft of capabilities like FCI data links, digital
voice, advanced navigation and advanced surveillance applications.
3.6.29 Full capabilities of SDR technology are still years
away from extensive deployment in aviation but
today’s SDR systems already meet basic definitions. There are some ongoing programmes in
the United States and Europe that are expected
to pave the way for a new generation of radios
that can emulate any waveform by simply changing software. A key feature of this technology
is the software communications architecture
(SCA), which became a definition reference in
this domain. SDR can also contribute to achieving
interoperability through a common set of shared
open-system standards and applications.
3.6.30 SDR solutions could bring benefits to the ATM
domain as multimode avionics are a key facilitator for interoperability, including for the integration of military system TRANSEC and/or COMSEC
waveforms. The integration of a huge number of
civil capabilities into the limited cockpit space of
military fighters and its co-existence with other
military capabilities can be better achieved if SDR
technology is introduced.
3.6.31 The replacement of multiple hardware components by waveforms, supported by a common
multimode avionics component, may (depending
on R&D results and deployment decisions) be the
preferred way to introduce into military tactical
air-craft capabilities like FCI data links, digital voice,
advanced navigation and surveillance applications, etc.
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3.6.32 SDR research proposals must be progressed and
related standardisation, industrialisation and certification aspects must also be discussed, taking
military requirements into account.
		

Performance Approaches (for the Baseline 3
context)

3.6.33 ICAO is in an advanced stage of development of
concepts like Performance Based Communications
and Surveillance (PBCS), which will prioritise
performance/QoS considerations in terms of
continuity, availability, integrity, transaction time,
etc.
3.6.34 PBCS is required to ensure that operator systems
and infrastructure meet global performance.
3.6.35 The PBCS concept offers a framework for managing
communication and surveillance performance
in accordance with globally-accepted required
communication performance (RCP) and required
surveillance performance (RSP) specifications.
3.6.36 The PBCS concept allows for new RCP/RSP specifications for other purposes.
3.6.37 PBCS and RCP seem to be an important approach
for the development of Future COM technologies,
as it will make it possible to decouple services and
performance requirements from physical equipment. It could offer the possibility for military
capabilities to be reutilized.
3.6.38 The RCP/RSP specifications included are intended
initially for controller-pilot data link communications (CPDLC), automatic dependent surveillancecontract (ADS-C)and satellite voice (SATVOICE)
communications, supporting ATM operations in
airspace where procedural separations are being
applied.
3.6.39 RCP was originally introduced in the ICAO “Manual
on RCP”. It is an end-to-end measure of performance which includes allocations to the subnetwork, controller, network, automation and
pilot. Recent studies indicate that the stressing
factor in RCP is human performance, in particular
the pilot. Future architectures must accommodate
RCP in the design of avionics and displays, in particular in support of NextGen/SESAR services such
as 4DTRAD.
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3.6.40 Work is underway to define dual-use options
for military aircraft compliance with civil ATM/
CNS requirements. When those requirements are
expressed in terms of performance rather than
equipment, it will be easier to apply such a dualuse approach.
		

Civil-Military Data Link Security Considerations

3.6.41 A fundamental military concern regarding the use
of ATN is security. Military aircraft will require the
ability to inhibit the transmission of data using
ATS data links and ATN. In addition, the military
use of ATN for data transmission may require data
encryption.
3.6.42 Current work in the context of research and at the
level of ICAO panels and groups has a significant
focus on security. It is expected that these efforts
will continue as ATN is further standardized and
developed. There are a number of proposals that
address the issue of encryption of the aircraft data.

Short Term
ATN B1 (CPDLC)

One of the problems is the need to conceal the
network address (unique aircraft identifier) and
the aircraft’s future position.
3.6.43 The issue of authentication of digital data messages
between the controller and pilot is another important area for consideration by the military. ICAO
promoted enhancements to the ATN standards to
allow for authentication of application information, routing information, and systems management information exchanges. The authentication
standards must be applied before widespread
implementation of ATN by the military.
3.6.44 NATO reference [Ref 43]: AC/92-(EAPC )
D(2013)0002: NATO Position on Using Tactical
Data Links to interface with Civil Data Link
Requirements, 14 January 2013.
3.6.45 Based on the previous discussion, Figure 19 illustrates a possible roadmap for civil-military data
link interoperability.

Medium Term Longer Term
ATS B2 (4DT)

ATS B3 (Full 4D)

Transport-Type Military a/c
Fighter

ATN VDL2 (CPDLC and Initial 4D) (SES Regulated)
Future COM (All data link applications)
Software Defined Radio, Multilink, Other approaches

Figure 19: Possible ATM/CNS Data Link Evolution for Military
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3.7 Recommendations
The following table summarises the recommended implementation actions, options and rationalisation opportunities.
The following figures show the civil-military air/ground communications interoperability roadmap:

Recommended Actions
Air-Ground Communications

Rationalisation Opportunities

1

Continue to equip State aircraft with VHF 8.33 kHz radios in line with SES regulations. Military should target 2028/2030 for a full implementation of 8.33 on all
operating aircraft.

No. Non-equipped aircraft are accommodated during a (currently undefined) transition period using VHF 25 kHz or UHF.

2

Promote the retention of UHF provision for ATC to handle non-8.33 State a/c flights.

Yes (equipage available)

3

Consider implementation of 8.33 kHz channel spacing in military VHF ground
systems.

Yes. Additional frequencies released.

4

Monitor developments in the area of air-ground digital voice.

No (unless available as software defined
waveform)

5

Promote accommodation of FANS/ACARS aircraft, in addition to VDL2, for CPDLC for
an extended period.

Yes (equipage available)

6

Equip all new transport-type State aircraft with ATN/VDL-2 in line with SES regulations.

No (new aircraft only)

7

Equip all new transport-type State aircraft with ATN/VDL-2 in line with SES regula- No (new aircraft only)
tions.

8

Promote research to address particular data link interoperability solutions for fighter
aircraft.

Yes (mitigating capability mismatch
through ground interface)

9

Influence Future COM research and standardisation to ensure that any military
requirements are considered (e.g. security and spectrum compatibility in the L band)

Yes. Same data link solution for civil and
military.

10 Plan technology convergence to Future COM solutions (including multilink).

Yes (it allows to reduce legacy)

11 Promote the investigation of civil-military SATCOM interoperability.

Yes (existing equipage)

12 Consider multilink environment as an element facilitating interoperability options.

Yes. Supplementary ground support mitigating airborne capability mismatch

13 Promote the investigation of opportunities for interoperability offered by software- Yes. SDR are the airborne dimension of
defined radio technologies, including tailored research and standardisation.
multilink. It will make it possible to implement requirements as waveforms.
14 Monitor research and standardisation developments in respect to data link solutions
for RPAS to ensure that it can be used for civil and military requirements alike.

No. New developments.

15 Monitor the emerging air-air COM requirements to determine any impact on the
military.

Yes. Re-use of available military capabilities
possible.

16 In general, promote the use of performance based requirements on the basis of identified communication services and applications.

Yes. It decouples equipment from performance.

Table 2: Recommended Air-Ground Communications Implementation Actions
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Block 2

2031

Block 1

2025

Block 0

2019

Civil-Military Ground COM Interoperability Roadmap
Block 3/4 
VHF8.33 kHz1
UHF for ATC2

Digital Voice
HF Data Link and Current SATCOM6
FANS/ACARS
ATN/VDL23

Future COM Terrestrial5 (LDACS)
Future COM Satellite6 (SATCOM)
Future COM
Airport5 (AeroMACS 802.16)
Multilink &
Software Defined Radios

Mandatory

Recommended

Legacy

Notes:
1
2
3
4
5
6

DEC AGVCS regulations. With transition arrangements and UHF support
Provided by civil ANSPs for handling non-8.33 State aircraft
EC DLS Regulation. Transport-type aircraft only. Supported by ATN/OSI with evolution to ATN/IPS
Depends on R&D results and deployment decisions. Mainly for fighters
Depends on R&D results. Different approaches for SATCOM, Terrestrial (LDACS) and Airport data link (AeroMACS). Possible migration to software-defined radio.
Including oceanic/remote communications

Figure 20: Civil-Military Air-Ground COM Interoperability Roadmap
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4. NAVIGATION ROADMAP
4.1 Navigation Technology Evolution
4.1.1 The continued growth of aviation is placing
increasing demands on the use of available airspace, thus heightening the need to use it as effectively and efficiently as possible. The provision
of air traffic management/air navigation services
(ATM/ANS) using performance-based navigation
(PBN) can improve safety and bring capacity and
efficiency benefits through the optimisation of
air traffic service routes and instrument approach
procedures.
4.1.2 The ICAO Global Air Navigation Plan (GANP)
(Document 9750) gives strategic guidance for
regional and national air navigation planning for
civil aviation. In line with the International Civil
Aviation Organization’s (ICAO) strategic objectives,
Performance Based Navigation (PBN) implementation is the GANP’s highest priority.
4.1.3 A European Air Navigation Strategy derives from
an Airspace Concept to meet strategic objectives such as safety, capacity, flight efficiency
and airport accessibility, as well as the reduction
of environmental impact. A transition to a more
modern navigation infrastructure must reflect
those objectives.
4.1.4 The main trends associated with the evolution of
aeronautical navigation are:







Migration towards satellite-based navigation
(and associated multi-constellation, multi-frequency augmentation systems) as a primary
means of navigation;
Airspace structures and approach procedures
based on PBN applications;
Evolution of the navigation infrastructure
towards a terrestrial PBN support network
where Global Navigation Satellite System
(GNSS) is not available;
Advent of Trajectory Based Operations (relying
on COM enablers and potentially using the
Required Time of Arrival (RTA) functionality in
the future).

4.1.5 GNSS are subject to vulnerabilities that justify the
retention of ground-based terrestrial navigation
aids for reversionary modes of operation. For the
longer-term, technology alternatives will have to
be considered in accordance with rationalisation
plans and the emergence of Alternative-Position,
Navigation and Timing (A-PNT).
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4.1.6 SES regulations mandate the implementation
of PBN in the European airspace. The regulatory
requirements are essential for planning the evolution of navigation applications in all phases of
flight and the associated airspace changes.

4.2 Conventional Navigation
4.2.1 Conventional navigation is based on the direct
use of the radio signals emitted by the ground
infrastructure. When conventional navigation is
used, the aircraft compute a position relative to
the ground navigation aid location (e.g. a distance
between the aircraft and a DME station, or a deviation relative to the ILS path).
4.2.2 Conventional navigation is the legacy way of
navigating which is limited by ground navigation
aid siting constraints and accuracy as a function
of distance. Indeed, procedure design is based
on the location of the ground navigation aids.
En-route, terminal and non-precision conventional
procedures are currently being replaced by RNAV
or RNP procedures. Nevertheless, ILS remains
the main infrastructure for precision approach
operations.
4.2.3 Conventional En-Route navigation creates a
network of fixed and straight routes between
ground navigation aids (VOR, VOR/DME, TACAN
or NDB). The flexibility of the network is mostly
afforded by the ability to move a ground navigation facility.

4.3 Performance Based Navigation (PBN)
4.3.1 PBN Concept
4.3.1.1 The continued growth of traffic, coupled
with the need to provide greater flight efficiency, justify the efforts to optimise the
use of available airspace. To tackle such
challenges, in 2008 ICAO published the
PBN Manual (Document 9613) [Ref 44]. This
document introduced the PBN concept,
which marked a significant global change
by integrating the reliance of airspace
design on navigation ‘standards’. An ICAO
Resolution at the 37th Assembly in 2010
confirmed the launch of PBN in all phases
of flight as a significant step towards highlevel goals and ambitions for global uptake
of PBN.
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4.3.1.2 PBN represents a fundamental shift from
a purely sensor-based to a performancebased navigation approach. The PBN
concept has expanded area navigation
techniques, originally centred upon lateral
navigation accuracy only, to a more extensive statement of required performance
related to accuracy, integrity and continuity
along with how this performance is to be
achieved in terms of aircraft equipage and
crew requirements.
4.3.1.3 At a conceptual level, ICAO introduced the
three-component PBN in support of any
airspace concept along with communications, surveillance and ATM. These three
components are the navigation infrastructure, the navigation specification, and the
navigation application (Figure 21).
4.3.1.4 The navigation infrastructure refers to
ground- and space-based navigation aids
(VOR, DME, INS/IRS30, and GNSS).

Navigation
Application

Navigation
Specification

RNP

RNAV
Figure 21: PBN Concept




4.3.1.5 PBN introduces two kinds of navigation
specifications: RNAV (Area Navigation) and
RNP (Required Navigation Performance). A
fundamental element of RNP specifications
is the requirement for an on-board performance monitoring and alerting capability.
This system alerts the pilot if navigation
performance requirements are not being
met.
4.3.1.6 The PBN manual contains core material
relating to 11 navigation specifications31
(Figure 22) and includes descriptions
related to the performance (accuracy,
integrity and availability) required from the
RNAV system, the functionalities required
to meet the requirements of the navigation
application, the approval process, aircraft
eligibility and operational approval.

NAVAID
Infrastructure





RF (Radius to Fix), which is a path terminator used for SIDs, STARs and Approach;
FRT (Fixed Radius Transition), which is a
is a leg transition used when the FMS is
in en-route mode;
RNAV Holding, which means reducing
the size of the holding area to permit
holds to be placed closer together or in
more optimum locations;
Parallel Offset, relating to the ability of
the aircraft to comply with tactical parallel offset instructions as an alternative
to radar vectoring.

4.3.1.8 The PBN concept does not include precision approach and landing operations
predicated on the Instrument Landing
System (ILS), Microwave Landing System
(MLS) or Ground Based Augmentation
System (GBAS)32. Such enablers differ from
PBN applications because they are not
based on area navigation techniques.

4.3.1.7 The PBN Manual also defines additional
functionalities (required or optional) which
can be used in association with several of
the navigation specifications. Examples of
those functionalities are:

30 Self-contained capability which may be used either as a stand-alone or acting as part of a multi-sensor RNAV system.
31 As part of the future work of ICAO, it is anticipated that other means for meeting the requirements of the navigation specifications

will be evaluated and may be included in navigation specifications, as appropriate.

32 Military use Precision Approach Radar (PAR)
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ICAO Navigation Specification

RNAV Specifications

RNP Specifications

RNAV 10

RNAV 5
RNAV 2
RNAV 1

RNP 4

For Oceanic &
Remote
Continental
navigation
application

For En Route &
Terminal
navigation
application

For Oceanic &
Remote
Continental
navigation
application

RNP 2
RNP 1
A-RNP
RNP 0.3
RNP APCH
RNP AR APCH
For various
phases of flight

Figure 22: PBN Specifications

4.3.2 PBN Systems Overview
4.3.2.1 RNAV and RNP systems are designed to
provide a given level of accuracy, with
repeatable and predictable path definition,
appropriate to the application. RNAV and
RNP systems typically integrate information
from sensors, such as air data, inertial reference, radio navigation and satellite navigation, together with inputs from internal
databases and data entered by the crew
to perform the functions: navigation, flight
plan management, guidance and control,
navigation functions, and display and
system control.
4.3.2.2 RNAV and RNP systems provide lateral
guidance, and in many cases, vertical
guidance as well (RNP system). The lateral
guidance function compares the aircraft’s
position generated by the navigation
function with the desired lateral flight
path and then generates the steering
commands used to fly the aircraft along
the desired path. The total system error
is computed by comparing the aircraft’s
present position and direction with the
reference path.
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4.3.2.3 All RNP and select RNAV capabilities require
access to a certified navigation database.
The navigation database contains prestored information on NAVAID locations,
waypoints, ATS routes and terminal procedures, and related information. The RNAV
and RNP system will use such information
for flight planning and may also conduct
cross-checks between sensor information
and the database.
4.3.2.4 An RNP system is an RNAV system that
supports on-board performance monitoring and alerting. An RNP system uses
its navigation sensors, system architecture
and modes of operation to satisfy the RNP
navigation specification requirements. It
must perform integrity and reasonableness checks on the sensors and data. Dual
system/sensor installations may also be
required, depending on the intended operation or need.
4.3.2.5 The flight planning function creates and
assembles the lateral and vertical flight
plan used by the guidance function. A key
aspect of the flight plan is the specification
of flight plan waypoints using latitude and
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longitude, without reference to the location of any ground NAVAIDs.
4.3.2.6 Display and system controls provide the
means for system initialization, flight planning, path deviations, progress monitoring,
active guidance control and presentation
of navigation data for flight crew situational
awareness.

4.3.3.4 The operational and technical scope of PCP
AF1 comprises the following measures on
performance based navigation, which are
due to enter into force by 1 January 2024:




4.3.3 PBN Regulatory Environment33
4.3.3.1 In Europe, there are currently two regulations in place introducing provisions on
PBN implementation:




Commission Implementing Regulation
(EU) 716/2014 of 27 June 2014 on the
establishment of the Pilot Common
Project supporting the implementation
of the European Air Traffic Management
Master Plan
Commission Implementing Regulation
(EU) 2018/1048 of 18 July 2018 laying
down airspace usage requirements and
operating procedures concerning performance-based navigation [Ref 45].
In addition, EASA has issued Acceptable
Means of Compliance and Guidance
Material to PBN IR through the ED Decision 2018/013/R.

PCP Regulation (716/2014)
4.3.3.2 Regulation 716/2014 covers the establishment of a Pilot Common Project (PCP)
in order to support the implementation
of the European Air Traffic Management
Master Plan. The first ATM Functionality
(AF1) identified in the regulation covers
Extended Arrival Management (AMAN)
and the implementation of performance
based navigation in high-density Terminal
Manoeuvring Areas (TMAs).
4.3.3.3 The geographical scope of the regulation
comprises the introduction of extended
AMAN and PBN in high-density TMAs and
associated en-route sectors covering the
major 25 TMAs in Europe. The full list of
airports is included in the regulation.

SIDs and STARs using the RNP 1 specification with the use of the Radius to Fix
(RF) path terminator;
Required Navigation Performance
Approach with Approach Procedure
with Vertical guidance (RNP APCH with
LNAV/VNAV and LPV minima).

PBN Regulation (2018/1048)
4.3.3.5 This Regulation lays down airspace usage
requirements and operating procedures
concerning performance-based navigation. In order to implement PBN, different
specifications will be used to comply with
the requirements laid down to fly PBN
applications.
4.3.3.6 The Regulation applies to providers of air
traffic management/air navigation services,
and operators of aerodromes that are
responsible for putting in place instrument
approach procedures or air traffic service
routes, where they provide their services in
the following airspace: a) above the territory to which the Treaty applies; b) any
other airspace where Member States are
responsible for the provision of air navigation services in accordance with Article
1(3) of Regulation (EC) No 551/2004 of the
European Parliament and of the Council.
4.3.3.7 The Regulation has no focus on airborne
equipage. Nevertheless, one recital makes
reference to Commission Implementing
Regulation (EU) No 923/2012, Commission
Regulation (EU) No 965/2012, and
Commission Regulation (EU) No 452/2014
[Ref 46], stating that “aircraft be equipped
and flight crew be suitably qualified
to operate on the intended route or
procedure”.
4.3.3.8 The following is an overview of the
requirements set out in Regulation (EU)
2018/1048 for the implementation of

33 Civil-military implications of PBN are discussed later in paragraph 4.3.3.12 and 4.6.
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performance-based navigation (PBN), to
be complied with by providers of ATM/ANS
(see summary in Figure 23 below):


3 December 2020
RNAV 5 for ATS routes at and above
FL150;
 RNP 0.3, or RNP 1, or RNAV 1 for ATS
routes established at and above
FL150 for rotorcraft operations;
 RNP APCH (or RNP AR APCH where
justified) at all instrument runway
ends (IREs) without precision
approach (PA), except at those airports listed in point 1.2.1 of the PCP
Regulation.
25 January 2024
 RNAV 5 for ATS routes established
below FL150;
 RNP 0.3, or RNP 1, or RNAV 1 for ATS
routes established below FL150 for
rotorcraft operations;
 For all IRE, RNAV 1 or RNP 1 (+ RF
and/or vertical paths defined by
constraints) for at least one established SID/STAR;
 For all IRE, RNP 0.3, or RNP 1, or RNAV
1 for at least one established SID/
STAR for rotorcraft operations;
 RNP APCH (or RNP AR APCH where
justified) at all IREs with precision
approach.
6 June 2030
 RNAV 1 or RNP 1(+ RF and/or vertical
paths defined by constraints) applicable to all SIDs/STARs;
 RNP 0.3, or RNP 1 or RNAV 1 applicable to all SIDs/STARs for rotorcraft
operations.
One of the most significant aspects of
the regulation is that from 6 June 2030
“providers of ATM/ANS shall not provide
their services using conventional navigation procedures”. This has significant
infrastructure implications.






4.3.3.10 Moreover, providers of ATM/ANS should
include the establishment of a transition
plan, which each provider should keep
up-to-date so as to take account of all
relevant developments relating to the
transition. Those transition plans should
be established after a process of consultation of interested parties, including State
aircraft operators if affected. The transition
measures are to apply until 6 June 2030,
with a gradual migration to a full PBN
environment predicated on GNSS as the
main positioning source.
4.3.3.11 As part of the contingency navigation environment, a minimum network of groundbased NAVAIDs should be retained for the
purpose of providing alternative means of
navigation for the PBN operations stipulated in AUR.PBN.2005 [Ref 45]. These
remaining ground-based NAVAIDs, e.g.
VOR, DME, ILS, MLS, may enable conventional navigation or, alternatively, support
less effective PBN applications. The performance necessary during a contingency
depends on the evaluation performed by
the providers of ATM/ANS.
4.3.3.12 As State aircraft operating as GAT will
not all comply with the requirements
mandated in the PBN regulation, there is
a need for the competent authorities to
verify whether the draft transition plans, or
significant draft updates thereof, comply
with the requirements of the regulation.
In particular, it must be verified whether
such plans take into account the views
of airspace users where appropriate,
including those operating State aircraft.
This ensures accommodation of those
State aircraft that need to perform sovereign roles, including national security and
defence missions that require unrestricted
access to the airspace.

4.3.3.9 Transitional measures are set out in the
Regulation in the interests of a safe, smooth,
and coordinated transition since providers
of ATM/ANS should, in accordance with
the requirements of the regulation and for
a reasonable time period [Ref 45], also be
allowed to provide their services through
means other than PBN.
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Figure 23: Summary of PBN requirements set out in EU Regulations on PBN

4.3.3.13 The certification specifications to be
applicable to civil aircraft for the purpose
of complying with the navigation (PBN)
carriage requirements are set out in the
EASA CS-ACNS, Subpart C. Those technical
requirements regarding aircraft equipage
are stipulated without prejudice to alternative equipment enablers capable of
offering equivalent performance levels
when State aircraft compliance is sought.

4.4 Navigation Infrastructure
4.4.1 Space -Based Navigation Infrastructure
evolution
4.4.1.1 Space-based infrastructure refers to a
combination of one or more satellite core
constellations (e.g. GPS, GALILEO, GLONASS)
with augmentations that enhance GNSS
services by providing integrity and overall
greater accuracy. Three different augmentation systems exist:


Aircraft-Based Augmentation System
(ABAS). An augmentation system that
augments and/or integrates the information obtained from the other GNSS
elements with information available on
board the aircraft. The most common





form of ABAS is receiver-autonomous
integrity monitoring (RAIM)34.
Satellite
Based
Augmentation
System (SBAS). A wide-coverage augmentation system in which the user
receives augmentation information
from a satellite-based transmitter.
Ground Based Augmentation System
(GBAS). An augmentation system in
which the user receives augmentation
information direct from a ground-based
transmitter.

4.4.1.2 Current civil aviation use of the US Global
Positioning System (GPS) is predominantly
based on a single frequency of a single
GPS satellite constellation, namely the
L1 (1575.42 MHz) frequency of the GPS
constellation, which provides the foundation for the global implementation of PBN
and automatic dependent surveillance broadcast (ADS-B).
4.4.1.3 Galileo is Europe’s satellite system,
providing positioning and timing information with significant positive implications
for many European services and users.
Galileo was designed to be compatible
with all existing and planned GNSS. The
system transmits three signals: E1 (1575.42

34 A form of ABAS whereby a GNSS receiver processor determines the integrity of the GNSS navigation signals using only GPS signals

or GPS signals augmented with altitude (baro-aiding).
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MHz), E5 (1191.795 MHz) - consisting of E5a
(1176.45 MHz) and E5b (1207.14 MHz), and
E6 (1278.75 MHz).
4.4.1.4 In addition to PBN and ADS-B, GNSS is also
used in many other aircraft applications
that require position or time information.
They include aircraft systems (such as the
ground proximity warning system) that
have led to significant improvements in
safety. Since the introduction of GNSS in
aviation, there has been increased dependency on GNSS position and time, and it
is expected that this trend will continue
as new applications are introduced and
the conventional navigation infrastructure
evolves35.
4.4.1.5 GNSS is vulnerable to certain threats which
can be due to a system failure in the space
or ground segments, radio frequency interference (RFI) or ionospheric interference/
scintillation (linked to space weather). RFI
can be caused by spoofing, meaconing,
jamming, (unintentional) onboard equipment failure or radio operator error. There
is a need to mitigate GNSS vulnerability:
whilst key mitigations are achieved by
placing more demands on the system
(ensuring technical resilience and robustness), there is also reliance on contingency
procedures to maintain an acceptable level
of safety36.
4.4.1.6 The European Geostationary Navigation
Overlay Service (EGNOS) provides an
augmentation service to the GPS Standard
Positioning Service (SPS). Today, EGNOS
augments GPS using the L1 Coarse/
Acquisition (C/A) civilian signal function
by providing correction data and integrity information for improving positioning,
navigation and timing services over
Europe. EGNOS will augment both GPS
and Galileo in the future, using L1 and L5
(1176.45 MHz) frequencies.

4.4.1.7 The EGNOS SoL Service is today provided
for all phases of flight within the corresponding EGNOS SoL Service Area to
aviation users, including supporting operations down to Localiser Performance with
Vertical guidance (LPV) minima37.
4.4.1.8 The evolution of the various GNSS
elements towards DFMC will take place
gradually. GNSS constellations offering
dual-frequency signals will be deployed
in the 2020s by the United States (GPS),
the Russian Federation (GLONASS), Europe
(Galileo) and China (BeiDou). A number
of States and regions also plan to deploy
DFMC satellite-based augmentation
systems (SBAS).
4.4.1.9 Ground-based augmentation systems
(GBAS) already support single-frequency
dual-constellation GNSS and are being
developed to support DFMC. Even after
the introduction of DFMC, current GNSS
services and equipment will remain a solution for many aircraft and will be supported
by the DFMC infrastructure in a backwards
compatible way.
4.4.1.10 ICAO SARPs for DFMC GNSS core constellations and augmentation system are
currently under development. The
avionics industry has launched standardization activities for DFMC GNSS avionics,
initially using the L1 (1575.42 MHz) and L5
(1176.45 MHz) frequencies. DFMC GNSS
avionics standards will be compliant with
SARPs.
4.4.1.11 Initial implementation and certification on
commercial aircraft is expected to follow,
at a pace that will depend on the costs
and benefits for the initial capabilities. The
timeline of ICAO and industry developments suggests that the initial operational
introduction of DFMC GNSS would occur
in the 2025 - 2028 timeframe. In the long

35 The term evolution refers to all changes to the Navaid infrastructure, including decommissioning, optimisation or deployment. The

words decommissioning and rationalisation may be used interchangeably as regards the ground-based Navaid infrastructure.
Optimisation, on the other hand, has a distinct nuance of cost-effective improvement of the infrastructure.
36 As regards the evaluation of safety during contingency modes, Commission Implementing Regulation (EU) 2017/373 requires that
providers of ATM/ANS carry out and document the necessary safety (support) assessment(s) to cover the scope of the change,
including the supporting communication and surveillance functions under failure conditions, as per ATS.OR.205 and ATM/ANS.
OR.C.005.
37 The EGNOS Safety of Life Service Definition Document (EGNOS SoL SDD) presents the characteristics of the service offered to users
by EGNOS Safety of Life (SoL) Service
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term, it is expected that avionics standards
will be available to enable the use of all
DFMC GNSS elements and signals [Ref 47].



4.4.2 Terrestrial Navigation Infrastructure evolution
4.4.2.1 The ground-based infrastructure consists
of a network of ground radio-navigation
aids implemented either at an airport or at
a location appropriate to support en-route,
terminal or approach procedures. Different
types of radio-navigation aids exist:










NDB: Non-Directional Beacon transmits a continuous signal on a frequency
between 190-530 kHz and has a range
of up to about 100 NM for NDBs of
airways and about 15 NM for NDBs of
aerodromes. The on-board sensor is
called ADF (Automatic Direction Finder)
and provides the angle between the aircraft and the ground station.
VOR: VHF Omnidirectional Range transmits a signal in the frequency band
between 108 and 117.975 MHz and has
a range of up to 120 NM. VOR provides a
bearing or radial to and from the ground
station.
DME: Distance Measuring Equipment
transmits a signal in the frequency band
between 960 MHz – 1215 MHz (UHF
band) to enable aircraft to measure
the range from the aircraft to the DME
station. DME can be paired with VOR, ILS
or MLS. The maximum range is 200 NM,
but depends on the height. At 2,000
feet, and under ideal conditions, the
receiving distance may vary between 40
and 50 NM.
TACAN: TACtical Air Navigation is
a military navigation aid which transmits a signal in the frequency band
between 960 MHz – 1215 MHz (UHF
band) to provide information on range
and bearing from the beacon to military aircraft. It can be paired with VOR
(VORTAC).
ILS: Instrument Landing System provides precision approach and landing
by broadcasting a VHF (108 and 111.975
MHz) signal for “horizontal course - localizer” and UHF (328.6 and 335.4 MHz)
signal for “vertical course – glide path”.
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MLS: Microwave Landing System is a
precision approach and landing guidance system which provides position
information (azimuth and elevation
angle measurement completed by a
range measurement). MLS uses microwave frequencies in the range 5031.0
MHz – 5090.7 MHz

4.4.2.2 The overview of the global and European
context provided in the previous sections
shows that, in general, the role of the
ground navaids will gradually evolve
towards providing a backup for GNSS and
supporting contingency operations in
the event of GNSS becoming unusable.
This evolution offers an opportunity for
rationalization of the terrestrial infrastructure and maintenance of only a Minimum
Operational Network (MON), which can
act as an effective backup. However, each
navaid type can fulfil different operational
roles.
4.4.2.3 With the aim of providing guidance to
States to enable both a rationalization
of navigation aids as well as a coordinated evolution towards the provision
of a reversionary terrestrial infrastructure,
ICAO’s Annex 10 Attachment H defines
a “strategy for rationalization of conventional radio navigation aids and evolution
toward supporting performance based
navigation”.
4.4.2.4 The recommendations included in this
high-level strategy are based on the
residual roles foreseen for each type of
navaid in supporting PBN operations and/
or conventional procedures. This strategy
should be considered in particular when
deciding on investments in new facilities
or in facility renewals.
4.4.3 System-Related Considerations
NDB
4.4.3.1 NDBs serve no role in PBN operations
except as a means for position crosschecking and general situational awareness. These minor roles should not lead
to the requirement to retain NDB facilities,
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except where no other alternative is available due to constraints in user fleet, financial, terrain or safety limitations.
VOR
4.4.3.2 VOR facilities could be withdrawn in the
context of an overall PBN plan in order to
enable cost savings. No new stand-alone
VOR facilities (e.g. at new locations) are
expected to be implemented. However,
VORs may be retained to serve operational
purposes such as a) reversionary navigation capability; b) provision of navigation,
cross-checking and situational awareness,
especially for terminal area operations;
c) for VOR/DME inertial updating where
DME/DME updating is not available; d) for
conventional SID/STAR or non-precision
approaches, as an intermediate step until
June 2030, to serve non-PBN-capable
aircraft; e) for VOR/DME inertial updating
where DME/DME updating is not available.
DME
4.4.3.3 DME/DME fully supports PBN operations
based on the RNAV 1, RNAV 2 and RNAV
5 navigation specifications. Consequently,
DME/DME (for equipped aircraft) is
currently the most suitable terrestrial PBN
capability since it complies with those navigation specifications as well as providing
a fully redundant capability to GNSS for
RNAV applications and a suitable reversion
capability for RNP applications requiring
an accuracy performance of ±1 NM (95
per cent) laterally, where supported by an
adequate DME infrastructure.
4.4.3.4 It is recognized that in some areas, the provision of DME/DME navigation is not possible
or practical, such as at very low altitudes,
in terrain-constrained environments, or on
small islands and areas over water. It should
also be noted that some FMS exclude the use
of ILS-associated DMEs. As a consequence, it
is not possible to ensure a consistent DME/
DME service to all DME/DME-equipped users
based on ILS-associated DMEs, and thus
those facilities cannot be used to provide
such a service (regardless of whether or not
they are published in the en-route section of
the AIP).

TACAN
4.4.3.5 TACAN is one of the recognised military
systems that is authorised for navigation
and is for some aircraft the only authorised system. Therefore, there should be a
minimum TACAN en-route structure that
allows NATO aircraft to route across Europe,
outside the civilian GAT route structure38.
4.4.3.6 The earliest date for potential withdrawal
of TACAN could be 2025, but such an
action would remain subject to alternative
military navigation systems being certified
for use [Ref 49]. Another extension beyond
2025 is also under consideration.
ILS
4.4.3.7 The ILS supports precision approach and
landing operations down to CAT III minima.
The number of CAT I systems might steadily
decrease, reflecting the implementation of
RNP Approaches and precision approach
procedures supported by SBAS and GBAS.
However, contingency measures might rely
on the use of ILS when the GNSS service is
not available.
4.4.3.8 The number of ILS CAT II/III systems will
decrease only slightly over time as the
rationalization of these systems would
require all the fleets operating at a certain
CAT II/III airport to be equipped with GBAS.
MLS
4.4.3.9 There are no plans for additional MLS
installations in ECAC, therefore this system
will not play a role in supporting precision
approach operations. From a civil perspective, there is no need to consider MLS
anymore.
4.4.3.10 The evolution described above will lead
to a rationalisation of the navigation infrastructure, in all likelihood including:


The implementation of new RNAV applications and a progressive reduction of
conventional routes and procedures,
which will enable the definitive phasing-out of NDB and the establishment
of a minimum operational network

38 Reference is made to the NATO position on TACAN [Ref 49] and paragraph 10 of ANNEX1 of NATO AC/92 (ATMCNS)D(2018)0001.
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(MON) of VOR systems. The VOR MON
is expected to sustain General Aviation
(GA) and military operations at smaller
aerodromes at least until 2030.
A terrestrial infrastructure to provide the
air navigation services in the event of
GNSS outage will be based mainly on
DME (TACAN for the military) as DME
may be used to enable both PBN and
conventional applications (new conventional procedures are not expected
to be introduced) for en-route and terminal operations. DME/DME does not
support RNP APCH procedures, however
a minimum set of conventional procedures may be maintained.
A reduction of the ILS CAT I infrastructure may occur, especially for ILS at the
end of the operational lifecycle and/or
at airports whose main airspace users
are equipped with SBAS. For major airports, ILS Cat II/III is expected to remain
the main precision approach and
landing system beyond 2030.

navigation system supports RNP operations as they do not include on-board
performance monitoring and alerting.
The term RNP reversion is used but in the
contingency/reversionary mode we are in
RNAV. The backup is provided by current
terrestrial navigational aids, mainly distance
measuring equipment (DME), enhanced or
complemented by VHF omni range (VOR),
or VOR/DME MON.
4.4.4.3 EUROCAE WG-107 has been drafting a
new MASPS (Minimum Aviation System
Performance Standard), still under discussion, to define the overall system requirements and compliance methods for RNP
reversion based on DME; and in parallel,
the updating of EUROCAE ED-57, the DME
ground transponder MOPS (Minimum
Operational Performance Standard) [Ref
48]. It refers to multi-DME, coupled with a
receiver-autonomous integrity monitoring
(RAIM) algorithm.
Medium/Long Term A-PNT

4.4.4 Alternative Positioning Navigation and Timing
4.4.4.1 A key question for the future evolution of
CNS systems is what type of reversionary
capability will be needed in the future
and what performance levels it needs to
provide. PBN procedures rely on the availability of GNSS constellations so that the
candidate solution alternative position,
navigation and timing aims to provide
fall-back capabilities in the event of GNSS
unavailability in the short, medium and
long term.
Short term A-PNT
4.4.4.2 The short-term alternative A-PNT aims
to provide prolonged support to RNP 1
operations in the event of GNSS outage.
A-PNT only considers requirements related
to the navigation domain due to the brief
timeframe and unlikelihood of changes
to airborne or ground systems. It ideally
aims to support RNP 1 operations in those
terminal manoeuvring areas where RNP
1 has been implemented, with limited or
no impact on the continuity of essential
operations. However, today’s back-up can
only be DME/DME RNAV 1. No terrestrial
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4.4.4.4 To meet medium/long-term outages,
SESAR is researching a number of existing
and new technologies which might be
capable of supporting more demanding
operational positioning and navigation
requirements. Investigations are focusing
on enhanced DME, the future LDACS for
navigation, enhanced low-frequency radio
navigation (eLORAN), and Mode N, but
no feasibility has been demonstrated as
yet. The long-term A-PNT airborne solution is expected to support RNP 1 arrivals
and departures, RNP-defined routes, and
RNP approach procedures with lateral and
vertical guidance, supposing appropriate
ground infrastructure.

4.5 Approach Navigation Applications and
Infrastructure
4.5.1 Conventional non-precision approaches (NPA)
have been available at most airports in the ECAC
area and are still the main backup for precision
approach and landing operations which have
been predicated on ILS. However, the implementation of RNP APCH procedures has been steadily growing and was definitely boosted by the
European regulations on PBN.
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4.5.2 With regard to 3D Navigation, 3D approaches39
are procedures designed to make use of both
lateral and vertical guidance, to provide better
access to airports, increased safety and better
route design. 3D RNP Approach operations can be
based on Barometric VNAV (Baro-VNAV) or SpaceBased Augmentation System (SBAS) (enabled in
Europe by EGNOS).
4.5.3 RNP Approaches based on the use of GNSS will
gradually be implemented to replace existing
conventional NPA and to provide 3D approach
operations that can have minima as low as Cat-I.
4.5.4 ILS provides a very efficient service for precision
approach and landing operations supporting
straight-in approaches. It has large and sensitive protection areas and is sometimes prone to
multi-path effects, but has the huge advantage of
matching available airborne equipage.
4.5.5 GBAS has the capability to provide increased capacity by supporting more advanced operations
such as seamless flexible and high-performance
RNP approaches, multiple approaches to a single
runway, closely spaced parallel approach, flexibility
of airport runways by enabling precision approach
at all runway ends simultaneously and airport
throughput during low-visibility operations.
4.5.6 GBAS CAT I ground stations have already been
installed at some airports in the ECAC region. New
civil aircraft from Airbus and Boeing are currently
being fitted with GBAS capability. Nevertheless,
the implementation of GBAS will gradually replace
ILS, mainly with respect to CAT II/III operations in
the medium to long-term future. Current developments at technical and standardisation level are
aimed at achieving CAT II/III capabilities. Current
developments aim to achieve Cat II/III with GPS
single frequency. In Europe there is a plan that
this should evolve to DFMC – to provide more
robustness and to take account of GALILEO.

4.6 Civil-Military Navigation Interoperability
4.6.1 Baseline Arrangements
4.6.1.1 The technological move to sustain an
airspace concept predicated on performance-based navigation will increase the

complexity of mixed-mode operations,
triggering the need for additional civil-military navigation interoperability efforts.
4.6.1.2 Those efforts will be particularly important
to continue to accommodate legacy State
aircraft. One very complex and difficult
challenge will be to determine processes
and solutions leading to some State aircraft
capabilities being declared as equivalent to
the performance envisaged in navigation
applications as an option to overcome military equipage mismatches.
4.6.1.3 The introduction and regulation of PBN
implementation offers transition measures that will apply until 6 June 2030 to
accommodate non-PBN State aircraft.
Civil-military coordination is crucial when
such national transition plans are delineated. Contingency measures will remain in
place when GNSS or “other methods used
for PBN” are not available. This is the case
before and after 2030, but only in exceptional circumstances and with a network of
conventional NAVAIDS retained.
4.6.1.4 State aircraft will not all be PBN-capable
by 2030 and conventional navigation is
not understood to be used as nominal
mode in civil-controlled airspace and
airports. Consequently, alternative means
of compliance will need to be identified
to seek performance-based compliance
on the basis of existing national processes.
Exemption/derogation policies will need
to remain available beyond June 2030 to
accommodate non-PBN State aircraft that
do not achieve performance compliance.
4.6.1.5 The NATO Military Committee Directive on
Secure Positioning Navigation and Timing
(MC 0649) states “To add to the difficulty, the
military have to consider specific minimum
requirements, needed when Positioning
Navigation and Timing (PNT) information,
data or capability have to be provided or
used for combat and combat support capabilities and systems. The use of secure time
of day and position is particularly important
for the integration of systems or capabilities

39 The Implementing Rule for Performance Based Navigation will also cover the requirement for all instrument runway ends to have

an approach procedure with vertical guidance (APV), either as the primary approach or as a back-up for precision approaches.
There is a need to envisage particular provisions to cope with a longer transitional accommodation of State aircraft with a
capability mismatch.
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on military platforms. Reliance on non-secure
PNT sources to obtain PNT information for
combat or combat support operations should
be avoided.”
4.6.2 En route and TMA phases of flight
4.6.2.1 Governmental GNSS elements as a
primary means of navigation
4.6.2.1.5
4.6.2.1.1 The vast majority of in-service
State aircraft already use GPS PPS.
The military could take advantage of other governmental GNSS
elements to support aviation
concepts and explore, for example,
the use of GALILEO PRS. Such GNSS
services provide significant advantages in terms of performance,
avionics rationalisation, security and
robustness.
4.6.2.1.2 The emerging governmental GNSS
services (GPS M-Code and GALILEO
PRS) offer a real opportunity to lay
new foundations for GNSS use by
State aircraft, providing compatibility with civil aviation requirements. This opportunity lies in the
assumption that governmental
GNSS elements are demonstrated
to be capable of offering an
equivalent level of performance
when compared with civil GNSS
elements40, and therefore State
aircraft on-board systems comply
with the accuracy and integrity
requirements defined in ICAO
SARPs (ICAO Manual 9613 and ICAO
Annex 10). Nevertheless, the use
of governmental GNSS elements
requires State approval.
4.6.2.1.3 In that sense, all navigation strategies, concepts and deployment
initiatives should not constrain
the potential use of stand-alone
or combined governmental GNSS
elements for State aircraft operations as GAT.
4.6.2.1.4 Reliance on GPS PPS (and/or
GALILEO PRS) signals to sustain
navigation applications would open

4.6.2.1.6

4.6.2.1.7

4.6.2.1.8

the door to relying on already available State aircraft equipage. This
would facilitate the airworthiness
certification process and avionics
integration when the objective is to
meet civil navigation requirements.
This approach would reduce costs,
mitigating the lack of cockpit space
and retrofit constraints.
The materialisation of an overlay
ground network able to augment
governmental satellite signals (e.g.
EGNOS-alike network) seems to be
impracticable in terms of worldwide
consensus, governance and cost.
Therefore, Receiver Autonomous
Integrity Monitoring, the current
capability for augmentation of
governmental satellite signals, is
considered to be the GNSS layer
to sustain the operational benefits
of the use of GNSS by State aircraft
operators in en-route and TMA
operations.
The best, cost-effective, system
option for State aircraft operations
is enabled by governmental GNSS
elements and materialised via
single-frequency GNSS solutions for
short- to medium-term equipage
plans, provided the RAIM functionality, as specified in international
standards, is part of the system
requirements. For longer-term
plans, other frequencies need to be
considered (e.g. L1/L2, E1/E6).
Therefore, if the National Military
Authorities so decide, the shortterm military investment should
be channelled into an alternative
demonstration of the compliance of on-board GNSS receivers,
predicated on governmental GNSS
elements as the best, cost-effective,
approach for State aircraft operators
when seeking to comply with civil
requirements.
Research activities should focus
on the development of avionics
receivers offering a solution predicated on governmental GNSS

40 It should be recognized that for avionics equipment (e.g. Miniaturized Airborne Global Positioning System Receiver (MAGR 2000)),

which were manufactured prior to the development of minimum performance standards (e.g. MSO-C145), the likelihood of
successfully developing an approval process for those receivers is low.
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elements and augmented by
advanced RAIM (A-RAIM) – DFMC
system option - as the medium
to long-term capability to sustain
PBN operations in TMAs. It is envisaged that the civil configuration will
become available as of 2023.
4.6.2.1.9 The introduction of civil-type GNSS
solutions on State aircraft remains
a system option for State aircraft
operations, subject to evidence
that, if embedded in an operational
concept, they will bring the required
performance benefits and can be
integrated with other on-board
systems. These conditions are likely
to be more critical for transporttype State aircraft, expecting to fly
predominantly as GAT.
4.6.2.1.10 The introduction of civil-type DFMC
GNSS on State aircraft does not
currently bring operational benefits
that justify an avionics modification from single-frequency GNSS
to DFMC GNSS for GAT operations.
Therefore, such a transition should
be considered when the tradeoff between cost and operational
benefits becomes justifiable41.
4.6.2.2 Reversionary modes based on a combination of DME/DME and a gradually
reduced network of VORs
4.6.2.2.1 En-route and TMA operations
should also be based on non-GNSS
technologies in order to: 1) be used
as secondary capabilities/gap fillers
to ensure the availability of navigation services during GNSS outages/
interference, and/or 2) enable the
co-existence of civil and military
flights in the same airspace volumes
by accommodating non-equipped
aircraft as a transitional step.
4.6.2.2.2 DME/DME will supplement GNSS as
the main enabling infrastructure for
PBN applications, due to the level of
DME infrastructure in Europe as well
as the number of aircraft equipped
with such capability, ensuring business continuity relying on RNAV
1, and probably on RNP 1 in the
future.

4.6.2.2.3 The vast majority of State aircraft
are equipped with TACAN. For the
military, TACAN remains the primary
means of navigation, providing
azimuth/bearing and distance/
ranging information for Operational
Air Traffic (OAT) operations, relying
on a TACAN route network.
4.6.2.2.4 Considering that airborne TACAN
transponders can interrogate
ground DMEs and given the high
equipage rates, this navigation
system should be recognised as one
of the particular aircraft enablers for
State aircraft when operating as
GAT in mixed controlled airspace,
provided that ICAO Annex 10
requirements are met.
4.6.2.2.5 A significant percentage of State
aircraft are not equipped with
DME/DME. As a result, the recognition of the TACAN infrastructure
(where available) as an alternative
to complement DME might provide
higher levels of flexibility for State
aircraft operations in a PBN-based
environment, without prejudice
to airborne TACAN interoperability
with ground DME provision.
4.6.2.2.6 However, PBN requires an avionics
chain that complies with the area
navigation technique, which means
that use of TACAN itself will not
suffice. Therefore, the navigation
information from the TACAN has to
feed the RNAV computer complemented with a DME receiver or
a second TACAN receiver (e.g. for
aircraft equipped with Link 16
there is a possibility to integrate the
TACAN capability).
4.6.2.2.7 In turn, if a minimum network of VOR/
DME, which might include VORTAC
facilities, is maintained, such infrastructure must be acknowledged
as a contingency/reversionary capability for State aircraft not equipped
with DME/DME-capable avionics
as well as a contingency network
when GNSS signal-in-space (continuity and/or integrity) cannot be
used. A VOR/DME network will also
allow pilots to maintain situational
awareness during radar vectoring or

41 Source: SESAR 2020 Solution 14.03.02.
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procedural control as well as when
proceeding to the closest airport
when diverting.
4.6.2.3 Reversionary mode based on Alternative
Position, Navigation and Timing (A-PNT)
4.6.2.3.1 The reversion to A-PNT navigation
should be provided on the basis
of the same performance level
required by the nominal navigation mode and by allowing normal
operations to continue.
4.6.2.3.2 Should an A-PNT short-term solution based on DME/DME be
envisaged (assuming that the
implementation of a solution based
on new technologies would require
a longer time period), ground
TACAN must be considered as an
equivalent means of navigation to
DME, provided that ICAO Annex 10
requirements are met. Nevertheless,
it is important that a navigation
strategy recognises that A-PNT
is not yet fully defined and that
research activities are still ongoing
in the SESAR 2020 context.
4.6.2.3.3 A-PNT solutions should be defined
in such a way that available military capabilities are considered to
the maximum extent possible. This
means that A-PNT must be of a civilmilitary nature. In the short term
this must include TACAN and military inertial capabilities in order to
bridge the gap. In the longer term,
no technology option has been
validated (discussions are ongoing
on a data link-based ranging function, vision-/terrain-based navigation, enhanced DME, Mode N and
others). Any other technical alternative must maximise the dual use
approach and reduce procurement
implications and cost.
4.6.2.4 Air Traffic Control (ATC) vectoring as an
ultimate (conventional) reversionary
navigation solution
4.6.2.4.1 ATC vectoring might be recognised
as an optional last resort procedure
to handle non-equipped traffic,
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including State aircraft. ATC may
also provide navigation assistance
during GNSS outages in areas
where communications and surveillance remain available.
4.6.2.4.2 However, for safety and capacity
reasons, in general it is not recommended to rely on ATC vectoring
as the sole reversion mode, which
means that an alternative navigation service is needed in order to
allow the pilot to maintain situational awareness and reduce cockpit
workload. In this case, contingency
operations might be supported by
a minimum VOR/DME (or VORTAC)
network and a compatible military
variant (e.g. TACAN or one of the
A-PNT options)
4.6.3 Approach phase of flight
4.6.3.1 Means of navigation to support ICAO
approaches with DH down to 250 feet –
non precision approaches
4.6.3.1.1 With the advent of PBN, the
possible new challenge for State
aircraft operations, in particular
those to be conducted at civil
secondary airports, may lie in the
implementation of approach procedures with vertical guidance and
associated PBN functionalities, in
particular where no vertical guidance is available.
4.6.3.1.2 The vast majority of State aircraft are
not equipped or certified for RNP
approaches with vertical guidance,
nor can they fly LNAV/VNAV or SBAS
(LPV) procedures. Altimetry systems
on military aircraft may be a serious
limitation to VNAV due to the possibility to change between multiple
configurations affecting aerodynamics. For transport-type aircraft,
equipage with SBAS receivers
might be a possible option, alongside ICAO-compliant barometric
altimetry configurations.
4.6.3.1.3 Therefore, conventional means
of navigation might need to
be retained, not only to sustain
the reversion to a contingency
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backup, but also to be an option
for handling non-equipped State
aircraft. In parallel, for aircraft types
that enter into service or suffer
major overhauls and fly frequently
as GAT, equipage with adequate
RNP approach capability should be
considered.

4.6.3.2.5

4.6.3.2 Means of navigation to support ICAO
approaches with DH below 250 feet Category I precision approaches
4.6.3.2.1 Instrument Landing System is the
preferred option for State aircraft
operations as those aircraft which
have precision approach capabilities on board are equipped with
Multi Mode Receivers (MMR), which
generally include this capability.
In addition to ILS, the Precision
Approach Radar (PAR) is also part of
the military (NATO) dual standard.
4.6.3.2.2 The ICAO approach classification
introduces SBAS as one of the
GNSS augmentation capabilities
that currently meet CAT I operations (SBAS CAT I), in addition
to Ground-Based Augmentation
System (GBAS) and ILS/MLS. The
introduction of approaches relying
on SBAS raises new challenges
for State aircraft, since the vast
majority of those aircraft are not
equipped with SBAS receivers
(EGNOS or WAAS).
4.6.3.2.3 Given that SBAS is considered to
be one of the most cost-effective
ways of maintaining approach
procedures, the implementation of SBAS-related procedures
down to CAT I minima will probably be widespread in Europe for
a significant number of IREs in the
medium-to-long-term.
4.6.3.2.4 Nevertheless, where SBAS CAT
I is implemented, the criticality
of the phase of flight raises the
need for adequate reversion
capability either by advocating
the retention of ILS as a complementary means of navigation
(where available) or by providing
conventional procedures with
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4.6.3.2.6

4.6.3.2.7

4.6.3.2.8

degradation of the mode of
operation (possible reversion to
NPA).
With regard to GBAS, it is recognised
that this system might become the
main future technical solution for
precision approaches down to CAT
III performance, replacing some
ILS in the very long run. Therefore,
the introduction of GBAS could be
expected at the busiest airports in
Europe, either as a primary means of
navigation for precision approaches
or as a replacement for ILS.
The retention of ILS capability
ensures redundancy and provides
flexibility for handling State aircraft
not equipped with either SBAS or
GBAS in a medium- and long-term
perspective. Moreover, it provides
backup services in satellite outages
or GNSS SIS interference. Where ILSs
are used to support State aircraft
operations, they should not be
replaced by other means of navigation without prior civil-military
coordination.
The ability of military avionics
to sustain GBAS functionality,
in the medium/long term, is a
topic that needs further research,
mainly in terms of the potential
use of GBAS solutions by State
aircraft, assessing the technical
interoperability between military Landing Differential Global
Positioning Service (LDGPS) and
ICAO-standardised GBAS so that
State aircraft can perform precision
approach and landing operations
at both civil and military airports
equipped with a single on-board
receiver.
The performance of ARAIM must
also be taken into consideration as
a means of navigation for approach
procedures down to Category
I in a long-term perspective for
some State aircraft operations. It
is currently expected that ARAIM
will be implemented incrementally
and fielded to support horizontal
guidance (H-ARAIM) services only
as a first step, but will also support
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vertical guidance (V-ARAIM) for
precision approaches down to 200
ft decision height, potentially with a
full service by 2035+.

4.6.4.3.3

4.6.4 Navigation Infrastructure Rationalisation:
impact on the military
4.6.4.1 Infrastructure rationalisation strategies
should ensure that a minimum navigation
infrastructure guarantees the continuity
of operations, endeavouring to ensure
the same levels of performance or appropriate degraded modes of operations
in accordance with local performance
requirements.
4.6.4.2 State aircraft, in any kind of operation, must
be able to operate in all-weather conditions, day or night. This requirement is also
valid when flying in controlled airspace,
at civil airfields, and when conducting
military training in a mixed environment
with civil traffic. In many cases, a single
common infrastructure supports such
flights. Therefore, taking into account the
specifics of State aircraft operations, civilmilitary coordination and cooperation
must be considered on both European and
national levels during the implementation
of navigation concepts and related airspace structures and procedures.
4.6.4.3 Infrastructure rationalisation decisions
should also cater for State aircraft specifics/
equipage levels and needs. A minimum
ground-based legacy navigation infrastructure should remain in place in order to
enable State aircraft-related operations.
4.6.4.3.1 Taking due account of known military plans, the navigation infrastructure evolution is expected to take
place as follows:
NDB/VOR
4.6.4.3.2 NDBs and VORs are to be gradually
removed in line with civil plans. A
minimum VOR network - including
the retention of a residual number
of VORs to support local State
aircraft operations, mainly in the
vicinity of military airports - should
be the subject of civil-military coordination at local level in order to
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4.6.4.3.4

4.6.4.3.5

4.6.4.3.6

cope with limited/mismatched
airborne equipage.
DME/TACAN
DME/DME-based positioning has
been identified as an essential
near-term capability to support
PBN operations, in both en-route
and terminal areas. With the high
coverage of installed DME infrastructure in Europe as well as DME
on-board equipage, this system
option should be retained in an
optimised way (with due attention
paid to spectrum constraints). A
terrestrial DME/DME capability to
support PBN can safeguard both
safety and business continuity for
the large majority of air operations in Europe, while mitigating
concerns about GNSS outages/
availability.
TACAN structures for en route and
terminal operations should remain
in place until an alternative military
consolidated navigational system
has been implemented. This will
increase airspace flexibility as well
as overcoming the coverage limitations inherent in the European DME
network through the use of the
DME component of TACAN, without
jeopardising military navigation
infrastructure plans/decisions.
The DME component of TACAN
(range) offers value and compatibility for civilian aircraft operations.
There may be a civil requirement
for the use of DME components
of TACAN as a contingency for the
rationalisation of civil ground-based
navigation facilities. TACAN may also
supplement civil DME coverage, if
ICAO compliance is demonstrated
and synergies are created. Some
ANSPs have already considered this
option.
TACAN will be required even in the
medium/long term. Retention of
TACAN for en-route navigation by
military aircraft should continue
to be supported on the basis of
the financial, spectrum and equipage risks presented by alternative technologies. Until alternative
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consolidated navigational equipment is in place, a minimum TACAN
route structure is expected to be
retained. In the context of ATM,
TACAN (for the military) should
be used during the transition as a
GNSS backup when/if it supports
a function similar to the one DME
offers to civil airspace users.
4.6.4.3.7 TACAN is often co-located with civil
VOR stations (VORTAC facilities). At
VORTAC facilities, the DME portion
of the TACAN is available for civil
use.
4.6.4.3.8 As stated before, the NATO Position
on TACAN can be found at [Ref 49].
PAR
4.6.4.3.9 At some military airfields, landing
operations are supported by
Precision Approach Radar. PAR
works independently from aircraft
avionics and is human-operated.
In some States, PAR installations are
reaching end-of-life and a replacement needs to be considered in
due course.
4.6.4.3.10 PAR capability needs to be sustained at least until the arrival of an
alternative concept after the PALS
transition. In this period, Multi
Mode Receiver integration in some
military aircraft will still be ongoing
in order to fulfil interoperability
requirements.
4.6.4.3.11 There are some national military
plans to modernise PARs or to
replace them by ILS on the basis of
local implementation. The system
options that will best converge
with civil trends would be the
use of GNSS within a context of
operational benefits and cost
effectiveness.
ILS
4.6.4.3.12 The emergence of GNSS-based
approach and landing systems as
the primary means of navigation
(e.g. GBAS or SBAS CAT I) underlines
the need to retain ILS capability
until complete convergence is met
in the long term or until a military
standard precision approach and
landing system (PALS) has been
adopted.
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4.6.4.3.13 Considering that the majority of
State aircraft equipped with precision approach capability rely on ILS,
this navigation system must be the
main system option for State aircraft
operations down to 200 ft, at least
in the short- and medium- term.
4.6.4.3.14 As the levels of PBN on-board equipage gradually increase, incentive
mechanisms are crucial in order
to promote the equipage of those
State aircraft on-board capabilities
needed for GAT operations that are
based on regulated PBN applications. This will be particularly relevant for transport-type State aircraft
flying as GAT.
4.6.4.3.15 Military requirements will be
supported by the introduction of
a PALS concept, considering the
availability of Multi-Mode Receiver,
which includes ILS, MLS and DGPS
capabilities. The main driver of
future (military) PALS will be the
need for commonality with a civil
satellite-based GNSS infrastructure.
There is an expectation that the
foreseeable evolution in the civil
aviation community towards GNSS
and augmentations will influence
the technology selected for PALS.
4.6.4.3.16 As ILS is foreseen to be replaced
by SBAS CAT I and GBAS at certain
civil airports, it is expected that military PALS will take due account of
the fact that GNSS, as defined by
ICAO, will become the main technical solution for precision landing.
Nevertheless, military operations
require the retention of ILS capability (and also PAR and, potentially,
a limited number of MLS), even in
the very long term. Hence, civil
planners must be encouraged to
continue to offer fall-back alternatives until complete convergence
is met. It may happen that certain
States take different decisions and
are more restrictive. For those cases,
an adequate level of civil-military
coordination is essential.
4.6.4.3.17 Research developments have been
conducted within SESAR 2020
to investigate the compatibility
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between military landing differential GPS (LDGPS) and civil GBAS in
order to build a system solution
that maximises the use of such a
military system, reducing costs and
facilitating a smooth transition from
ILS to GNSS.


4.6.5 State Aircraft Airborne Equipage Considerations for PBN
4.6.5.1 Without prejudice to performance equivalence as one of the mechanisms for seeking
compliance when military capabilities are
able to meet appropriate performance
requirements, equipage decisions for State
aircraft operating GAT in any phase of flight
must base the on-board system requirements on the ICAO SARPs for the relevant
application.
4.6.5.2 Previous studies have identified the recurrent technical shortcomings and certification issues that PBN requirements trigger
in terms of the State aircraft NAV avionics
suite. Trying to make a specific military
capacity fit into a civil requirement is not
always a viable option and the preferred
approach must be to delineate a solution
at the level of the original specifications
of a system. The studies mentioned above
have shown that the technical constraints
which prevent military aircraft from being
PBN-compliant include:






Military navigation architectures cannot
easily comply with the majority of PBN
navigation specifications due to the eligibility of sensors and to all the issues
related to the flight path definition
based on ARINC 424 data (military navigation computers do not use the ARINC
424 data structure42);
The GNSS signals used by the military are
predominantly GPS PPS (and possibly in
the future Galileo PRS). Usually inertial
systems are updated by this signal and
not by DME/DME, thus preventing IRU
from eligibility (unless the GPS/PPS has
been deemed PBN-compliant);
Another major point is the potential physical limitations (computing

resources, memory, etc.) that can be
encountered when including a NAV
data base in the military computer and
attempting to structure military mission
flight plans so that the computer can
handle both GAT/IFR and military missions, perhaps in a single flight plan;
Finally, the integration of avionics (for
some PBN specifications) at the level
of flight guidance/control, autopilot,
auto-throttle flight director and multifunction displays (including the re-use
of such multifunctional displays due to
old-generation cockpit display systems)
is another major limitation.

4.6.5.3 The majority of State aircraft will remain in
operation without the required PBN capabilities and will still need to be handled
on the basis of conventional support for
a certain transition period. This does not
apply to a smaller number of forward fit
actions for transport-type aircraft entering
into service or undergoing major mid-life
upgrades for compliance with certain basic
PBN functionalities.
4.6.6 Navigation Interoperability Opportunities –
Use of military inertial systems
4.6.6.1 A system option which provides positioning information to the pilot without
relying on the availability of ground- or
space- based navigation systems is considered to be a ‘self-contained’ system. In this
area, inertial navigation systems have been
identified as enablers.
4.6.6.2 Another domain which may be of crucial
importance for military aircraft showing
integration constraints is the emergence
of low-cost inertial technologies and their
gradual integration into lighter and more
portable configurations (e.g. MEMS).
4.6.6.3 The ICAO PBN Manual recognises inertial
systems as one of the capabilities that can
meet RNAV 5 performance, which is the
envisaged requirement for the en-route
phase of flight. These systems can be
used either as a stand-alone capability or
as part of a multi-sensor RNAV system. In

42 They only implement some of the basic path terminators and military specific path definition and guidance used for CAP and AAR

patterns, low level flight etc. In addition the flight plan structure cannot support the handling of SID, STAR and APP sequences.
Such capabilities cannot qualify the aircraft beyond RNAV-5.
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this sense, considering that the majority
of State aircraft are equipped with inertial
systems, such systems could be used to
meet RNAV 5 requirements, for a specific
time or for the duration of a flight.
4.6.6.4 For more stringent performance, inertial
systems might be considered to complement DME (TACAN for the military) coverage as well as a reversionary capability/
stopgap within the safety limits. The
specific nature and performance of military
INS/IRS might increase the “status” of such
enablers for wider usage and therefore
for other navigation functions and applications and not only as a stopgap option.
Further investigation has been conducted
within SESAR.
4.6.6.5 Due to the fact that an inertial system is
not dependent on outside sources, it is not
possible to define an independent figure
for integrity, as this requires a comparison
of the calculated position with a reference value. However, on the basis of a
known position and employing statistical
analyses to simulation results, it might be
possible to define a minimum time for
which the integrity of the navigation solution can be guaranteed to comply with
applicable requirements. Integrating the
navigation solution stemming from the
inertial system with an on-board satellitebased navigation solution can be a way of
overcoming the drawbacks of each standalone system. GNSS-aided inertial integration activities are underway to overcome
the drawbacks 43.

to flight guidance/control capabilities and
the reliance on data bases and flight management system automation. The business/
mission trajectories will be described, as
well as executed, with the required precision in all four dimensions.
4.6.7.2 Trajectory management functions entail
the understanding that navigation functions have to be seen from a holistic perspective and considered as a merging of
multiple performance components, in
space and in time, and involve an assembly
of applications, sensors, airborne computers and data bases, together with data link
interactions.
4.6.7.3 Trajectory-related applications should be
sensor-independent and some tailored
requirements or alternative mitigation
of missing capabilities might be necessary due to certain on-board capability
constraints. The usual limitation on military
aircraft is the mismatch of navigation data
bases, which may require translation using
a ground-based mission support system as
well as difficulties associated with supporting ARINC 424 formats, vertical navigation
and RTA capability.
4.6.7.4 The use of Military Mission Systems (MMS)/
Mission Computers to emulate FMS functions is still dependent on the results of
research efforts. Hence, the options for
acquiring on-board automated trajectory
management functions in military aircraft
remain uncertain.
4.6.8 Vertical Navigation and RVSM

4.6.7 Navigation Support to 4D Trajectory Management
4.6.7.1 In the light of trajectory management
aspects resulting from SESAR advanced
concepts, one aspect of utmost importance is linking navigation capabilities and
performance with 4D trajectory concepts.
In this area it is important to discuss not
only the vertical, horizontal and longitudinal performances and containment functions but also time management in relation

4.6.8.1 It was decided not to elaborate on Vertical
Navigation in this section in addition to the
above content on Approach Navigation
and Applications. Hence, a more in-depth
description of Reduced Vertical Separation
Minima (RVSM) is inserted at the end
of Surveillance section as safety-assurance arrangements, requirements and
procedures. A reference to Radio (Radar)
Altimeter is added at the end of the
Surveillance chapter under EGPWS.

43 Extract from the work conducted on inertial systems in SESAR 2020 Solution 14.03.04.
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4.7 Recommendations
The following table summarises the recommended implementation actions and rationalisation opportunities. The
subsequent figures show the civil-military navigation interoperability roadmap:
Recommended Actions
Navigation

Rationalisation Opportunities

1

Promote the common recognition and the potential use of stand-alone or combined Yes (dual use of navigation systems)
restricted signals (GALILEO PRS and/or GPS PPS) for State aircraft operating as GAT, if
Military Authorities decide accordingly, in a medium/ longer-term perspective.

2

TACAN should be recognised in civil navigation developments as one of the
particular aircraft enablers for State aircraft when operating as GAT (the same way as
DME does for civil airspace users).

Yes

3

VOR/DME (or VORTAC) MON infrastructure must be acknowledged as a reversionary
capability for State aircraft not equipped with DME/DME-capable avionics.

Yes (contribute to retaining only a
minimum level of infrastructure)

4

Influence A-PNT definition to accommodate military users, with TACAN considered
as an equivalent means of navigation to DME, with longer-term solutions to be
useable by civil and military.

Yes (common civil-military solution)

5

Considered ATC vectoring as an optional last resort procedure to handle nonequipped traffic, including State aircraft, but not considered as the sole reversion
option.

Yes

6

Where RNP APCH is introduced, consider the need to retain a sufficient level of
conventional means of navigation as an option for handling non-equipped State
aircraft.

No

7

ILS should not be replaced by other means of navigation without prior civil-military Yes (contribute to retaining only a
coordination where they are used to support State aircraft operations
minimum level of infrastructure)

8

Consider inertial systems as a complement to DME (TACAN for the military) service Yes (re-use of available aircraft capability)
coverage as well as a reversionary capability/stopgap within the safety limits. The
opposite is also valid, with INS/GNSS as main, complemented by DME. The specific
nature and performance of military-specific INS/IRS might increase the “status” of
such enablers for more stringent navigation functions.

9

Consider the performance of ARAIM as a means of navigation for en-route, terminal Yes (contribute to retaining only a
and approach procedures down to Category I in the long-term perspective for some minimum level of infrastructure)
State aircraft operations, depending on the progress of aircraft equipage.

10 Equip State aircraft with solutions for approach and landing compatible with SBAS Yes (opens the door to reducing convenCAT I or GBAS Cat I, depending on the operational scenario, when possible. (When tional)
this is found to be premature or too difficult, investigate other alternatives for Cat I,
potentially SBAS).
11 Seek compatibility between military PALS and civil GBAS standards. Note: NATO
considers ARAIM for FPALS.

Yes (existing GPS equipage)

12 Promote accommodation of State aircraft in PBN structures on the basis of dual use Yes (opens the door to reducing convenapproaches that maximise the re-utilization of airborne capabilities.
tional)
13 Plan the voluntary introduction of 4D Trajectory capabilities (RTA, FMS, Data Bases, Yes (reutilising MMS/Mission Computers)
etc.).

Table 3: Recommended Navigation Implementation Actions
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Block 2

2031

Block 1

2025

Block 0

2019

Civil-Military Ground COM Interoperability Roadmap
Block 3/4 

Conventional: En-route, Terminal, and Non-precision approaches
RNAV 10 - Oceanic and Remote
RNAV 5 – ATS routes
RNAV 1 (or RNP 1) – SIDs/STARs
RNP 0.3, RNP 0.1, or RNAV 1 – SIDs/STARs (rotorcraft operations)
RNP APCH (or RNP AR APCH where justified) – Approach and landing
Precision approaches: ILS CAT I
Precision approaches: GBAS (CAT I)
GBAS CAT II/III

Mandatory

Recommended

Legacy

Figure 24: Civil-Military Navigation Interoperability Roadmap - Applications
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Block 2

2031

Block 1

2025

Block 0

2019

Civil-Military Ground COM Interoperability Roadmap
Block 3/4 

NDB
VOR1
DME/TACAN (for the Military)2
GPS and GLONASS

Use of GPS/PPS

A-PNT
GALILEO

Use of military Inertial

Use of GALILEO/PRS

EGNOS
GBAS

Use of military LDGPS

ILS
Trajectory Functions
(FMS/MMS) with data base)4

Mandatory

Recommended

Legacy

Notes:
1
2
3
4

Residual number of VOR retained to cope with local military aerodrome operations and aircraft with limited equipage.
Depending on military TACAN plans. Used to complement DME coverage and required to mitigate non-availability of DME/DME capability. Supporting additional military requirements (OAT).
Use of GPS/PPS for GAT operations as a consequence of performance equivalence processes.
Dependent on R&D.

Figure 25: Civil-Military Navigation Interoperability Roadmap - Infrastructure

Civil-Military CNS Interoperability Roadmap Edition 3.0

105

5. SURVEILLANCE ROADMAP
5.1 Surveillance Technology Evolution



5.1.1 The aeronautical surveillance chain must provide
updated aircraft identification, position and
other information in order to enable safe, secure
and efficient air traffic services. The surveillance
system should support appropriate separation in a
defined volume of airspace. Surveillance provision
relies on the availability of surface sensors, aircraft
equipment and surveillance data processing and
distribution systems to ensure 3-mile and 5-mile
separation requirements [Ref 50].
5.1.2 The aeronautical surveillance infrastructure [see
definitions and Ref 83] comprises:
5.1.2.1 Independent and non-cooperative
surveillance techniques, based on Primary
Surveillance Radar (PSR), currently used in
the civil context “where required” (mainly
in terminal airspace and airport surveillance). This segment is expected to evolve
as follows:

5.1.2.3 Dependent cooperative sur veillance techniques, based on Automatic
Dependent Surveillance–Broadcast (ADSB). This infrastructure element started to be
used in remote and non-radar areas and is
deemed to be widely introduced in continental airspace to support both terminal
and en-route surveillance. It is expected to
evolve as follows:






Alternative technologies to PSR will
gradually be introduced in the future
to increase spectrum efficiency and to
reduce cost. Such technologies are likely
to comprise Multi-static PSR (MSPSR)
which, once the appropriate research
and industrialisation maturity is reached,
is expected to gradually replace PSRs.
In the longer term, it is expected that an
independent and non-cooperative surveillance layer will remain available, for
all flight phases, to track non-transponding targets, supporting ATC safety and
security requirements for the military
(related to air defence).

5.1.2.2 Independent/dependent cooperative surveillance techniques, based on
Secondary Surveillance Radar (SSR) Mode
S and Wide Area Multilateration (WAM),
as an evolution from legacy Mono-pulse
Secondary Surveillance Radar (MSSR),
and Automatic Dependent Surveillance–
Broadcast (ADS-B) and Wide -Area
Multilateration (WAM). In the civil context,
such infrastructure elements support both
terminal and en-route surveillance and are
expected to evolve as follows:

The legacy monopulse SSR (Mode
3/A) will gradually be rationalised. The
civil ground surveillance chain will rely
primarily on cooperative surveillance
sensors (mainly Mode S secondary surveillance radar (SSR) and/or wide area
multilateration – WAM) introduced to
allow the selective addressing of aircraft,
reduce radio frequency pollution, minimise garbling and alleviate Mode 3/A
code shortage while increasing safety
levels.





A layer of Automatic Dependent Surveillance – Broadcast (ADS-B) is currently
being deployed to complement other
ground secondary surveillance means
(provided SSR/MSSR, MSSR Mode S or
WAM) supporting a more aircraft-centric and collaborative ATM network.
ADS-B will enable the development of
new airborne surveillance operational
services, including Air Traffic Situational
AWareness (ATSAW) and Airborne Separation Assurance System (ASAS) applications like Sequencing & Merging and
Self-Separation. Future airborne applications will require changes in the avionics (ADS-B OUT and ADS-B IN) to process
and display the air situation picture to
the pilots.
Future airborne surveillance requirements (“new separation modes”) will
be linked essentially with the ability to
extract the avionics parameters required
to support advanced surveillance applications44, normally standardised by
EUROCAE/RTCA, and to broadcast
and receive such information. Surveillance fusion and sharing is increasingly
being developed and is used almost
everywhere.

44 Some are referred to as Aircraft Separation Assistance System (ASAS) applications.
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In the long-term future, there will
be global ADS-B coverage based on
ground and space networks of receivers feeding the surveillance chain with
the accurate aircraft position and other
aircraft-derived data and optimizing the
use of the legacy infrastructure through
the composite surveillance concept. It
means that future aeronautical surveillance applications will be supported by
a mix of surveillance techniques.
Airspace users will continue to equip their
aircraft with “future-proof” technology
with both Mode S ELS/EHS and ADS-B
capabilities. Given that current avionics
capabilities support few ADS-B IN applications, improved avionics capabilities will
enable the introduction of more advanced
ground and airborne applications.
Measures will have to be introduced
to safeguard the security of surveillance data. Cooperative surveillance
techniques and systems are not secure,
and data/information is not protected
against any sort of exploitation.
Global Surveillance using space-based
ADS-B will not only support global tracking but also flow management (ATFM)
improvements through greater predictability of trajectories, thus increasing
capacity.

5.1.3 For airports, a locally optimised mix of the available technologies, i.e. airport multilateration,
Surface Movement Radars (SMR) and ADS-B, will
enable Advanced Surface Movement Guidance
and Control Systems (A-SMGCS) and more integrated airport operations. This includes the availability of surveillance information on a moving
map, using a Human-Machine Interface (HMI) in
the cockpit and in surface vehicles.
5.1.4 The multiple components of the ground surveillance chain, namely Surveillance Data Fusion,
Surveillance Data Distribution and Surveillance
Data Analysis will be enhanced to address the
characteristics of the new surveillance environment. This includes the new types of sensors
(MSPSR, video, etc.), new types of targets (including RPAS) and a drastically increased number of
surveillance data users. Continuous performance

monitoring will be required to detect deviations or
anomalies in the surveillance avionics (transponders), triggering appropriate corrective actions.
5.1.5 A rationalised (i.e. cost-efficient and spectrumefficient) ground surveillance infrastructure will
gradually be deployed, taking advantage of emerging technologies. Surveillance data sharing will
also contribute to rationalising the number of
infrastructure components (e.g. radars) as the
information (e.g. radar data) can be made available through ground communications networks.
5.1.6 RPAS-specific surveillance technologies addressing
safety and security challenges will be deployed on
a wider scale.
5.1.7 Video surveillance, a technique that uses video
cameras to detect target positions, is expected to
become mature for implementation after substantial research efforts. This technology might be
stand-alone or complementary primary surveillance source, and it is the perfect candidate for
remote towers, as it also provides a virtual view
of the airport. Remote tower concepts may
be enabled by the use of video surveillance
combined with ADS-B or other surveillance technologies to allow small to medium size airports
to be controlled remotely, thus allowing air traffic
services to be provided in a cost-efficient way.
5.1.8 The interrelation of surveillance techniques with
communications and navigation will become a
reality. The avionics carried on board an aircraft
must become a fully integrated element of the
surveillance infrastructure. The scope of surveillance systems will extend to embrace an increasingly diverse range of avionic components, such
as GNSS, traffic computers and cockpit display
systems, as well as transponders.
5.1.9 Performance Based Surveillance (PBS) is being
standardised at ICAO and European level, linking
a first set of operational applications, airspace
types and separation minima with SUR safety and
performance requirements in a technologically
agnostic way.
5.1.10 Figure 26 depicts the mix of surveillance techniques45 envisaged for use in the aeronautical
context.

45 By relying mainly on cooperative systems, the segregation of Temporary Segregated Areas (TSAs) will require more space as

military aircraft within a TSA will not be visible via ADS-B. Besides, the acquisition of new systems and the intensive use of civildeveloped systems, notwithstanding the non-cooperative nature of some military activities, requires military involvement from
the beginning of surveillance planning. Mitigations, exemptions and performance based compliance are key in this process.
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Transponder

Radar (PSR), Surface Movement Radar
(SMR) and Precision Approach Radar (PAR)
(in the military context).
5.2.1.3 PSRs used for ATC are normally 2D (Range
and Azimuth) systems, i.e. the height of
the aircraft is obtained from other sources
(voice communications or SSR). 3D PSRs
(Range, Azimuth and Height) are used to
support military Air Defence functions. The
complexity and cost of such 3D systems
implies that, in general, they are not suited
to ATC requirements.
5.2.1.4 PSRs operate mostly in the following spectrum bands:
L-Band (1215 –1400 MHz), which allows
the detection of targets with radar cross
sections ranging from a few decimetres,
out to approximately 250 NM.
 S-Band (2700-4000 MHz), which allows
the detection of targets with radar cross
sections ranging from a few decimetres,
out to approximately 250 NM.
 X-Band (8900-10000 MHz), which allows
the detection of targets with radar cross
sections ranging from a few decimetres,
out to approximately 25 NM.
 Ku-Band (15400 – 15700 MHz), which
allows the detection of targets with
radar cross sections ranging from a few
decimetres, out to approximately 25
NM.
5.2.1.5 PSRs can be classified according to the
function they provide for ATC (or Air
Defence).


Figure 26: Surveillance Techniques

5.2 Independent Non-Cooperative
Surveillance Techniques
5.2.1 Primary Radar
5.2.1.1 Independent surveillance is a technique
where the position of the aircraft is calculated by the receiving system and is not
dependent on position data transmitted by
the aircraft. In non-cooperative surveillance
the position of the aircraft is calculated by
the ground and it is not dependent on
position data transmitted by the aircraft
or upon any deliberate interaction in the
aircraft with active components, e.g. SSR
transponders.
5.2.1.2 Primary radars use a continuous rotating
antenna to transmit electromagnetic
waves which reflect or backscatter from the
surface of aircraft to the radar. The system
measures the distance and the azimuth
or direction of the aircraft in relation to
the radar antenna. It does not depend
on energy radiated by the target itself or
other (uncontrolled) sources. Normally it is
co-mounted with a Secondary Surveillance
Radar (SSR). Mono-static primary radars47
are currently the only existing independent/
non-cooperative surveillance systems. They
include in particular Primary Surveillance





L-band PSRs are used for en-route (long
range) and approach surveillance to
provide information about direction,
height and distance. They offer long
range coverage (180/200 NM). Important
factors are low clutter attenuation47 to
emitted energy, acceptable accuracy and
resolution figures for en-route coverage.
The typical updating rate is 10/12 s.
S-band radars are used mainly in TMAs
to detect aircraft up to 60nm, in some
cases 90nm. Resolution capabilities are
typically <1° (one degree) in azimuth
and 300m or less in range. Sophisticated

46 See definition of PSR
47 The performance achieved by a PSR is very dependent upon the local environment (terrain, clutter, weather) and the system

capabilities. Modern signal processing and mono-radar trackers are capable of extracting signal returns from aircraft in an
increasingly dense clutter environment.

108

Civil-Military CNS Interoperability Roadmap Edition 3.0





processors allow the detection of aircraft from (nearly) zero velocity up to
900knots.
X-band radars are used mostly as short
range airport Surface Movement Radars.
Generally, its detection is limited to the
airport domain and its resolution is
insufficient for ASMGCS without extra
sensors (Mode-S squitter, etc.).
Ku-band radars are used exclusively as a
ground movement radar. Its good resolution capabilities in terms of range and
azimuth offer optimum performances
for ASMGCS. Modern design allows
optimum fusion with data from other
sensors (it is generally used together
with multilateration sensors).

5.2.1.6 PSRs used for civil ATC are mainly dedicated to Terminal Approach Control. From
the civil ANSP perspective, PSRs are generally used to provide safety mitigation
against failures in an SSR system and for
the detection of non-cooperative aircraft in
terminal airspace and, in some cases and
where required, also in en-route airspace48.
In lower density airspace, PSRs are also
used to provide a separation service – with
identification of the aircraft established and
maintained through voice communications. The required technical performance
of PSRs used in the civil ATC context is
defined in the “EUROCONTROL Standard
for Radar Surveillance in En-Route Airspace
and Major Terminal Areas” [Ref 50].
5.2.1.7 The fundamental characteristic of primary
surveillance radar technology is the ability
to track flights that are non-cooperative
with a secondary surveillance chain that
depends on aircraft transponder equipage. In the event of transponder failure/
outage or intentional transponder switchoff, PSR is the only available resource to
support ATC safety objectives and national
security requirements related with aircraft
identification.
5.2.1.8 Considering that some civil PSRs used for
ATC are ageing technology, with some
analogue versions still in operation, and
that some of them are costly and not spectrum-efficient, there are several research

initiatives ongoing to identify the best suitable alternative technology. Investigations
focused on Multi-Static PSR (MSPSR),
passive systems, emissions of opportunity,
etc.
5.2.1.9 Such research efforts are expected to
produce positive results that could be used
to industrialise a low-cost efficient technology option to replace PSR and sustain
wider use in aviation. Such low-cost technology would support ATC requirements to
fill independent non-cooperative surveillance gaps, in particular in en-route ATC or
as a security requirement.
5.2.2 Multi Static Primary Surveillance Radar
(MSPSR)
5.2.2.1 The technology that will likely be the
natural successor of old PSRs, in the longer
term, is MSPSR. It is a new type of independent/non-cooperative surveillance
system currently under development.
MSPSR technology consists of several
transmitters and receivers used in a multistatic mode to detect aircraft. The transmitters used are, in general, part of the
MSPSR system. Another application uses
‘transmitters of opportunity’, i.e. transmitters used for other purposes such as broadcasting DVB-T (Digital Video Broadcasting
-Terrestrial) signals. It is worth noting
that such transmitters are not under the
control of the MSPSR operator, leading to
safety and/or security risks. Furthermore,
coverage would be limited to lower flight
levels due to limited DVB-T transmission
range.

5.3 Independent Cooperative
Surveillance Techniques
5.3.1 Secondary Surveillance Radar (SSR)
5.3.1.1 SSR systems have formed the backbone of
ATC for many years and provide controllers
with the height and an identity of co-operative aircraft. Such systems have evolved
from sliding window processors through to
Mode S to meet increased traffic densities
and to overcome problems associated with
garbling and interference.

48 In some areas, long-range PSR has been implemented for ATC en-route purposes, based on local safety and security

requirements.
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5.3.1.2 SSR detects and measures not only the
position of aircraft but also requests additional parametric information from the
aircraft itself, such as its identity and altitude. It relies on active answer signals
generated by the transponders carried by
the aircraft. The aircraft transponder is a
radio transceiver that receives the signal
generated by the SSR on one frequency
(1030 MHz) and transmits on another (1090
MHz).
5.3.1.3 SSR Mode A (identity) and Mode C (pressure altitude)49 has been used for decades,
however there are only 4096 identification
codes available and altitude resolution
is limited to 100 feet. There is also uncertainty as to whether this technology has
sufficient capacity and accuracy to support
new concepts. SSR Mode A/C (sliding
window and mono-pulse variants) is to be
reduced as soon as operationally viable.
The reasons for phasing it out include its RF
inefficiency and poor performance in high
traffic density airspace. Traditional SSR is
not compatible with Aircraft Identification
(ACID) regulatory requirements [Ref 51].
5.3.1.4 Some legacy SSR transponders may not
work properly or evidence anomalies which
are detrimental to the RF environment.
Mode 3/A code shortages are addressed
by the ACID strategy, which hopes to be
fully reliant on Mode S downlinked aircraft
identification.
5.3.1.5 SSR systems require a transponder on each
aircraft, and therefore do not generate the
sort of anomalous reports or degradation
due to clutter that can occur with PSRs.
However, SSR systems generate other
forms of anomalous reports, such as those
caused by reflections, mutual interference
(garbling) and poor signal to noise ratios.
SSR signals may be reflected off structures
such as hangars and terminal buildings to
create erroneous reports with incorrect
azimuth and range. Some form of surveillance processing at the sensor is normally
applied to try to filter out SSR reflection
plots.

5.3.1.6 Garbling occurs when the signals from two
or more aircraft interfere with each other
in the receiver. Garbling can cause loss of
detection, corrupted Mode A/C data, and
azimuth shifts.
5.3.1.7 SSR systems that employ the older style of
sliding window processing are increasingly
seen as inefficient and responsible for a
disproportionate usage of the 1030/1090
MHz radio frequency (RF) environment.
Such systems meet only lower performance
capabilities when considered against
more modern monopulse and Mode S
SSR systems. SSR Mode A/C systems that
use monopulse signal processing are less
prone to losses of detection and azimuth
shifts when replies from two aircraft
partially overlap in azimuth. Weak signals
(usually at longer ranges) can also lead
to corrupted Mode A and C data, where
receiver noise can corrupt the data detection process. Data from a Mode A/C SSR
system does not have any form of error
checking, making corrupted data difficult
to detect.
5.3.1.8 Monopulse secondary surveillance radar
(MSSR) is an improved version of the
classic sliding window SSR technique
aimed at reducing garbling and false
replies unsynchronized with the interrogation transmissions (FRUIT). Garbling
happens when flights close to each other
send very narrowly spaced replies to the
SSR and its decoder is unable to detect
them separately. FRUIT is the result of many
SSRs working in the same area where the
reply from a flight due to the interrogation
of one SSR it is also received by another
radar. That may result in the loss of aircraft
position.
5.3.1.9 The MSSR replaced most of the existing
SSRs by the 90s and its accuracy enabled
the reduction of separation minima in
en-route ATC from 10 nautical miles to five
nautical miles, however a number of the
older systems, which are inefficient from an
RF perspective, have not yet been replaced
– including some on the military side.

49 When used in military context Mode A is designated as Mode 3. It is a military IFF Mode for identification but as the ICAO Mode

A consists on a 4 digit code that is based on the octal numbering system. Numbers from 0 to 7 can be assigned, which limit the
available code sets to a maximum of 4096 codes.
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5.3.2 SSR Mode S (“Select”)
5.3.2.1 Mode S50 (or Mode “Select”), described
in ICAO Annex 10 Volume IV, is an extension of the legacy Secondary Surveillance
Radar, which uses selective addressing to
downlink Aircraft Identification (call sign or
registration mark) from the aircraft to the
ground in order to have a direct correlation
with the ground flight plan. Mode S operates in the same radio frequencies (10301090 MHz) as conventional SSR systems.
Mode S is backwards compatible with SSR.
5.3.2.2 Each Mode S equipped aircraft is assigned
a unique ICAO 24-bit aircraft address. Each
aircraft is allocated a unique 24 bit address,
which is used to selectively interrogate
that aircraft (16,777,214 aircraft addresses
are allocated in blocks by ICAO to the
state of registry, or common mark registering authority, for assignment to aircraft
according to their country of registration).
5.3.2.3 Using the selective interrogation capability
of Mode S, the ground SSR Mode S sensors
are able to selectively interrogate a specific
aircraft via its unique ICAO 24-bit aircraft
address, even in high-density situations.
This significantly improves the ability of ATC
to monitor and control the aircraft, as well
as the others in the vicinity (see Figure 27).

5.3.2.4 The innovation of Mode S resides exactly in
the use of selective addressing of aircraft,
which mitigates the shortage of Mode 3/A
codes and offers technical advantages over
conventional Secondary Surveillance Radar,
such as reducing FRUIT and garbling, hence
providing higher integrity radar tracks.
5.3.2.5 Only the aircraft with the specified address
reply - thereby minimising garbling. False
plots due to reflections are largely eliminated also, because on acquisition the
Mode S ground station has to work out
which replies are the correct ones, and
thereafter it will schedule selective interrogations only on that azimuth, and not
on the false reflective path azimuths.
Incorrect decoding of data by a receiver
is still possible when signal to noise ratios
are poor, but SSR Mode S data includes a
rigorous error detection and correction
check sum generated in the aircraft that
not only detects virtually all errors, but also
allows many to be corrected.
5.3.2.6 Mode S transponder equipped aircraft
must also incorporate an Aircraft
Identification feature to permit flight crew
to set the Aircraft Identification, commonly
referred to as Flight ID, for transmission by
the transponder. The Aircraft Identification
transmission must correspond with the

Figure 27: How does Mode S work
50 ED-73E represents the current desired compliance standard for Mode S transponders. The upcoming release of ETSO-C112d will

cause ETSO-C112c and its reference to ED-73C to be obsolete. TSO-C112d already calls out the technical equivalent document
DO-181E. Therefore, ED-73E represents the appropriate Minimum Operational Performance Standard for Mode S transponder
compliance.
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aircraft identification specified in item 7 of
the ICAO flight plan, or, when no flight plan
has been filed, the aircraft registration.

With this feature, controllers can co-ordinate with an adjacent centre without
referring to Mode-A codes.

5.3.2.7 SSR Mode S also allows an aircraft to
downlink a number of aircraft parameters
(referred to as downlinked aircraft parameters - DAPs or aircraft derived data - ADD),
and this data can be used to improve the
multi-sensor processing.

5.3.2.11 The Aircraft Identification is inserted
by the pilot through the appropriate
control panel. With the Mode S data link,
the Aircraft Identification (e.g. AFP123,
AME3576, AYB826, BAF151) as used in
Item 7 of the ICAO flight plan is directly
reported to the controller display.

5.3.2.8 In addition to the downlinking of Aircraft
Identification, which is a prerequisite for
Mode S Elementary Surveillance (ELS),
other specified downlink parameters
(DAPs) may be acquired by the ground
system to meet the requirements of Mode
S Enhanced Surveillance (EHS).
Mode S Elementary Surveillance (ELS)
5.3.2.9 Aircraft compliant with Mode S ELS provide
the following functionality (this is also
referred to as “Basic Functionality”):








Automatic reporting of Aircraft Identity. This is the call sign used in flight
and is automatically presented to the
controller.
Transponder Capability Report. A technical function to enable ground systems
to identify the data link capability of the
transponder.
Altitude reporting in 25ft intervals
(subject to aircraft capability).
Flight status (airborne/on the ground). A
technical function.
SI code capability. A technical function
to identify transponders capable of
operating within a Surveillance Identifier (SI) code ground environment
(which permits a reduction in ground
infrastructure complexity). Basic functionality with SI code capability is the
minimum level required for operations
in European airspace.

5.3.2.10 With the introduction of Mode S
Elementary Surveillance, there will be an
additional feature available to be added
to the track symbols on the radar screen
(see Figure 32). Besides being able to see
Mode-A and C, there is also the possibility
to downlink the call sign used in flight.
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Figure 28: ATC screen with Mode S ELS

5.3.2.12 Aircraft compliant with Mode S ELS provide the following operational benefits:






Unambiguous Aircraft Identification. The
availability of almost 17 million unique
aircraft addresses, in conjunction with
the automatic reporting of flight identity, permits the unambiguous identification of aircraft independently of any
Mode 3/A code assignment.
Improved Integrity of Surveillance Data.
Selective interrogation and the superior
resolution ability of Mode S over existing SSR and MSSR installations will:
 Eliminate synchronous garble
 Resolve the effects of over interrogation
 Simplify aircraft identification in the
case of radar reflections
Improved Air Picture and Tracking.
Radar controllers are presented with
a better current air picture through
system acquisition of flight identity and
enhanced tracking techniques (Figure
28). The greater accuracy of Mode S
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radars (less random or systematic errors
together with the production of more
stable speed vectors) results in an
improved horizontal and vertical tracking capability over current in-service
SSR installations.
Alleviation of Mode 3/A Code Shortage.
The situation concerning the SSR code
shortage in the EUR Region is reaching a
critical stage. The unique aircraft address
ability of Mode S will, in conjunction
with other measures, help to ease this
problem.
Improvements to safety nets (e.g. STCA).
The ability of Mode S to eliminate synchronous garbling, to produce a more
stable speed vector and to acquire aircraft altitude reporting in 25ft increments
(if supported by compatible barometric
avionics), provides valuable improvements to the quality of safety nets.
These improvements should reduce the
number of nuisance alerts and enhance
the integrity of separation assurance.
Increased Target Capacity. In order
to handle current and forecast traffic
increases, Mode S radars are able to
process many more aircraft tracks
(approximately double the number)
than conventional MSSR installations.

Mode S Enhanced Surveillance (EHS)
5.3.2.13 Aircraft compliant with Mode S EHS
provide basic functionality features (see
ELS above), Barometric Pressure Setting,
plus the following eight downlinked
aircraft parameters (DAPs):









Air Speed
Ground Speed
Magnetic Heading
Roll Angle
Selected Altitude
Track Angle Rate
True Track Angle
Vertical Rate

5.3.2.14 On top of Mode S ELS, aircraft compliant
with Mode S EHS provide the following
operational benefits:


Improved Situation Awareness. A
clearer air picture, enhanced tracking
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and access to pertinent information
direct from the aircraft will enable the
controller to benefit from quicker and
more accurate recognition of airborne
events.
Progressive Reduction of R/T Workload
per Aircraft. There is scope for R/T usage
between controller and individual aircraft under service to be reduced following the progressive introduction
of Mode S Enhanced Surveillance. This
applies in particular to the current
requirement for SSR code verification
procedures and also where system
enhancements and/or the display of
downlink aircraft parameters obviate
the need for certain voice communication exchanges (e.g. “BAW721, what is
your heading?”).
Safety Enhancements. Access by controllers to aircraft intent DAPs (Selected
Altitude) will afford cross-checking of
climb/descent instructions and help
the early identification of potential level
bust incidents.

ICAO Aircraft Address & Selective Addressing
5.3.2.15 Mode S surveillance protocols use the
principle of selective addressing. Every
aircraft gets an ICAO aircraft address. This
ICAO aircraft address consists of 24-bits
(therefore 16,777,216 possible codes),
allocated by the Registering Authority
of the State within which the aircraft is
registered. The official ICAO 24-bit “Mode
S Allocation of aircraft addresses to States”
is included in ICAO Annex 10 Volume III,
Amendment 90.
5.3.2.16 A transponder will only accept a Mode
S interrogation that is sent to the allcall address or is sent to its own unique
address. In this way, selective interrogation
ensures that one surveillance interrogation elicits one reply from the addressed
target. Note: 24-bit addresses are used in
systems other than transponders; consequently there may be a need to coordinate pre-flight 24-bit address changes
with other CNS systems, as well as with
ground based systems where operators
use in-flight service contracts to maintain
communication.
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5.3.2.17 In order to allow effective operation of
Mode S ground sensors with overlapping coverage areas, a discrete identification code, known as an IC (or Interrogator
Code), is allocated to each sensor. As part
of selectively addressed interrogations,
the IC is included and this is also included
in the reply. An IC can either be an
Interrogator Identifier (II) or a Surveillance
Identifier (SI). The design of the Mode S
system severely limits the number of ICs
available (excluding 0) to 15 II codes and
63 SI codes.
5.3.2.18 Targets that have been acquired in the
all-call period are subsequently selectively
interrogated for surveillance information
in the Mode S period. Control information
within the interrogation allows the ground
sensor to apply lockout, which means that
the target will not reply to an all-call with
that IC for a period of 18 seconds. This will
be applied by the sensor for all acquired
Mode S targets in all areas for which it has
responsibility for maintaining lockout (see
Figure 29).

5.3.2.19 Lockout is a fundamental function of
Mode S, resulting in greatly reduced interference levels. It is technically possible
to operate in Mode S without locking
out targets. However, operation without
lockout is not only against the ICAO standards and recommended practices (SARPs),
but would generate unacceptable interference levels on the 1090MHz SSR reply
frequency, defeating the purpose of the
introduction of Mode S surveillance.
5.3.2.20 Stochastic acquisition is a technique used
during the all-call period to acquire closely
spaced (in slant range) targets entering
coverage. All-call interrogations can be
sent with a probability of reply.
5.3.2.21 In order to allow an interrogator to operate
without co-ordination with its neighbours,
the Mode S protocols allow the interrogator to force a transponder to reply to
all-calls, regardless of the current lockout
status for the interrogating IC (i.e. lockout
is overridden). This method is known
as ‘lockout override’. Stochastic lockout

Figure 29: Stages of Mode S Lockout

114

Civil-Military CNS Interoperability Roadmap Edition 3.0

override acquisition (SLA) might be used
in coverage areas where there is some
overlap with at least two sensors using
the same IC and not communicating as
a cluster. Intermittent Lockout is another
mechanism with which lockout between
two or more sensors that are using the
same IC but are not operating as a cluster
can be managed.
5.3.2.22 There is a careful balance between the
reliable acquisition of all targets and the
potential to flood the RF environment
with unwanted replies to acquisition interrogations. It is necessary to choose an
appropriate Mode Interlace Pattern (or
MIP) to manage the acquisition activities
to ensure minimal interference. Mode
Interlace Patterns define the sequences
of all-call interrogation types that might
be made during cycles of all-call periods.
Every sensor (or type of sensor) is likely to
have different needs and hence different
ways of operating.
Interrogator Code Allocation
5.3.2.23 As stated before, the Mode S system
requires each Mode S interrogator to be
assigned a specific Interrogator Code (IC).
The operation of Mode S interrogators
requires the coordinated allocation of ICs.
EUROCONTROL manages the European
IC allocation process on behalf of the
ICAO and in accordance with Network
Functions. This process applies for various
types of fixed and mobile, civil and military
sensors and active multilateration systems.
Each type of sensor may have a specific
need in terms of interrogator codes.
5.3.2.24 16 II-Codes (Interrogator Identifier Codes)
are available, 15 of which allow ‘multisite
operation’, using all of the Mode S protocols and 63 SI-Codes (Surveillance Identifier
Codes) which function in the same way
as II-Codes for lockout purposes (only a
few bits added to increase the number of
codes). A functional SI scenario requires a
high percentage of the aircraft fleet to be
fitted with ‘SI-capable’ transponders.
5.3.2.25 II-Code=15 is allocated to NATO. II=0
is used by mobile sensors. II-Code=0 is
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used by mobile sensors. II-Code=15 and
SI-Codes 15, 31, 47 and 63 are allocated to
NATO for mobile and deployable systems
in the ICAO European Region, in coordination with EUROCONTROL/Network
Manager.
5.3.2.26 Specific use of II Code 0: A special mode
of operation (on II code 0) is defined in
the ICAO SARPs, based on the absence
of lockout and the use of SLO. This mode
of operation is more specifically designed
for mobile SSR Mode S interrogators. The
use of II code 0 does not require regional
co-ordination, but is associated with strict
interrogation rate limits. These constraints
make this mode incompatible with the
operation of ordinary fixed, ground-based
ATC or Air Defence Mode S radars. In addition, it is felt that the use of this mode
must be limited to a minimum number of
interrogators in order to keep the level of
RF pollution acceptable.
5.3.2.27 II/SI Operation: Some aircraft equipped
with Mode S transponders may not
support interrogations on SI codes. Aircraft
which are not SI-capable decode only the
II code part of the SI codes contained in
the Mode S interrogations. The II/SI code
operation mechanism enables Mode S
interrogators operating on an SI code to
acquire on the matching II code those
aircraft which are not SI capable. The II/SI
code operation enables Mode S interrogators using II code or SI code to not lock
the non-SI capable transponders on the
matching II code.
5.3.2.28 Clusters: A cluster of sensors is a group of
interrogators with overlapping coverage
that have been networked together and
are all using the same IC. The configuration
of the coverage responsibilities of sensors
within a cluster is that of the authorities
operating the sensors.
5.3.2.29 The allocation of ICs to interrogators is a
complex subject. Commission Regulation
(EC) No 262/2009 of 30 March 2009 [Ref
52] lays down requirements for the coordinated allocation and use of Mode S interrogator codes for the Single European Sky.
Operational requirements and constraints
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on a sensor by sensor basis, civil-military
issues and the fact that up to 6 sensors could
be interconnected (known as a ‘cluster’) and
operate using just one IC will also affect and
complicate the allocation process.
Transponders
5.3.2.30 Where a Mode S transponder is already
installed, it must comply, as a minimum, with
the provisions of ICAO Annex 10, SARPS,
Amendment 77. It must be an approved
Mode S Level 2 transponder, as a minimum.
EUROCAE ED-73E [Ref 53] represents the
current desired civil compliance standard
for Mode S transponders. EASA ETSO-C112d
refers. The FAA TSO-C112d already calls out
the technical equivalent document RTCA
DO-181E. Therefore, EUROCAE ED-73E represents the appropriate Minimum Operational
Performance Standard for Mode S transponder compliance. It also includes aircraft
identification. EASA CS-ACNS identifies the
performance requirements for Mode S in
terms of integrity and continuity. For ADS-B
civil compliance is needed with EASA ETSOC166b/FAA TSO-C166b and EUROCAE
ED-102A/RTCA DO-260B.
5.3.2.31 Compliant transponders must support
Surveillance Identifier codes as required
by the SES SPI Regulation [Ref 54 and 55].
This capability is an essential prerequisite
for the carriage and operation of Mode S
transponders in ECAC airspace. The use of
Mode II/IS as a fall back mitigation must
be seen as non-recommended and transitional due to its negative RF impact.

5.3.3 Wide Area Multilateration (WAM)
5.3.3.1 Multilateration of signals (Time Difference
Of Arrival (TDOA) of signals at different
receivers, as illustrated in Figure 30) to identify the position of the source is a technique
that military organisations have already
used for several decades. In the last 20
years this technique has become available
to civil organisations and, for some years,
has been successfully deployed for airport
surveillance (e.g. A-SMGCS). Nowadays,
these very techniques are already used for
larger areas such as En-Route or Approach
areas. Such systems are called Wide Area
Multilateration (WAM) systems.
5.3.3.2 WAM is presently considered for TMA
and en-route ATC but multilateration can
also be applied for height monitoring,
A-SMGCS, noise monitoring, airport billing
systems, precision approach, military exercise areas and range clearance, etc. WAM
systems are potentially capable of higher
accuracies than radar services and have
a superior coverage in difficult terrain (in
some configurations).
5.3.3.3 WAM can be active if interrogation is transmitted from the ground to trigger replies,
or passive if the ground component is
only receiving and the signals required are
limited.

5.3.2.32 Mode S transponders give a fundamental
basis for subsequent ADS-B Out capability
as this technique relies on the Mode S
1090 MHz Extended Squitter data link.
5.3.2.33 In line with its tasks in the context
of the regulated Network Functions,
EUROCONTROL per forms proactive
comprehensive monitoring of aircraft
transponder performance across Europe.
If anomalous behaviour is identified, the
issue is investigated in more detail and,
if necessary, the aircraft operator or transponder manufacturers are informed of
the circumstances.
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Figure 30: TDOA principle
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5.3.3.4 WAM is an independent/cooperative
surveillance system that employs a number
of ground stations placed in strategic locations to cover an airport or a wider area.
These units listen for “replies” transmitted
from aircraft (e.g. Mode A/C/S, ADS-B).
5.3.3.5 Since individual aircraft are at different
distances from each of the ground stations,
their replies are received by each station at
different times. Using computer processing
techniques, these differences at time of
arrival make it possible to calculate the
aircraft’s position. WAM is an alternative
solution to complement SSR and could
provide a higher accuracy and refresh rate
(1 second compared to the 4 to 12 seconds
of radar refresh rates).
5.3.3.6 WAM involves the use of relatively small
ground-based antennae, compared to
heavy rotating equipment. As a consequence, there are potentially significant cost efficiencies as Wide Area
Multilateration provides aircraft derived
data (ELS & EHS) and superior performance
compared against SSR Mode A/C. Both
passive and active WAM configurations are
available, with increasing deployment in
the short term. Combined ADS-B and WAM
deployments exploit synergies between
the two techniques.
5.3.3.7 WAM is a rapidly maturing technology
which is spreading very fast. It is an available, safe, flexible and economic alternative

to traditional SSR and Mode S radar. When
compared with ADS-B, WAM follows similar
principles but with fewer receivers, which
would seem to confirm the potential
of WAM. With further development, the
WAM technology may offer cost-effective
alternatives to Airfield Surveillance Radar
(ASR) and Precision Approach Radar (PAR).
EUROCAE Technical Specification for
WAM (ED-142A) [Ref 56] is the applicable
standard.

5.4 Dependent Cooperative Surveillance
Techniques
5.4.1 Automatic Dependent Surveillance – Broadcast
(ADS-B)
5.4.1.1 Dependent/Cooperative Surveillance is
based on aircraft providing their position,
altitude, identity and other parameters by
means of a broadcast data link. It is therefore fully dependent on aircraft systems. It
is also a solution for non-radar areas or a
complement to independent surveillance.
5.4.1.2 Automatic Dependent Surveillance –
Broadcast (ADS–B) (Figure 31) is a dependent
cooperative surveillance technique in which
an aircraft’s systems determine its position using a separate positioning source,
primarily satellite navigation and periodically
broadcasts it together with other data, such
as aircraft identity and barometric altitude,
enabling it to be seen by any adequately
equipped agent.

Figure 31: ADS-B Exchanges
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5.4.1.3 In fact, a fundamental characteristic of
ADS-B is the determination of position
onboard the aircraft, by means of satellite positioning system (GNSS), transmitting this information periodically to other
aircraft and ground stations. This represents
a major change from conventional surveillance systems where the aircraft position
is directly determined from the ground
station and then sent to the monitoring
centres. ADS–B is “automatic” as it requires
no pilot or external input trigger, it is
“dependent” as it depends on data from an
on-board GNSS position source.
5.4.1.4 ADS-B reports include data derived from
on-board systems and are broadcast
periodically at a fixed rate. By providing
more accurate and comprehensive data,
ADS-B is one of the options to enable
ground and airborne surveillance applications supporting current and future ATM
concepts/tools such as continuous descent
arrivals arrival/departure management,
collaborative decision making, conflict
detection, runway incursion, new separation modes and 4D contracts.

5.4.1.7 An ADS-B ground infrastructure consists of
any number of ADS-B receivers connected
in a network to provide derived surveillance information to an ATM system.
5.4.1.8 There are currently three ADS-B data link
technologies: Universal Access Transceiver
(UAT), 1090MHz Extended Squitter (1090ES)
and VHF Digital Link Mode 4 (VDL-4). Future
high-capacity data links might also be
capable of supporting ADS-B. The predominant technology being used in Europe
and in the U.S. for ADS-B is 1090MHz
Extended Squitter (1090ES). Many existing
Mode-S aircraft transponders provide the
ADS-B OUT 1090ES functionality that will
need to be certified in order to be used
operationally.
5.4.1.9 Although not envisaged for Europe, ICAO
Annex 10 makes reference to TIS-B (Traffic
information Surveillance – Broadcast)
which covers the ground-to air segment
namely by allowing an air traffic situation
picture to be transmitted to an aircraft
from the ground (see figure 32).

5.4.1.5 ADS-B transmits parameters extracted from
on-board avionics via data link radio broadcast at regular and frequent intervals. Such
aircraft-derived data can be used by any
platform or station on the ground or in the
air equipped with a suitable receiver. The
ADS-B ground station receives the 1090
MHz SSR band signals from the aircraft/
vehicle and converts them to reports in
ASTERIX formats for onward transmission.
5.4.1.6 Two particular ways of ADS-B operation are
defined:




ADS-B OUT51: refers to the ability of a
unit (e.g. aircraft or ground vehicle) to
broadcast/transmit onboard data such
as identity, position, velocity, intent, etc.
ADS-B IN: refers to the ability of a unit
to receive ADS-B Out information
from another unit. The positions of the
received units are displayed to aircrews
and/or ground vehicle drivers for traffic
situation awareness.

Figure 32: Automatic Dependant Surveillance –
Broadcast (ADS-B) Context

5.4.1.10 1090 MHz extended squitter was adopted
as the basis for ADS-B data link interoperability and became the “de facto” civil
standard worldwide. The other data link

51 Automatic Dependent Surveillance Broadcast 1090 Extended Squitter transmission capability (ADS-B OUT) based on EUROCAE

ED 102A/ RTCA DO 260B
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technologies such as VDL Mode 4 or
UAT may be implemented locally but
global solutions are clearly preferred, to
ensure interoperability and limit costs.
The EUROCAE ED 102A (ETSO 166b
A1) contains the MOPS for 1090 MHz
Extended Squitter Automatic Dependent
Surveillance – Broadcast (ADS-B) & Traffic
Information Services – Broadcast (TIS-B)
[Ref 57]. This standard is equivalent to
RTCA DO-260B. EUROCAE ED 194A/RTCA
DO 317A refer to ADS-B In avionics [Ref
58].
5.4.1.11 Functionally, the 1090ES transponder is an
adaptation of the Mode S transponder. In
this instance, the transponder is fitted with
a device that, at predetermined intervals,
will prompt the transponder to assemble
a message and encode in it the content
of the required extended squitter registers.
Since the primary purpose of ADS-B is to
inform its listener of the sender’s identity
and position, a suitable and approved
positioning source must be connected to
populate the transponder registers.
5.4.1.12 The airborne ADS-B installation must
comply with the abovementioned
EUROCAE ED-102A (RTCA DO-260B).
Compliance may be achieved on the basis
of a transponder swap or following a lower
cost approach based on the use of an
available Mode S transponder with some
wiring workout to enable the required
GNSS position input from a multi-mode
receiver (or standalone GNSS) together
with a transponder software upgrade.
Nevertheless, whatever solution is chosen
it needs validation and verification of
compliance plus airworthiness verification.
5.4.1.13 The major benefit of ADS-B is that it
provides better positional information
with a less costly ground infrastructure.
However, it is dependent upon the GNSS
signal. As active interrogation is not necessary, the ground infrastructure is reduced
to a simple receiver station and a lowcost non-rotating radio antenna which
covers a similar area to a radar station
located in the same position. In addition,
ADS-B signals can be received by other
aircraft and enable air-to-air applications
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as described before. The airborne collision
avoidance system (ACAS)/traffic collision
avoidance system (TCAS) is an airborne
1090MHz receiver which provides the
means by which ADS-B In receiving capability is provided on the aircraft (Figure 33).

Figure 33: ADS-B Avionics Architecture

5.4.1.14 Since ADS-B is a cooperative and
dependent system, security is a key aspect
that needs careful consideration. Due to
its RF-interface and modulation scheme,
ADS-B is as vulnerable to interference
as any other RF-based system. In addition, target reports may be modified or
even deleted quite easily. This means that
spoofing is one of the main ADS-B security risks. Given that ADS-B will be a crucial
piece of the surveillance infrastructure in
the coming years, this system needs to be
secured against any type of threat.
5.4.1.15 The original ADS-B architecture is not
secure: clear, unencrypted data and
information broadcast and received is
susceptible to exploitation and spoofing.
ADS-B uses open GNSS signals, also easily
susceptible to exploitation, spoofing and
jamming. Working together with a multilateration system or implementing new
security functionalities, ADS-B can afford
the detection and implementation of
different threats. The responsibility of the
security function at ADS-B ground sensor
level is to detect and report an existing
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threat condition. Mitigation towards a
“clean” aerial situation display at the level
of the ATC controller working position
(CWP) needs the involvement of further
processing steps, which are typically part
of the downstream ATC data processing
chain.
5.4.1.16 ADS-B Applications
5.4.1.16.1 ADS-B functionalities depend essentially on the applications considered. These are standardised by
EUROCAE WG 51 (and RTCA SC186).
ADS-B applications are sometimes
referred to as Airborne Separation
Assurance System (ASAS).
Depending on the operational goal,
the following application categories
can be distinguished:
 Air Traffic Situational Awareness
(ATSAW): aimed at enhancing
the flight crew’s knowledge of
the surrounding traffic situation both in the air and on the
airport surface.
 Airborne Spacing (ASPA) applications: for flight crew to
achieve and maintain a given
spacing from a designated aircraft, as specified in a new ATC
instruction.
 Airborne
Separation (ASEP)
applications: the controller delegates separation responsibility
and transfers the corresponding separation tasks to the
flight crew, who ensure that the
applicable airborne separation
minima are met. The separation responsibility delegated to
the flight crew is limited to designated aircraft, specified by a
new clearance, and is limited in
time, space, and scope.
 Self-separation
(SSEP) applications: These applications
require flight crew to separate
their flight from all surrounding
traffic, in accordance with the
applicable airborne separation
minima and rules of flight.

120

5.4.1.16.2 ADS-B IN enables Airborne
Surveillance Applications (ASA)
(or Airborne Separation Assistance
System – ASAS), for ATSAW, Spacing
or Separation purposes. This
requires aircraft to be equipped
with avionic systems (including a
traffic computer and cockpit display
of traffic information - CDTI) that are
able to use the surveillance information broadcast by other aircraft
or airport surface vehicles.
5.4.1.16.3 The ADS-B OUT applications
currently foreseen and the related
EUROCAE ED standards include:
 Enhanced Air Traffic Services in
Non-Radar Areas using ADS-B
surveillance (ADS-B-NRA)
 ED-126 Safety, Performance
and Interoperability Requirements document for ADS-BNRA Application
 Enhanced Air Traffic Services in
Radar-Controlled Areas using
ADS-B surveillance (ADS-B-RAD)
 ED-161 Safety, Performance
and Interoperability Requirements document for ADS-BRAD Application
 ADS-B Airport Surface Surveillance (ADS-B APT)
 ED-163 Safety, Performance
and Interoperability Requirements document for ADS-B
Airport Surface Surveillance
Application (ADS-B-APT)
5.4.1.16.4 The ADS-B IN applications
currently foreseen and the related
EUROCAE ED standards include:
 Airborne
Traffic Situational
Awareness (ATSA) for “In-Trail
Procedure (ITP)
 ED-159 Safety, Performance
and Interoperability Requirements document for ATSAITP Application
 Airborne
Traffic Situational
Awareness (ATSA) for Enhanced
Visual Separation on Approach
(VSA)
 ED-160
Safety,
Performance and Interoperability
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Requirements document for
Enhanced Visual Separation
on Approach (ATSA-VSA)
Airborne Traffic Situational
Awareness (ATSAW) for Enhanced Traffic Situational Awareness during flight operations
(ATSA-AIRB)
 ED-164 Safety, Performance
and Interoperability Requirements document for Enhanced Traffic Situational Awareness during Flight Operations
(ATSA-AIRB)
Airborne Traffic Situational
Awareness (ATSA) for Surface
(SURF)
 ED-165 Safety, Performance
and Interoperability Requirements Document for ATSASURF Application
Airborne Spacing (ASPA) - Flight
Deck Interval Management
(FIM)
 ED-195A
Safety, Performance and Interoperability
Requirements
Document
for Airborne Spacing Flightdeck Interval Management
(ASPA-FIM)
Enhanced Traffic Situational
Awareness on the Airport
Surface with Indication and
Alerts (SURF-IA)
 [No ED doc] DO-323 Safety,
Performance and Interoperability Requirements document for Enhanced Traffic
Situational Awareness on the
Airport Surface with Indication and Alerts (SURF-IA)

5.4.1.17 Space-Based ADS-B
5.4.1.18 Satellite ADS-B systems can be an alternative means of providing surveillance
cover in oceanic or low-density regions.
Space-based ADS-B extends the ADS-B
technology currently on ground-based
receivers to space by installing ADS-B
transceivers in satellites, providing global
earth coverage.

5.4.1.19 Space-based ADS-B will in the near future
offer a radar-like control environment
over oceanic, remote and geographically
challenging areas of the world, in areas of
poor infrastructure as well as in areas well
equipped with surveillance systems (like
core Europe). This would support separation management for controllers as well
as phasing out/modernising position
reporting. In combination with improved
A/G communication, this would allow for
reduced separation, improved safety levels
and greater efficiency and capacity in the
airspace.
5.4.1.20 In 2018 an international consortium of
stakeholders known as Aireon (www.
aireon.com) launched a global tracking
service with high-performance payloads
based on ADS-B transceivers hosted on
the new Iridium NEXT LEO 52 satellite
constellation. The 66 satellites receive
aircraft ADS-B messages and relay them
to ATC in real time. There are a total of
66 Iridium NEXT satellites, with significant
overlap and redundancy built into the
system to provide a safety-of-life service to
the aviation industry.
5.4.1.21 This particular service supports ANSPs,
aircraft operators, regulators and search
and rescue organizations in need of crucial
aircraft location data to help provide an
ADS-B OUT 1090MHz equipped aircraft’s
most recently known position in an emergency situation. It fills a critical need,
ensuring search and rescue has the
most accurate aircraft position data available when responding to an incident,
regardless of global location.
5.4.1.22 Satellite ADS-B is therefore assumed to be a
turn-key surveillance solution to meet future
capacity needs and provide surveillance in
remote regions and on new routes, supporting even flow management, global air
traffic analysis, airspace and air route design,
capacity and resource planning, predictability analysis for arrivals and departures and
fleet optimization. However, space-based
ADS-B suffers from the same security vulnerabilities described above.

52 Low earth orbit - 485 miles above earth
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5.5 Regulatory Context for Surveillance

Mode-S and non-ADS-B OUT equipped
State aircraft. Such provisions are further
discussed in next chapter.

5.5.1 In the SES context, four EU regulations cover several surveillance-related requirements:
5.5.1.1 Commission Implementing Regulation (EU)
1206/2011 of 22 November 2011 laying
down requirements on aircraft identification for surveillance for the single
European sky [Ref 51]


This regulation requires Member States
to ensure implementation of the capability for the individual aircraft identification using downlinked aircraft
identification.

5.5.1.2 Commission Regulation (EU) No 1207/2011
amended by Regulation (EU) 2020/587 of
29 April 2020 laying down requirements for
the performance and the interoperability of surveillance for the single European
sky (known as the SPI IR) [Ref 54]
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This regulation includes the requirements for systems contributing to the
provision of surveillance data, their constituents and associated procedures,
in order to ensure the harmonisation
of performance, the interoperability
and the efficiency of these systems to
support EATMN and for the purpose of
civil-military coordination.
It applies to the surveillance chain (airborne and ground-based surveillance
systems), surveillance data processing,
ground-to-ground
communications
used for the distribution of surveillance
data, as well as to their constituents and
associated procedures. In practice, it
mandates the implementation of Mode
S (ELS and EHS), ADS-B Out and related
ground surveillance components.
Article 8 (“State aircraft”) of the SPI IR
lays down regulatory measures for
State aircraft operators, ATS providers
and Member States. Besides detailed
equipage requirements for Mode S ELS,
EHS, ADS-B OUT and related deadlines, it
acknowledges the fact that not all State
aircraft can or will be equipped within
given deadlines. Therefore, it describes
transitional arrangements for non-

5.5.1.3 Commission Implementing Regulation
(EU) 2020/587 of 29 April 2020 amending Implementing Regulation (EU) No
1206/2011 laying down requirements on
aircraft identification for surveillance for
the single European sky and Implementing
Regulation (EU) No 1207/2011 laying down
requirements for the performance and
the interoperability of surveillance for the
single European sky [Ref 55]
5.5.1.4 Commission Regulation (EC) No 262/2009
of 30 March 2009 laying down requirements for the coordinated allocation and
use of Mode S interrogator codes for the
single European sky [Ref 52]






This Regulation lays down requirements
for the coordinated allocation and use
of Mode S interrogator codes for the
purposes of the safe and efficient operation of air traffic surveillance and civilmilitary coordination.
It applies to eligible Mode S interrogators and related surveillance systems,
their constituents and associated procedures, when supporting the coordinated allocation or use of eligible
interrogator codes.
Article 8 identifies civil-military coordination needs on the allocation and use
of interrogator codes including II code 0.

5.5.1.5 Commission Regulation (EC) No 1332/2011
of 16 December 2011 amended by (EU)
2016/583 laying down common airspace
usage requirements and operating procedures for airborne collision avoidance
[Ref 85]
This regulation lays down common airspace usage requirements and operating procedures for airborne collision
avoidance to be fulfilled by civil aircraft
operators (in practical terms it mandated TCAS version 7.1)
The ACAS Policy for State aircraft is
described in next chapter.
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5.5.2 The detailed technical requirements supporting the SPI regulation can be found in the
EUROCONTROL Specification for ATM Surveillance
Systems (ESSAP), volumes 1 and 2 as well as in
lower-level technical standardisation materials
such as the EASA CS-ACNS, EASA certification
specifications and accepted means of compliance
(AMC) and guidance materials (GM).
5.5.3 In the United States, the Federal Regulations
14 CFR§91.225 (equipment and use) and 14
CFR§91.227 (equipment performance requirements) [Ref 62] with effective date 01JAN2020,
mandated ADS-B Out in Class A, B & C (Class
E - special cases) airspaces within the National
Airspace System.

5.6 Other Surveillance Requirements
5.6.1 Composite Surveillance
5.6.1.1 The aim of composite surveillance is to
combine the ADS-B data information with
the data obtained from independent cooperative or non-cooperative systems, such
as multilateration systems, SSR or MSPSR.
5.6.1.2 Different combinations of data from
sensors can be implemented using independent position calculations and ADS-B
in order to achieve better performances
and reduce the environmental impact
of the sensors (RF spectrum). Data fusion
and correlation from different sensors can
improve security and safety. When validated, ADS-B data is used as the composite
output. The independent calculated position is never replaced by the ADS-B position. Security improvements also need to
be included in the development of the
composite surveillance.
5.6.2 Video Surveillance/Remote Tower
5.6.2.1 This technique uses video cameras to
detect target positions. It can be used
as a stand-alone or as a complementary
surveillance source, and is the perfect
candidate for remote towers, as it also
provides a virtual vision of the airport.
The use of video surveillance is efficient
in terms of spectrum use and different
kinds and positions of video cameras
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can be used, such as infrared camera to
improve vision at night and/or facilitate
low-visibility operations.
5.6.2.2 Such technology is still being researched
but potential applications include the
development of remote tower operations
for low-to-medium density airports, the
development of multiple airport remote
tower operations for low-density airports
(ATCO controlling several airports at the
same time) and cost-efficient contingency
remote tower for high-density airports
(no need to build a contingency tower).
However, video surveillance is a non-cooperative technique, has a relative short range
(25 NM), and does not provide distance
information.

5.7 Surveillance Data Processing and
Sharing
5.7.1 Surveillance is provided using a mix of different
surveillance techniques. This requires an appropriate function to provide a seamless interface
between the surveillance system and the end user
(controller and tools). Current mechanisms such as
data fusion or multi-sensor trackers will need to be
adapted.
5.7.2 Once the surveillance data from various sources
has been merged, ATC will generally be unaware
of the source of the surveillance data. The data
presented should be considered by ATC to be fitfor-purpose, with the system’s integrity monitoring being used to filter out erroneous data.
5.7.3 Surveillance Data Processing and Distribution
Systems (SDPDS) based on server technology
are widely implemented in ECAC. The SDPDS is
capable of using multi-sensor position information
from SSR (Mode-S) and ADS-B. Where required,
the SDPDS uses Airborne Derived Data/Downlink
Aircraft Parameters (ADD/DAP) to improve track
quality and also distributes ADD with the track
message. Surveillance data is used to support
ATM applications, including operational tools like
ground-based safety nets, automatic flight conformance monitoring, continuous descent approach
and continuous climb departure.
5.7.4 Multiple ATC systems rely on surveillance information provided by the different surveillance sources
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and provide a picture of the actual traffic situation. Surveillance data processing, distribution and
sharing encompasses the following functions:




Multi Sensor Tracking (including air track and
weather data)
 Generating and keeping correlated tracks
up-to-date by merging surveillance sensors
(SSR, PSR, ADS/B, Multi Lateration).
 Providing ATS units with a real-time air
traffic situation picture resulting from the
system tracks.
Distributing air surveillance data to external
clients such as Air Defence organisations.

5.7.5 Communication networks such as RADNET/
SURNET and the Surveillance Data Distribution
System (SDDS) are enablers supporting surveillance data sharing. The introduction of a
Centralised Service to implement a European
Tracker Service (ETKR) will enable the creation of
a Europe-wide consistent, high-quality picture of
the air situation, processing and unifying all the
data sent by numerous surveillance sensors.

large central servers in the network and
its remote access in a WAN client/server
topology. This enables the network to
support centralised multi-radar tracking
for adjacent countries. On account of the
large number of radars available in the
network, a high-quality air situation picture
is computed and described by a specific
ASTERIX category for processed radar data.
5.7.7 Surveillance Data Distribution System (SDDS)
5.7.7.1 The purpose of Surveillance Data distribution is to facilitate the optimum use and
sharing of available surveillance information, building an intelligent logical network
for the distribution of surveillance data.
The Surveillance Data Distribution System
(SDDS) is a secure, high performance and
extensible communication platform that
provides:




5.7.6 Radar Data Exchange Network (RADNET)
5.7.6.1 RADNET (recently renamed SURNET) is an
IP-based network (with some X-25 protocol
implementations remaining) for the distribution of surveillance data (sensor or track
server data) and radar monitoring/control
data. RADNET/SURNET comprises several
dozen nodes and has been operational
since 1993. Communications support for
such networks is due to evolve to take
advantage of IP infrastructure (e.g. PENS).
This evolution will take place in the context
of the Surveillance Data Distribution
System (SDDS) initiative.
5.7.6.2 RADNET/SURNET comprises users from
Germany, Luxembourg, Belgium and The
Netherlands but there are similar networks
in other states throughout Europe like UK
(UK-RADNET), Spain (CEDAN) and France
(RENAR).
5.7.6.3 ADS-B and Mode S ground surveillance
infrastructures may be connected to this
type of network. In addition to the dissemination of SUR data through RADNET/
SURNET, another use has become increasingly important. This is the placement of
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Data distribution functions
Data validation functions
Data filtering functions (geographical,
altitude, category and other selection
attributes)
Data conversion
Security functions
ADS-B track server functions

5.7.7.2 With Radar Message Conversion and
Distribution Equipment (RMCDE) reaching
end-of-life, it is being replaced by another
service provided by EUROCONTROL:
Surveillance Data Distribution System
(SDDS), which will address the shortcomings of the current systems at a lower
total cost of ownership, while fulfilling the
requirements for the future.
5.7.7.3 SDDS will replace the RMCDE (Radar
Message Conversion and Distribution
Equipment), used by many military organisations, which facilitates optimum use and
sharing of available surveillance information. SDDS will serve as a gateway to allow
the simultaneous use of a wide variety of
communication protocols and ASTERIX
data format conversion.
5.7.7.4 SDDS interoperability is flexible and will
cope with other technologies (e.g. ADS-B,
Multilateration) to be introduced later,
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Figure 34: Surveillance Distribution, Processing and Monitoring

without having to update end systems at
the same time. SDDS supports all common
IPv4 and IPv6 protocols and can even act
as a gateway between various protocols.
Integrating the SDDS with PENS/NewPENS
will be as simple as just connecting it. In
the near future, the layered design of the
SDDS will facilitate its gradual transformation into a “real” SWIM solution based on
relevant SWIM’s specifications.
5.7.7.5 The surveillance data processing system
converts the target plots or reports from
one or several sensors into a track. A track
is one or a series of target estimates identified as corresponding to the same target.
The sub-system that actually creates the
track is called a tracker.
5.7.7.6 EUROCONTROL also provides and supports
a surveillance data processing system
called ARTAS that is capable of merging
plots or target reports from different types
of sensors (radars, MLAT, ADS-B, ADS-C etc.)
into identified tracks. The surveillance data
analysis and monitoring of performance
are ensured by another system called
SASS-C (Surveillance Analysis Support
System for ATC-Centre), also provided by
EUROCONTROL. The latter allows verification of the compliance of the surveillance
infrastructure with the applicable standards and specifications.
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5.7.7.7 SDDS, ARTAS and SASS-C are widely used
in Europe to support surveillance data
sharing and monitoring, supporting many
civil and military operators. Figure 34
depicts the surveillance services provided
by EUROCONTROL.

5.8 Surveillance Performance Monitoring
5.8.1 The Network Function tasks [Ref 10] comprise the
continuous monitoring of performance of surveillance interrogators and avionics as well as use of
the 1030/1090 MHz frequencies in order to enable
operation of the existing surveillance systems
(Mode A/C secondary radar, military IFF systems,
Mode S radar, ADS-B, Multilateration systems and
ACAS) in the EUROCONTROL Member States.
5.8.2 The 1030/1090 MHz radio frequencies are a critical
aviation resource shared by a myriad of aeronautical systems for different purposes (e.g. secondary
surveillance radar (SSR)/ Mode S, Multilateration,
Automatic Dependent Surveillance – Broadcast
(ADS-B), Airborne Collision Avoidance System
(ACAS), Military Identification (IFF), etc.).
Unmanaged or uncontrolled use of 1030/1090
MHz may represent a significant risk for the performance of surveillance systems across Europe.
5.8.3 The performance of 1030/1090 MHz applications
is degraded when airborne transponders are interrogated beyond their designed capability. This can
be caused by too many 1030 MHz RF interrogations triggering too many 1090 MHz replies from
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aircraft transponders, unexpected RF (spurious)
transmissions, interoperability issues and poorquality transponders. This problem requires
transponders to integrate an automatic overload
control (not yet mandated in the EUROCAE MOPS).
5.9.1.1.3
5.8.4 The RF spectrum protection of the 1030/1090 MHz
frequencies and the monitoring of the performance of surveillance avionics have been regulated, respectively, in Article 6 of EU Regulation
No 1207/2011 of 22 November 2011 (Surveillance
Performance and Interoperability) [Ref 54 and
55] and Article 7 of EU regulation 2019/123 of
24 January 2019 (Network Functions). A specific
monitoring system will need to be implemented
using data from existing receivers, complemented
by a network of low-cost ground stations.

5.9.1.1.4

5.8.5 In terms of surveillance avionics, the objective
is to detect anomalies like loss of detection,
incorrect aircraft identification, erroneous 24-bit
aircraft address, no SI capability, poor EHS register
contents, degraded ADS-B integrity, degraded
TCAS detection and capability, etc. Such surveillance avionics interoperability issues will be crucial
to maintaining an appropriate level of performance in the air-ground and air-air surveillance
chain and anti-collision applications.

5.9 Safety Assurance Requirements

5.9.1.1.5

5.9.1 Safety Nets, Weather & Hazard Detection
5.9.1.1 Airborne Collision Avoidance System
(ACAS)
5.9.1.1.1 The Airborne Collision Avoidance
System (ACAS) II concept (realised as
Traffic alert and Collision Avoidance
System (TCAS) II equipment) is an
airborne avionics system which
acts independently of ATC as a last
resort safety net to mitigate the risk
of mid-air collision.
5.9.1.1.2 ACAS tracks aircraft in the
surrounding airspace through
replies from their ATC transponders.
If the system diagnoses a risk of
impending collision it issues a
Resolution Advisory (RA) to the
flight crew which directs the pilots
how best to regulate or adjust their
vertical rate so as to avoid a collision.
Experience, operational monitoring
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5.9.1.1.6

5.9.1.1.7

and simulation studies have shown
that when followed promptly and
accurately, the RAs issued by ACAS
II significantly reduce the risk of
mid-air collision.
By utilising secondary surveillance
radar technology, ACAS equipment operates independently of
ground-based aids and ATC. Aircraft
equipped with ACAS have the
ability to monitor other aircraft in
the vicinity and assess the risk of
collision by interrogating airborne
transponders. Non-transponding
aircraft are not detected.
The carriage of ACAS II version 7.0
has been mandated in Europe since
1 January 2005 by all civil fixed-wing
turbine-engined aircraft having a
maximum take-off mass exceeding
5700 kg or a maximum approved
passenger seating configuration
of more than 19. ACAS II (TCAS
Version 7.0 or above) is designed
to improve air safety by acting as a
“last-resort” method of preventing
mid-air collisions or near collisions
between aircraft.
Amendment 85 to ICAO Annex 10
(volume IV) published in October
2010 introduced a provision stating
that all new ACAS installations after
1 January 2014 must be compliant
with version 7.1 and after 1 January
2017 all ACAS units must be
compliant with version 7.1.
On 16 December 2011, the
European Commission published
an Implementing Rule (1332/2011)
[Ref 85] mandating the carriage of
ACAS II version 7.1 within European
Union airspace earlier than the
dates stipulated in ICAO Annex
10: from 1 December 2015 by all
civil aircraft with a maximum certified take-off mass over 5700 kg or
authorised to carry more than 19
passengers, with the exception of
unmanned aircraft systems.
Commission Regulation (EU) No
1332/2011 of 16 December 2011
[Ref 85] was published in the
sequence of updated EUROCAE
standards that resolve certain
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deficiencies of the TCAS 7.0 system.
This regulation provides for the need
to introduce a new software version
of the airborne collision avoidance
system (ACAS II) to avoid mid-air
collisions. It mandates carriage of
the updated TCAS version 7.1 but
makes reference to the EASA Basic
Regulation to define the aircraft
communities impacted (the military
understanding that State aircraft are
excluded is still open to diverging
views).
5.9.1.1.8 TCAS II has been in operation for
many years and has demonstrated
its value in preventing mid-air
collisions on numerous occasions.
In Europe it is estimated to have
reduced the risk of a mid-air collision by a factor of about 5. However
there is always room for improvement, particularly to keep pace
with planned future operational
concepts and advances in technology. In particular:
 Avoiding ‘unnecessary’ advisories
 Extending collision avoidance
to other classes of aircraft
 Coping with future operational
concepts that entail reduced
spacing
 Excessive
interrogations by
TCAS II
 Matching the future surveillance environment
5.9.1.1.9 Both SESAR and NextGen research
efforts make extensive use of
new surveillance sources, especially satellite-based navigation
and advanced ADS-B functionality.
TCAS however relies solely on transponders on-board aircraft, which
will limit its ability to incorporate
these advances.
5.9.1.1.10 A number of solutions (such as
hybrid surveillance) have recently
been introduced to TCAS to
begin addressing some of the
above issues. But adapting TCAS
to the requirements of the future
ATM system is likely to involve a
complete and costly overhaul.
Instead, the FAA has chosen to
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develop the so-called ACAS X. ACAS
X is supposed to replace TCAS.
5.9.1.1.11 Two of the key differences between
TCAS II and the current concept for
ACAS X are the collision avoidance
logic and the sources of surveillance data.
5.9.1.1.12 Instead of relying solely on transponder-based surveillance, ACAS X
is intended to be compatible with
any surveillance source (or a combination of surveillance sources) that
meet specified performance criteria.
This concept, named plug-and-play
surveillance, will enable ACAS X
to obtain surveillance data from a
variety of sources, such as satellite,
radar, infrared and electro-optical
surveillance systems. The latter
sources may be needed to support
requirements for UAS to detect and
avoid non-transponder-equipped
aircraft.
5.9.1.1.13 In terms of system performance
requirements, while ACAS is not
extensively covered by EASA
CS-ACNS, reference must be made
to ICAO Annex 10 Volume 4 and
JAA TGLs 8 and 26. Annex 10 states:
(Quote) ACAS shall interrogate SSR
Mode A/C and Mode S transponders
in other aircraft and detect the transponder replies. ACAS shall measure
the range and relative bearing of
responding aircraft. Using these measurements and information conveyed
by transponder replies, ACAS shall
estimate the relative positions of
each responding aircraft. ACAS shall
include provisions for achieving such
position determination in the presence of ground reflections, interference and variations in signal strength
(Unquote). Annex 10 Vol 4 describes
a significant number of performance
parameters that are required to meet
the objectives set. The following
examples are given:
 Track establishment probability.
ACAS shall generate an established track, with at least a 0.90
probability that the track is
established 30 s before closest
approach, on aircraft equipped
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with transponders when all of
the conditions (described in
Annex 10 Volume 4 paragraph
4.3.2.1.1) are satisfied.
 False track probability. The probability that an established Mode
A/C track does not correspond
in range and altitude, if reported,
to an actual aircraft shall be less
than 10-2. For an established
Mode S track this probability
shall be less than 10-6. These
limits shall not be exceeded in
any traffic environment.
5.9.1.1.14 A specific and voluntary ACAS
policy for State aircraft is discussed
later.

5.9.1.3 Weather Hazard Detection
5.9.1.3.1 Airborne weather hazard detection
capabilities are aimed at providing
short and medium-term information based on airborne sensors. This
information can be combined with
external sources such as voice or
data link information provided by
ground sources or by a preceding
aircraft, to provide a more complete
picture to aircrews. One candidate
technology has been identified:
Airborne Weather Radar (X Band
WXR Radar technology).
5.9.1.3.2 This requirement is not regulated
and applicability to State aircraft is
not defined.

5.9.1.2 Wake Vortex Detection & Prediction
5.9.1.2.1 Wake vortex detection and prediction may rely on ground-based
sensors located at an airport as
well as wake predictor tools, or
on airborne means which provide
an all-round hazard detection
and alerting capability in all flight
phases.
5.9.1.2.2 A better ability to predict and
detect wake vortex formation and
decay conditions is clearly one of
the enablers for improving airport
throughput and safety. Current
separation minima on approach
and departure could potentially be
reduced if prediction and measurement of the formation and dissipation of wake vortices could be
improved. It also allows for a reduction of in-trail separation distances.
5.9.1.2.3 From a ground surveillance technology perspective, the technical
enablers identified are Ground
Doppler Radar and Ground Doppler
Pulsed Lidar. The airborne candidate technologies are Wake Vortex
Detection - IR Lidar, Airborne
Weather Radar, and an appropriate
Air-Ground Data Link for providing
data for accurate and reliable wake
vortex identification.
5.9.1.2.4 This requirement is not regulated,
and applicability to State aircraft is
not defined.
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5.9.1.4 Enhanced Ground Proximity Warning
System (EGPWS)/Terrain Awareness
Warning System (TAWS)
5.9.1.4.1 The EGPWS provides a real-time situational awareness of surrounding
terrain and obstacles in relation to
the aircraft’s altitude and flight path.
The system is designed to visually
and aurally alert the flight crew of
potential trouble ahead.
5.9.1.4.2 EGPWS includes a built-in terrain
and obstacle database designed to
provide situational awareness and
help avoid Controlled Flight Into
Terrain (CFIT) accidents. The terrain
and obstacle information can be
displayed in the cockpit on a variety
of compatible displays (EFIS or
weather radar) so that a pilot can
immediately determine whether
the surrounding terrain or obstacles
are above or below the aircraft’s altitude and pose a potential threat.
5.9.1.4.3 There is an ICAO worldwide
mandate on EGPWS (ICAO Annex
6 part 1) but applicability to State
aircraft is not defined. However,
individual State aircraft operators may be subject to their own
national requirements. For civil
aircraft, the said ICAO provision
states: “All turbine-engine aeroplanes of a maximum certificated
take-off mass in excess of 15 000 kg
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or authorized to carry more than 30
passengers shall be equipped with
a ground proximity warning system
which has a forward looking terrain
avoidance function.”
5.9.1.4.4 Radio (Radar) Altimeter
5.9.1.4.5 A fundamental enabler of EGPWS
is the radar altimeter (RA) or radio
altimeter (RALT), electronic altimeter, or reflection altimeter, measuring altitude above the terrain
presently beneath an aircraft or
spacecraft by timing how long it
takes a beam of radio waves to
travel to ground, reflect, and return
to the craft. This type of altimeter
provides the distance between the
antenna and the ground directly
below it, in contrast to a barometric altimeter which provides the
distance above a defined vertical
datum, usually mean sea level.
When used on aircraft, it may be
known as low-range radio altimeter
(LRRA).
5.9.1.4.6 Radio altimeters are critical avionics
systems developed to prevent
Controlled Flight Into Terrain (CFIT),
which was a major source of accidents before implementation in
the 1970s. They are part of the
Ground Proximity Warning System
(GPWS). In modern systems, they
are combined with GPS to enhance
safety (eGPWS).
Radar altimeters are designed to
provide height measurement with
a high degree of accuracy and
integrity during the final approach,
landing and climb phases of flight
(aircraft and rotorcraft). Such height
measurement information is used
for:
 Aircraft guidance (Auto Pilot,
Flight Controls)
 Provision of indications supporting determination of decision
height in low visibility operations (ILS - primary flight display
and audio announcements)
 Surveillance functions (Terrain
Awareness Surveillance (TAWS)
and/or (Enhanced-) Ground
Proximity Warning System
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(E-GPWS) that uses RA throughout the flight
 Aircraft
Collision Avoidance
System (ACAS)/Traffic Collision Avoidance System (TCAS)
avoiding descend advisories
if aircraft is at low altitude by
Resolution advisory (RA) input,
undetected malfunction could
be hazardous.
5.9.1.4.7 RA operates in its worldwide
ITU Radio Regulations allocated
Aeronautical Radio Navigation
Service band 4200 – 4400MHz,
traditionally with almost no other
users within the band. Its implementation relies on the EUROCAE
ED-30 MOPS (Minimum Operational
Performance Specifications) that
has been in application since 1974.
EUROCAE ED-30 is similar (but
technically not identical) to RTCA
DO-155.
5.9.1.4.8 Interference on radio altimeters is
possible from 5G telecommunications systems during the approach
phases of flight.
5.9.1.4.9 Besides the already stated RA-based
height measurement information,
State aircraft could be using the
so-called combined altitude Radar
Altimeter. This combined altitude
Radar Altimeter extends altimeter
accuracy, the performance envelope (roll, pitch, and altitude) and
low probability of intercept capabilities far beyond existing civil
radar altimeters. The height measurement information could be used
for fire control radar (radio location)
and/or guidance of weapons/armament delivery.
5.9.2 Reduced Vertical Separation Minima (RVSM)
5.9.2.1 Reduced vertical separation minima or
minimum (RVSM) is the reduction, from
2,000 feet to 1,000 feet, of the standard
vertical separation required between aircraft
flying between flight level 290 (29,000 ft)
and flight level 410 (41,000 ft). This reduction
in vertical separation minima increases the
number of aircraft that can fly in a particular
volume of controlled airspace.
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5.9.2.2 Only aircraft with specially certified altimeters and autopilots may fly in RVSM airspace.
Additionally, aircraft operators must receive
specific approval from the aircraft’s State of
registry in order to conduct operations in
RVSM airspace.

5.9.2.6 All operators intending to fly aircraft with
1000 ft vertical separation in the EUR-RVSM
region must have a valid RVSM approval
from the appropriate State authority. An
RVSM approval has three components:


5.9.2.3 RVSM was introduced in the European
Civil Aviation Conference (ECAC) region
in January 2002. This implementation was
enabled partially by the ability to measure
true aircraft altitudes during normal
operations.
5.9.2.4 As the risk of collision is inherently greater
in an RVSM environment, stringent aircraft
height-keeping performance requirements
were introduced to maintain the level of
risk within acceptable limits. The aircraft
height-keeping performance requirements
were embodied in standards known as
Minimum Aircraft System Performance
Specifications (MASPS)53. Important references are ICAO Doc 9574, 3rd Edition, 2012
(Implementation of RVSM), ICAO Doc 7030,
5th Edition, 2008 (Flight rules applicable
to RVSM airspace) and ICAO EUR Doc 009,
Version 3, June 2001 (Regional rules for
implementation of RVSM in Europe).
5.9.2.5 In Europe, the RVSM Minimum Aircraft
Systems Performance Specifications are
published under three separated documents from the European Union and EASA
frameworks54:






Commission Regulation (EU) No 965/
2012 laying down technical requirements and administrative procedures
related to air operations55.
EASA Acceptable Means of Compliance
(AMC) and Guidance Material (GM) to
Annex V Specific approvals [Part-SPA] .
EASA Certification Specifications and
Acceptable Means of Compliance for
Airborne Communications, Navigation
and Surveillance (CS-ACNS)55.





The aircraft has a vertical navigation performance capability compliant with the
criteria of the RVSM MASPS;
The operator has instituted procedures
related with continued airworthiness
practices and programmes; and,
The operator has instituted flight crew
procedures and training for operation in
EUR-RVSM region.

5.9.2.7 A wide-area height monitoring infrastructure in Europe allows the evaluation of
Altimetry System Error (ASE). ASE is the
difference between the altitude where the
pilot, the ground controller and the aircraft’s
own systems (including TCAS) believe
the aircraft to be and the true altitude.
The most important fact regarding ASE is
that it is invisible to all except the Height
Monitoring Units (HMU) that operate 24/7
monitoring some of the densest portions
of airspace in Europe.
5.9.2.8 Whilst the evidence from the HMU systems
supports the assumption that operations in
RVSM airspace are safe, other assumptions
regarding ASE have had to be reconsidered. This has implications for air operators,
maintenance organizations, airworthiness
authorities, aircraft and avionics manufacturers and engineering organizations
supplying aircraft modifications.
5.9.2.9 The European Regional Monitoring Agency
(EUR RMA), operated by EUROCONTROL on
behalf of the ICAO European Air Navigation
Planning Group (EANPG), is responsible
for monitoring and supporting aircraft
operations within European RVSM airspace,
namely verifying operator compliance with
RVSM approval requirements, monitoring

53 The requirements for the certification and operation of RVSM aircraft are contained in a number of ICAO Annexes and other

guidance material.

54 The ICAO documents pertinent to RVSM can be found on the RMA webpage of the EUROCONTROL website (www.eurocontrol.

int).

55 Binding document.
56 Non-binding document.
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aircraft height-keeping performance, and
conducting airspace safety assessments
as required by the ICAO Regional Planning
Group.
5.9.2.10 One of the greatest risks to safety within
RVSM airspace is the operation of an
aircraft declared as RVSM-approved when
in reality the aircraft does not meet the
technical performance criteria as defined
in the MASPS. State aircraft operating as
RVSM-approved without a known technical compliance method, often airframe
derivatives (e.g. fuselage modifications or
add-ons), whose height-keeping performance characteristics are not proven to be
similar to the original design, raise significant safety concerns.



evaluation of components and Air Data
Computers
Verification of RVSM approval data
package for derivative aircraft modified.

5.9.2.13 Monitoring the performance of airborne
altimetry is also included in the Network
Functions (carried out by EUROCONTROL)
covered by Regulation (EU) 2019/123 of 24
January 2019.
5.9.2.14 The specific arrangements and procedures
of RVSM for State aircraft are presented
below.

5.10 Civil-Military Surveillance
Interoperability
5.10.1 Military Requirement for Primary Surveillance

5.9.2.11 In the years that have passed since the
introduction of RVSM, the RMA has
reported and assisted in the resolution of
many ASE investigations. Such investigations covered non-compliant airframes
or aberrant ASE performance as well as
generic investigations into aircraft types.
The most common causes of ASE to date
include:









Damage to static ports and pitot tubes
Pressure leaks in pitot/static pipes
Air Data Computers out of tolerance
Poor paint finish in static port sensitive
areas
Adequacy
of
RVSM
inspection
procedures
Component life span
Non-optimised Static Source Error
Corrections
Pressure variation caused by skin waviness effects

5.9.2.12 Although the RMA continues to monitor
and assist operators to resolve problems
of ASE there are a number of issues that
require wider discussion to determine
if current certification and maintenance
practices are sufficient. These include:





Capability to identify causes of aberrant
ASE performance due to inadequate
RVSM inspection procedures.
Availability of specialist test equipment.
Adequacy of procedures for in situ
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5.10.1.1 There is a military requirement to ensure
the identification of flights entering a State’s
national territory. Air Defence organisations have to be provided with all the ATM
information required for their task. Primary
surveillance information is fundamental for
Recognised Air Picture (RAP) compilation
for both ATM and command and control
purposes. The military should maintain
primary radar coverage, in certain cases
shared with civil authorities, and enhanced
surveillance data exchange between civil
and military organisations is key.
5.10.1.2 There are security and safety imperatives
justifying the retention of PSR (or any
other form of independent non-cooperative surveillance). Situations where a
transponder has failed or has been deliberately switched off call for the availability
of primary information, as this is still the
only means of continuing to track nontransponding targets and to provide a
separation and security service. For that
purpose, PSR is expected to be maintained
where operationally essential.
5.10.1.3 Military PSR coverage is extensive. This
also holds true for civil coverage in some
countries. Civil and military primary radar
coverage often complement/duplicate
each other to a lesser or greater extent,
offering the possibility of surveillance
infrastructure rationalisation.
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5.10.1.4 There is civil pressure for PSR to be phased
out due to emerging alternative lower cost
surveillance means, spectrum charging
and operational needs (more aircraft
equipped with transponders/avionics),
etc.
5.10.1.5 A suitable low-cost alternative technology
to primary surveillance radar was under
development in the context of industrial
research. When such a solution becomes
industrialised it may be of interest for
civil and military users of PSR (as well as
precision approach radars - PAR) and
facilitate civil-military synergies. Enhanced
surveillance data sharing over ground IP
networks must also contribute to optimal
surveillance provision as a complementary
infrastructure.
5.10.1.6 Research and studies conducted on MultiStatic Primary Surveillance Radar (MSPSR)
techniques, eventually replacing PSR,
point to significant saving opportunities in
terms of spectrum usage in comparison to
today’s civil PSR systems. This seems relevant due to the introduction of spectrum
charging mechanisms. Subject to operational requirements, the MSPSR technique
could also provide an indication of the 3D
height of a non-cooperative aircraft. In
addition, it could provide a cost-efficient
means of reducing the negative effect of
clutter resulting, for example, from wind
farms.
5.10.1.7 Research on MSPSR remains inconclusive as mature solutions for implementation have not yet been delivered.
Consequently, additional technology
investigations are needed to identify technical options for a common, high-performance, independent non-cooperative,
surveillance data processing infrastructure,
offering high-quality surveillance data for
the safe and secure application of separation minima.
5.10.1.8 Any future solution to replace ATC
primary surveillance radars (in all airspace
segments, airfield, TMAs, civil and military,
including PAR) must respond to a consolidated operational concept and be in line
with ICAO and SESAR concepts, taking
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advantage of ATM automation and higher
connectivity levels that allow the use of
ground communications as a supplementary opportunity to share surveillance data. It must also consider available
surveillance standards and advanced
surveillance tools/services (e.g. available in
EUROCONTROL) as well as network nodes
for intelligent surveillance data distribution and security features.
5.10.2 Mode S and ADS-B Impact on State aircraft in
an Aircraft Identification Context
5.10.2.1 General
5.10.2.1.1 Mode S and ADS-B are ICAO
requirements with potential
impact on State aircraft aerial operations relying on the civil surveillance infrastructure in an aircraft
identification (ACID) environment.
Mode S and ADS-B OUT implementation raises civil-military coordination considerations. There is a
need to address the SPI and ACID
regulatory impact comprising the
handling of non-Mode S and nonADS-B OUT State aircraft flights,
coordination of interrogator code
allocation and use, monitoring of
1030/1090 MHz RF environment,
transponder anomalies and loss of
detection, synergies with military
programmes (e.g. IFF Mode 5), etc.
5.10.2.1.2 The carriage of Mode S and ADS-B
OUT equipment applies to State
aircraft operating in European
airspace on the basis of obligations
defined in the National context
and/or in the sequence of SES
regulatory initiatives. Depending
on local arrangements and service
provision, such requirements can
be applicable to operations under
GAT and/or OAT status, impacting
different airspace volumes, phases
of flight or rules of flying (IFR, VFR).
5.10.2.2 National Context
5.10.2.2.1 Much before the development
and publication of the SES SPI
regulation in 2011 [Ref 54], several
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National European Regulators
decided to mandate Mode S for
civil and State aircraft. This initiative followed ICAO decisions on
the implementation of surveillance
services relying on Mode S, as
described in ICAO Annex X Volume
III and IV and document 7030
(European Supplement) which
started to be rolled out around
mid-1990s to overcome some of
the limitations of the previous SSR
Mode 3/A.
5.10.2.2.2 From 31 March 2009, the Mode S
Implementing European States57
mandated the carriage of Mode
S equipment for State aircraft,
for GAT, OAT, IFR and VFR, with
different dates of implementation,
depending on the airspace and
State concerned. This decision was
implemented nationally and was
published in national AIPs/AICs.
5.10.2.2.3 After those Mode S mandatory
dates (between 2009 and 2014,
depending on the State), such
flights started to be handled on
the basis of local dispensations/
waivers, granted on a case-bycase basis, when safety conditions
permit, under the conditions
published in national AIPs/AICs.
5.10.2.2.4 In practical terms, to determine the
applicable requirement (Mode S
ELS or EHS; GAT or OAT; VFR or IFR)
in a designated airspace volume,
the aircraft types impacted (e.g.
transport-type, fighters, trainers)
and the date of applicability, there
is a need to consult the National
AIP/AIC of the State in question. Procedures do exist for local
dispensation/waivers where State
aircraft are not equipped or noncapable. This process remains in
place today.
5.10.2.3 SES Regulatory Context
5.10.2.3.1 As stated above, the carriage and
operation of Mode S at European
level, for GAT/IFR, is regulated
by Commission Regulation (EU)
No 1207/2011 (SPI IR) [Ref 54]

successively amended by (EU)
1028/2014 of 26 September 2014,
(EU) 2017/386 of 06 March 2017
and (EU) 2020/587 of 29 April 2020
[Ref 55].
5.10.2.3.2 Article 8 of the SPI IR covers State
aircraft and defines the cases for
exemptions. 07 December 2020
is the deadline for implementing
Mode S ELS (all State aircraft), Mode
S EHS and ADS-B OUT (transporttype, State aircraft). Considering
the latest amendment [Ref 55],
Article 8 of the SPI IR describes the
State-aircraft-related provisions as
follows:
(Quote)
Article 8
State aircraft
1. Member States shall ensure that,
by 7 December 2020 at the latest,
State aircraft comply with point (a)
of Article 5(5).
Point (a) of Article 5(5) states:
By 7 December 2020 operators
shall ensure that:
(a) aircraft operating flights
referred to in Article 2(2) (GAT/
IFR) are equipped with serviceable secondary surveillance
radar transponders that comply
with the following conditions:
(i) they have the capabilities
set out in Part A of Annex II
(Mode S ELS);
(ii) they have the continuity
sufficient to avoid presenting
an operational risk
2. Member States shall ensure that,
by 7 December 2020 at the latest,
transport-type State aircraft
comply with point (c) of Article
5(5).
Point (c) of Article 5(5) states:
By 7 December 2020 operators
shall ensure that:
(c) fixed wing aircraft with a
maximum certified take-off
mass exceeding 5 700 kg or
having a maximum cruising
true airspeed capability greater
than 250 knots, operating
flights referred to in Article 2(2)
(GAT/IFR), with an individual

57 Germany, The Netherlands, Belgium, Luxembourg, France, Switzerland, United Kingdom
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certificate of airworthiness first
issued on or after 7 June 1995,
are equipped with serviceable
secondary surveillance radar
transponders that comply with
the following conditions:
(i) they have the capabilities
set out in Parts A, B and C
of Annex II (Mode S EHS and
ADS-B OUT);
(ii) they have the continuity
sufficient to avoid presenting
an operational risk.
3. Member States shall communicate
to the Commission by 1 January
2019 at the latest the list of State
aircraft that cannot be equipped
with secondary surveillance radar
transponders that comply with
the requirements set out in Part A
of Annex II (ELS), together with the
justification for non-equipage.
Member States shall communicate
to the Commission by 1 January
2019 at the latest the list of transport-type State aircraft with a
maximum certified take-off mass
exceeding 5 700 kg or having a
maximum cruising true airspeed
capability greater than 250 knots,
that cannot be equipped with
secondary surveillance radar transponders that comply with the
requirements set out in Part B and
Part C of Annex II (Mode S EHS and
ADS-B Out), together with the justification for non- equipage.
The justification for non-equipage
shall be one of the following:
(a) compelling technical reasons;
(b) State aircraft operating in
accordance with Article 2(2)
that will be out of operational
service by 1 January 2024 at the
latest;
(c) procurement constraints.
4. Where State aircraft cannot be
equipped with secondary surveillance radar transponders as
specified by paragraphs 1 or 2 for
the reason set out in point (c) of
paragraph 3 Member States shall
include in the justification their

procurement plans regarding
these aircraft.
5. Air traffic service providers shall
ensure that the State aircraft
identified in paragraph 3 can be
accommodated, provided that
they can be safely handled within
the capacity of the air traffic
management system.
6. Member States shall publish
the procedures for the handling
of State aircraft which are not
equipped in accordance with
paragraphs 1 or 2 in national aeronautical information publications.
7. Air traffic service providers shall
communicate on an annual basis
to the Member State that has
designated them their plans for the
handling of State aircraft which
are not equipped according with
paragraphs 1 or 2. Those plans
shall be defined by taking into
account the capacity limits associated with the procedures referred
to in paragraph 6.
8. For State aircraft where the capability of the transponders to
comply with the requirements of
paragraphs 1 and 2 is temporarily
inoperative, Member States shall be
entitled to allow the operation of
that aircraft in the Single European
Sky airspace for a maximum of 3
consecutive days.
(Unquote)
5.10.2.3.3 Article 14a (Flight Plans) was
inserted by [Ref 55]:
(Quote)
“Operators of non-equipped State
aircraft communicated as per Article
8(3) and operators of aircraft not
equipped in accordance with Article
5(5) operating within the Single
European Sky airspace, shall include
the indicators SUR/EUADSBX or SUR/
EUEHSX or SUR/EUELSX or a combination thereof, in Item 18 of the flight
plan.”
(Unquote)
5.10.2.3.4 Mode S equipage58 also satisfies
the Aircraft Identification (ACID)
requirements stipulated in

58 Currently above 80% for transport type State aircraft
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Regulation 1206/2011 (ACID IR)
[Ref 51], laying down the requirements regarding aircraft identification for surveillance in order
to ensure the unambiguous and
continuous individual identification of aircraft within EATMN.
5.10.2.3.5 The ACID IR was amended by
Regulation (EU) 2020/587 of 29
April 2020 [Ref 55]. Its Annex II was
amended to add to the conditions
for not assigning a conspicuity
code cases where “State aircraft are
engaged on nationally sensitive
operations or training that require
security and confidentiality”.
5.10.2.3.6 The SPI IR lays out in Article 8
requirements for Member States
to ensure that State aircraft are
equipped with surveillance equipment. It lays down provisions,
applicable to EU Member States,
regarding State aircraft that cannot
be equipped. As paragraph 6
of article 8 of the SPI IR requires
Member States to publish in
national AIPs/AICs the procedures
for the handling of non-equipped
State aircraft flying in European
airspace, it is understood that such
nationally-defined procedures
cover the operations conducted by
both EU and non-EU State aircraft.
5.10.2.3.7 Disclaimer: EUROCONTROL cannot
make regulatory interpretations
- only the European Commission
can provide clarifications on the
content, application or evolution of
SPI IR.
5.10.2.4 Handling of Non-Mode S and non-ADS-B
OUT State aircraft operating as General Air
Traffic (GAT) in European airspace
5.10.2.4.1 The obligations from Regulation
(EU) No 1207/2011, described
before, impacting State aircraft
operating as General Air Traffic
in European Union airspace,
entail equipage with serviceable
secondary surveillance radar transponders in line with the following
requirements:
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Mode S Elementary Surveillance
(ELS) - all State aircraft
 Mode S Enhanced Surveillance
(EHS) and ADS-B OUT – fixedwing transport type State aircraft (MTOM above 5700 kg
and/or TAS greater than 250
knots).
5.10.2.4.2 The same Regulation makes provision for the following exemptions:
 State aircraft included in the lists
communicated to the European
Commission in compliance with
SPI IR article 8 paragraph 3;
 State aircraft conducting “military operations and training” as
referred in Article 1(2) of Regulation (EC) No 549/2004 of 10
March 2004 (Framework Regulation) and as indicated in recital
(14) of the SPI IR.
5.10.2.4.3 State aircraft from non-EU States
operating in European airspace
are covered by requirements and
procedures defined nationally
and published in national AIPs/
AICs, as determined by paragraph 6 of article 8 of the SPI IR.
In summary, each Member State
decides whether or not to allow
non-equipped State aircraft from
non-EU States to operate within
the airspace under their responsibility. Non-EU States would need
to request such permission directly
from each Member State.
5.10.2.4.4 State aircraft operators that plan to
conduct flights with non-Mode S
or non-ADS-B OUT transport type
State aircraft in European airspace
must consult the National AIPs/
AICs of the States to be overflown,
and submit case-by-case requests
for dispensation/waivers for such
particular flights in line with the
arrangements and procedures
published therein.
5.10.2.4.5 Alternatively, the operators of
non-Mode S or non-ADS-B OUT
transport-type State aircraft may
consider the possibility of flying with
Operational Air Traffic (OAT) status
where such a service is available.
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5.10.2.4.6 State aircraft operators seeking
information on OAT facilitation (and
its interface with GAT) are invited to
consult the EUROCONTROL specifications for harmonised Rules for
OAT-IFR inside controlled airspace
of the ECAC area:
https://www.eurocontrol.int/
publication/eurocontrol-specifications-harmonized-rules-oat-underifr-inside-controlled-airspace
5.10.2.5 Concealment of Downlinked Parameters
5.10.2.5.1 Some States decided to rely on
SSR Mode A/C (Surveillance with
Altitude Reporting) to handle
non-ADS-B (or non-Mode S) State
aircraft as described in National
AIPs/AICs. The amendment in [Ref
55] of Regulation (EU) 1206/2011
of 22 November 2011 (Aircraft
Identification – ACID IR) covers the
non-assignment of a conspicuity
code to “State aircraft engaged on
nationally sensitive operations or
training, that require security and
confidentiality”. This allows State
aircraft reversion to Mode A/C for
such specific operations.
5.10.2.5.2 It is important to stress that Mode
A/C operation in Mode S environment could have a detrimental
impact on the Radio Frequency
saturation of 1030/1090 MHz channels but only if used routinely
where a vast number of Mode A/C
transmissions would occur. Mode
A/C detection must be ensured by
technical measures implemented
by the air traffic service providers.
5.10.2.5.3 State aircraft operators should also
remember that the operation of
Mode S (ELS and EHS) and ADS-B
OUT is not secure: downlinked
information is not protected. Mode
A/C is not more secure, however
there is less information broadcast
in Mode A/C and its data is not as
easy to receive and read.
5.10.2.5.4 Challenges related with the confidentiality of sensitive missions
(web-based flight tracking/flight

entertainment services) have not
yet been resolved and mitigation
procedures (reversion to Mode A/C
with Mode S and ADS-B off ) have
seen good progress with ACID IR
(1206/2011) amended by [Ref 55].
5.10.3 Mode S and ADS-B Technical Requirements
5.10.3.1 The EASA Certification Specification for
Airborne Communications, Navigation
and Surveillance (CS-ACNS)59, provides
the avionics certification references for
Mode S and ADS-B.
5.10.3.2 EASA CS-ACNS details the requirements for
aircraft compliance with ADS-B. EUROCAE
ED 102A contains the MOPS for 1090 MHz
Extended Squitter Automatic Dependent
Surveillance – Broadcast (ADS-B) & Traffic
Information Services – Broadcast (TISB). This standard is equivalent to RTCA
DO-260B. EUROCAE ED 194A/RTCA DO
317A refer to ADS-B IN avionics.
5.10.3.3 Mode S transponders must comply, as a
minimum, with the provisions of ICAO
Annex 10, SARPS, Amendment 77. It must
be an approved Mode S Level 2 transponder, as a minimum. EUROCAE ED-73E
represents the current desired compliance
standard for Mode S transponders. EASA
ETSO-C112d and ETSO 166b refers. The
FAA TSO-C112d already calls out the equivalent technical document RTCA DO-181E.
Therefore, EUROCAE ED-73E represents
the appropriate Minimum Operational
Performance Standard for Mode S transponder compliance. It also includes aircraft
identification. EASA CS-ACNS identifies the
performance requirements for Mode S in
terms of integrity and continuity.
5.10.3.4 Mode S (and ADS-B) implementation for
military aircraft must be adequately coordinated with the equipage efforts in relation to IFF Mode 5 in accordance with
NATO recommendations on the subject. If
platform integration of positioning (PNT)
data to support ADS-B implementation
also fulfils the hardware requirements for
implementing IFF Mode 5 Level 2 report
capability on upgradeable Mode 5 Level 1

59 https://www.easa.europa.eu/document-library/certification-specifications/cs-acns-issue-2
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equipped platforms, States are encouraged
to consider both integrations at the same
time.
5.10.3.5 Research was conducted in SESAR 1 (20092015) to determine the feasibility of using
military IFF transponders (Mode S component) to support ADS-B for military aircraft
at lower cost. Work was done to define
and validate technical solutions to enable
military aircraft to become more cooperative with the civil surveillance environment by enabling the air-ground and
air-air exchange of surveillance parameters.
A key aspect was to enable for ADS-B IN
re-utilising military IFF transponders mitigating the absence of TCAS component
(to enabler squitter reception) through the
use of combined interrogator components.
Security enhancements are needed. This
work must be progressed towards implementation if it is to be beneficial in terms of
cost, security and operations.
5.10.4 Specific Military Mode S Issues
5.10.4.1 Military requirements that rely on the identification of all flights and on the compilation of a Recognised Air Picture (RAP),
enabling safe air traffic control of military
aircraft in a Mode S environment, entail
real-time, or near-real-time, acquisition
and distribution of Mode S information.
Such information may be obtained either
through the ability of military radars to
interrogate Mode S transponding targets
or through the provision of Mode S information by civil ANSPs through ground
communications.
5.10.4.2 In accordance with national decisions
regarding defined military operational
needs, namely the sensitivity of certain
flights and military security requiring
concealment of their Order of Battle
(ORBAT), sufficient aircraft 24-bit addresses
should be available to allow airframe identity concealment by the pseudo-random
(but controlled) changing/rotation of
such 24-bit addresses. In addition, for military flights deemed sensitive, there is the
possibility to revert from Mode S to Mode
3/A.
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5.10.4.3 The operation of Mode S interrogators
implies the coordinated allocation
of Interrogation Codes (lCs). The
EUROCONTROL/Network Manager (NM)
manages the European lC allocation
process (see also 5.3.2.25). ICs consist of
Interrogator Identifiers (II) and Surveillance
Identifiers (SI). A special II/SI mode has
been conceived to enable an early introduction of SI codes, before all transponders are upgraded. However, this mode is
not presently recommended due to its RF
impact and interoperability issues (not all
radars/interrogators support this mode).
5.10.4.4 ICAO SARPs do not allow the central allocation of ICs with no lockout or lockout
override, as this generates unacceptable
interference levels on the 1090MHz.
5.10.4.5 It should be noted that a special mode
of operation (on II code 0) is defined in
the ICAO SARPs, based on the absence
of lockout and the use of SLO. This mode
of operation is more specifically designed
for mobile SSR Mode S interrogators. The
use of II code 0 does not require regional
co-ordination, but it is associated with strict
interrogation rate limits. For normal operation, ICAO Annex X Volume IV (Amendment
89) requires a Mode S interrogator not to
trigger, on average, more than 6 All-Call
replies in the beam (200 ms) and no more
than 26 All-Call replies in 18 seconds.
5.10.4.6 Military mobile Mode S interrogators will
often operate in overlapping areas of
coverage. Consequently, the use of II=0
and adequate procedures must be considered to ensure appropriate coordination
of the coverage. When other II/SI codes
are used, e.g. in mobile radars, adequate
code allocation coordination is required to
avoid conflicts.
5.10.4.7 The use of Mode S EHS data derived
through 1090 MHz ES should be enabled
with adequate trade-offs, considering its
need for ATC functions and its interest
for military C2 but also its risks for military
training or operational missions when the
military aircraft position and movements
are to be concealed.
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5.10.4.8 Military aircraft equipped with Mode S
must retain their ability to operate Military
Modes. Mode S (and ADS-B) implementation for military aircraft must be adequately
coordinated with the equipage efforts in
relation to military IFF, in accordance with
NATO recommendations on the subject. If
platform integration of positioning (PNT)
data to support ADS-B implementation
also fulfils the hardware requirements for
implementing IFF Mode 5 Level 2 report
capability on upgradeable Mode 5 Level
1 equipped platforms, States are encouraged to consider both integrations at the
same time.
5.10.4.9 The Updated NATO Military Position on
Mode S can be found in the document
MCM-197-04, 7 October 2004, distributed under AC/92(CNS)N(2004)0006, 21
October 2004 [Ref 60].
5.10.5 Specific Military ADS-B Issues
5.10.5.1 In addition to the European SES regulatory
context described above, ADS-B OUT is
subject in the United States to a Federal
mandate prescribing the carriage of ADS-B
OUT from 1 January 2020, as described
above. The Department of Transport/FAA
and the Department of Defence DoD
agreed on a derogation for U.S. DoD military aircraft and foreign military aircraft
operating in the United States under
arrangements with the DoD. This derogation is valid until 31 December 2024 and
consists of FAA authorizations that permit:




non-ADS-B OUT equipped aircraft to
operate in airspace areas where ADS-B
OUT is required
to operate aircraft equipped with ADS-B
OUT without transmitting the ADS-B
OUT signal (ADS-B OUT Off ).

5.10.5.2 Such authorization applies to foreign State
aircraft conducting operations in U.S. airspace, pursuant to an agreement or arrangement with the DoD.
5.10.5.3 The FAA letter of authorization for ADS-B
OUT Off covers aircraft performing a
sensitive government mission for national
defence, homeland security, intelligence
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or law enforcement purposes where transmitting would compromise the operational security of the mission or pose a
safety risk. Any aircraft operating under
this FAA authorization is equipped in a
manner that allows it to be interrogated
by and respond to interrogations from
FAA cooperative surveillance when ADS-B
OUT equipment is turned off.
5.10.5.4 Additional ADS-B applications for State
aircraft that require ADS-B IN (introducing
the “air-air” receiver and cockpit display of
traffic information – CDTI capability) have
not yet been. ADS-B IN implementation for
transport-type State aircraft will depend
on receiver capability (normally relying
on the Mode S squitter receiver component also used for TCAS) and will entail
a wiring retrofit (mainly to enable GNSS
sources). For non-transport-type State
aircraft (e.g. fighters, light aircraft) solutions will depend of the ability to follow
up previous successful SESAR research
efforts to determine the feasibility of
enabling the receiver function of ADS-B IN,
through the adaptation of the interrogator
element present in military transponders.
For cost reasons this way forward is seen
as an important benefit for military organisations that decide to comply with ADS-B
requirements mandated in the U.S. and
Europe.
5.10.5.5 Currently there is no expectation that
European military organisations will make
extensive use of ADS-B IN functionalities,
although it could be a potentially useful
addition to airborne early warning and
control (AEW&C), air-to-air refuelling (AAR)
and some transport platforms for situational awareness, especially with the SES
aspiration to move to more dynamic allocation of airspace restrictions. Any military
aircraft operator should be able to equip
specific types of aircraft on a voluntary
basis, if deemed beneficial.
5.10.5.6 The ADS-B IN airborne surveillance requirements regarding the new separation
modes, defined in SESAR for military
aircraft operating in a mixed mode environment, will be required to sustain both
Business and Mission Trajectory for all
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aircraft types in accordance with agreed
concepts. No distinction has been made
regarding the applications to be considered for the various military aircraft types.
Applications have to be standardised for
that purpose.
5.10.5.7 The ATM concepts also address advanced
capabilities that potentially offer the
means of achieving demanding performance requirements, in particular the very
high-end capacity target through more
precise longitudinal navigation performance, 4D contracts as well as separation
and self-separation functions supported
by ASAS applications. These requirements
rely on ADS-B IN but have a much longer
R&D cycle and/or a limited initial deployment. The timeframe for initial availability
and progressive State aircraft equipage
with such advanced functionalities will
not take place before 2030.
5.10.5.8 In the context of airport operations, it is
important to highlight that the future will
bring a mixed airport operational environment with military aerodromes accommodating regular civil movements and
vice versa. Airport services may require a
number of surveillance-related capabilities
like surface movement radar and airport
multilateration in order to maintain safe
operations. Some ADS-B applications are
also applicable for airport surface surveillance. The applications for airport operations have different levels of impact on the
ability of certain types of military aircraft to
access civil hubs.
5.10.5.9 Transport-type State aircraft are encouraged
to be equipped for airport surveillance
services relying on ADS-B technology. For
other aircraft types this may be a “recommended” capability only where such
services constrain airport access.
5.10.5.10 The criteria for selecting the applicability of each ADS-B application for the
different types of State aircraft are based
on the following elements:


Transport-type aircraft should have
the same capabilities as civil commercial airline aircraft. This type of aircraft
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should also have the surveillance capabilities required for airport access.
Fighters should have the trajectory management and new separation mode
minimum capabilities, as required, to
benefit from full and unrestricted access
to designated airspace and to safely
conduct operations in mixed mode.
Training aircraft and helicopters need to
have the minimum capabilities applicable to the airspace where they plan to
operate.

5.10.5.11 ADS-B triggers security risks similar to
Mode S, which are particularly relevant
for the military, especially where there is
a requirement to conceal military operations. Appropriate measures will be
needed to mitigate ADS-B vulnerability
to RF interferences, spoofing, the need for
another layer of surveillance (e.g. multilateration) or concealment of flight details
in public internet websites.
5.10.5.12 The NATO Position on Automatic
Surveillance-Broadcast (ADS-B) can be
found in document AC/92-D(2016)0004
Dual Ref, 2 June 2016 [Ref. 61].
5.10.6 Airborne Collision Avoidance System (ACAS) for
State aircraft
5.10.6.1 As described above, in 2010 the European
Aviation Safety Agency (EASA) launched
a regulatory initiative for the introduction of ACAS II software version 7.1. This
effort culminated in the publication of
regulation 1332/2011 of 16/12/2011 [Ref
85], making reference to the EASA Basic
Regulation with regard to its applicability.
5.10.6.2 The EASA Basic Regulation explicitly states
that it does not apply to products, parts,
appliances, personnel and organisations
carrying out military, customs, police, search
and rescue, firefighting, coastguard or
similar activities or services. Nevertheless, it
stresses that Member States must undertake to ensure that such activities or services
have due regard as far as practicable to the
objectives of that Regulation.
5.10.6.3 To update a policy document from 2005,
the EUROCONTROL Civil-Military interface
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Standing Committee (CMIC) on 12th
October 2016 endorsed a Revised ACAS
Policy for military aircraft.
5.10.6.4 The endorsed policy reads as follows:
[Quote]
Background
On 21 April 2016 the CIMIC Member States
have commonly agreed to review the 2004
ACAS Policy for Military Aircraft to align with
provisions for civil aircraft in Commission
Regulation (EU) No 1332/2011 of 16
December 2011 subsequently amended by
Regulation 583/2016 laying down common
airspace usage requirements and operating
procedures for airborne collision avoidance.
Military Transport Type Aircraft
Military Authorities of the CMIC Member
States adopt TCAS II version 7.1 as the
minimum for voluntary forward fit implementation for new military transport type
aircraft entering (MTTA) into service or undergoing major mid-life modernisation.
It must be applicable to fixed-wing turbine
engined aircraft having a maximum certificated take-off mass exceeding 15,000 kgs,
or a maximum approved passenger seating
configuration of more than 30, were required
to be equipped with ACAS.
Situation in German airspace
German AIC IFR 13 dated 20 MAR 2003
states: “With effect from 1 January 2005, all
fixed-wing turbine-engined aircraft, including military transport aircraft, having a
maximum take-off mass exceeding 5700kg,
or a maximum approved passenger seating
configuration of more than 19 will be
required to be equipped with, and operate
ACAS II”.
[Unquote]
5.10.6.5 TCAS 7.1 is a very specific logic/equipment. Investigations should be progressed
on performance equivalence as one of the
potential options for meeting the TCAS
7.1 requirement, in particular for fast jets
that cannot accommodate the TCAS set.
However, while any candidate options
for performance equivalence are not fully
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mature, the recommendation is to equip
in line with agreed TCAS 7.1 requirements.
5.10.6.6 So far, no research has been conducted
on safety assurance system alternatives for
military aircraft. Modern military platforms
evidence cueing/awareness capabilities
that could be relevant to mitigate the
absence of collision avoidance. IFF capability and airborne radars could be important in this respect.
5.10.7 Certification and Operation of State aircraft in
RVSM Airspace
5.10.7.1 The EUROCONTROL Guidelines for the
Certification and Operation of State
Aircraft in European RVSM Airspace [Ref
80] provide detailed guidance on the
RVSM certification and approval of aircraft
types and flight plan procedures as well as
advice to operators of State aircraft intending to operate with 1000 ft vertical separation under General Air Traffic (GAT) rules
within European RVSM airspace.
5.10.7.2 It indicates that State aircraft operators
need to bear in mind that:






There is no exemption for State aircraft
operating as GAT within RVSM airspace. In that airspace, aircraft need an
RVSM approval to operate in accordance with a 1000 ft vertical separation.
The absence of such approval does not
mean that State aircraft cannot access
RVSM-designated airspace, but it does
require specific flight planning in order
to operate with a 2000 ft separation;
Any previously approved aircraft modified for specific functions (e.g. fuselage
modifications or add-ons), are considered to be derivative aircraft and must
undergo the RVSM approval procedure;
Formation flights are not permitted
within RVSM airspace with a 1000 ft vertical separation minimum.

5.10.7.3 State aircraft operators willing to fly GAT in
RVSM airspace with 1000 ft vertical separation minima must comply with a set of
procedures in order to maintain safety in that
RVSM airspace. Such rules comprise RVSM
operational approval from the competent
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authority, ensure consistency between the
RVSM approval status of the aircraft and the
flight plan filed by the crew, actively participate in the EUR RMA monitoring programme
and comply with its requirements, providing
all appropriate information.
5.10.7.4 In terms of RVSM Technical and Operational
Requirements, some State aircraft may
fulfil the performance requirements but
their system does not fulfil certain specific
aircraft system requirements set out in the
civil regulation. In such cases, the operator
must prove that the certified altitude
measurement system is compliant with
binding requirements. That system must
be specified by a certification specification
different from the CS-ACNS (non-binding).
The Military Authorities (or other national
authorities that certify military aircraft)
willing to issue an RVSM approval for
such aircraft types have to demonstrate
that the technical fit of the aircraft is fully
compliant with the ICAO provisions and
that this aircraft type does not undermine
safety in the RVSM airspace.
5.10.7.5 State authorities must maintain a database
of RVSM approvals. In order to reduce
workload and enable RMA resources to
be most efficiently utilised, it is important
that all airworthiness authorities ensure
that this database is regularly updated and
available to the RMA in the most practical
way possible.
5.10.7.6 In relation to new aircraft types or
variants, air wor thiness authorities
should provide details of any new RVSM
MASPS compliance methods, including
Supplementary Type Certificates (STCs)
and service bulletins, to the RMA so that
any adjustments required can be made to
the monitoring group configuration. If it is
not possible to determine the compliance
method and hence the correct monitoring group from the approval data, the
aircraft must be classified as non-group
and subject to mandatory height monitoring every two years.
5.10.7.7 All flight planning requirements for the
European RVSM region [Ref28] must be
clearly followed, including:
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Only operators and aircraft with a valid
RVSM approval may submit a flight plan
requesting 1000 ft vertical separation in
RVSM airspace.
State aircraft which are not RVSM-compliant may file a flight plan to fly inside
RVSM airspace with 2000 ft vertical
separation.

5.10.7.8 Operators of RVSM-approved aircraft must
enter a ‘W’ in item 10 of the ICAO flight
plan, irrespective of the requested flight
plan. Operators submitting repeat flight
plans must include a “W” in item 10 of the
flight plan irrespective of the requested
flight level. Operators of non-RVSM
approved aircraft wishing to operate in
RVSM airspace must enter an “M” in item
8 of the ICAO flight plan, and in addition
“STS/NONRVSM” in item 18. No “W” may be
submitted. These aircraft will be granted
2000 ft vertical separation.
5.10.7.9 No formation flights flying GAT are
permitted to operate with 1000 ft vertical
separation in RVSM airspace. Regardless
of the RVSM approval status of any individual aircraft, no “W” may be entered for
any flight plan relating to formation flights.
The ICAO flight plan must include an “M”
in item 8 of the ICAO flight plan, and in
addition “STS/NONRVSM” in item 18.
5.10.7.10 The EUROCONTROL Guideline document
indicated above [Ref 80] provides additional details, including on the process
for Regional Monitoring Agency (RMA)
to address altimetry system errors.
5.10.8 Surveillance Performance Monitoring involving
State aircraft
5.10.8.1 The RF spectrum protection of the
1030/1090 MHz frequencies and the monitoring of the performance of surveillance
avionics have been regulated, respectively,
in Article 6 of EU Regulation No 1207/2011
of 22NOV2011 (Surveillance Performance
and Interoperability) and Article 7 of
EU Regulation 2019/123 of 24JAN2019
(Network Functions).
5.10.8.2 Military operators are impacted when State
aircraft fly in mixed controlled airspace as
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GAT and can contribute to alleviating the
1030/1090 MHz RF pollution.

optimization/tailoring of the interrogation
pattern configuration of mobile platforms.

5.10.8.3 In terms of surveillance avionics, the objective is to ensure the availability of adequate
civil-military coordination mechanisms
to trigger corrective actions when State
aircraft are involved in loss of detection,
inadequate aircraft Identification, erroneous 24-bit aircraft address, no SI capability, poor EHS register contents, degraded
ADS-B integrity, ineffective TCAS detection
and capability, etc.

5.10.8.7 Other sources of 1030/1090 MHz RF pollution that are less military-specific, but that
concern civil and military operators alike,
include:




5.10.8.4 As regards all other aeronautical surveillance operators, the military can also
make a specific contribution to alleviating 1030/1090 MHz RF congestion. Such
a contribution must be organised in a
way which takes into account all national
prerogatives and responsibilities relating
to defence and security roles on the basis
of processes and coordination mechanisms that in all circumstances safeguard
sensitive information regarding the military surveillance infrastructure.
5.10.8.5 It is up to each Member State to take
adequate measures to discharge its
responsibility to ensure that military fixed
or mobile interrogators for permanent
or temporary operation are correctly
configured. The competent authorities60
within Member States should implement
the appropriate coordination processes
and information repositories to ensure a
proper assessment of the configuration
of those interrogators. It is assumed that
the Military Authorities are aware of the
criteria to be followed when assessing the
surveillance sensor configuration. Military
Authorities should naturally confirm to
their Member State authority that their
fixed and mobile interrogators do not
produce harmful RF interference on other
aeronautical surveillance systems.
5.10.8.6 Replies on II=0 represent one of the potential sources of 1030/1090 MHz RF pollution;
the military is not, however, the root cause
of this phenomena. Possible mitigation in
this case includes the removal of spurious
replies (2020 long P4 removed) and the



Mode S all call (acquisition) – to be mitigated through better configuration (e.g.
reduced all-call interrogation frequency,
probability of reply) of interrogators and
passive/hybrid acquisition
Long Mode S replies (EHS) – to be mitigated through reduction of extraction
rate and sharing of data
TCAS (local) - to be mitigated through
use of Extended Hybrid Surveillance on
new aircraft.

5.10.8.8 A document entitled “NATO/EUROCONTROL
Guidelines for the Assessment of Mode
5 Frequency Supportability” [Ref 64]
was published in May 2018 to provide
guidance to civil and military stakeholders involved in the national and international process of assessment of frequency
supportability for the Military IFF Mode 5
supporting the operation of this system,
with no negative effect on the civil SSR
Mode S infrastructure.
5.10.9 Civil-Military Surveillance Data Sharing
5.10.9.1 Surveillance data-sharing between civil and
military organisations using specific communications networks is expected to grow,
ensuring that all information exchange
requirements and infrastructure rationalisation objectives are satisfied. The emergence
of distributed IP networks and concepts
like SDDS will facilitate enhanced data
distribution.
5.10.9.2 Military adherence to data-sharing networks
varies considerably, depending on the
State considered. Local bilateral connectivity installations will remain in some places
to cope with specific requirements, but it
is crucial to cope with the applicable QoS
requirements and regulatory provisions on
data quality levels (comprising availability,
integrity and security considerations).

60 Authority invested with responsibility to ensure the performance of the surveillance infrastructure. Depending on the State, it

may be a Civil Aviation Authority, Military Aviation Authority or other organisation.
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5.10.9.3 As surveillance is provided using a mix of
different surveillance techniques, with the
need for a seamless interface between
the surveillance system and the end user
(controller and tools). Current mechanisms
such as data fusion and multi-sensor trackers
will need to be adapted.

addresses or reversion from Mode S to
Mode 3/A. More permanent technical
solutions to address those security shortcomings must be the subject of future
research.

5.10.10 Surveillance security considerations impacting
military
5.10.10.1 Military organisations are particularly
keen to preserve their ability to identify
flights over national territory in order to
produce a suitable recognised air picture
and to discharge their national security
responsibilities. In this respect, it is clear
that the availability of independent noncooperative surveillance (primary radar)
responds to security needs as it mitigates
SSR outages, i.e. deliberate switching-off
of transponders and anomalies/electrical
failures.
5.10.10.2 ADS-B is a technique with recognized
security vulnerabilities associated with
the use of GNSS input to derive positioning information and likelihood of spoofing. Possible mitigation may include
the availability of additional surveillance
layers, i.e. multilateration.
5.10.10.3 Military operations may need to conceal
the status and identification of flights.
Some years ago multiple public-domain
web providers started to publish information derived from SSR Mode S, Wide
Area Multilateration and ADS-B available
in public internet web sites, including
flight details and aircraft identification.
During peacetime safety imperatives
dictate that aircraft must remain cooperative with the underlying surveillance
infrastructure. This suggests that transponding flights will remain visible to
such private receivers. Nevertheless,
some mitigating measures are possible
for military operations deemed sensitive in nature, Head of state flights, etc.
Such measures encompass the coordinated rotation/changing of individual
24-bit addresses, coordination with web
providers to filter out military blocks of
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5.11 Recommendations
The following table summarises the recommended implementation actions and rationalisation opportunities. The
subsequent figure shows the civil-military surveillance interoperability roadmap:
Recommended Actions
Ground Communications

Optimisation Opportunities

1

Promote the retention of independent non-cooperative surveillance (Primary Radar)
to track non-cooperative targets and sustain security and safety requirements.

Yes (Military infrastructure is used very
often to complement civil secondary provision, especially in the en-route context.
Emergence of low-cost alternatives)

2

Promote suitable research and industrialisation for the development of a suitable alternative technology (e.g. MSPSR) to replace PSR considered expensive and
spectrum-inefficient.

Yes (MSPSR could allow a reduction of PSR
infrastructure)

3

Equip State aircraft with Mode S ELS Level 2 transponders (SI compliant) in line with
SES SPI regulation.

No (adoption of the full set of civil requirements)

4

Equip transport-type State aircraft with Mode S EHS and ADS-B OUT in line with
SES SPI regulation. Specific arrangements apply to non-equipped State aircraft and
special handling provisions impact aircraft conducting sensitive flight activities to
align with military operational security needs.

Yes (ADS-B may build upon existing IFF/
Mode S capability through direct retrofit or
on the basis of performance for application
of full civil requirements)

5

Organise the use and operation of Mode S in accordance with the specific military
guidance provided in the NATO IFF/SSR CONOPS

No

6

Consider the procedures published in national AIPs when preparing operations in
Mode S designated airspace to be conducted by non-Mode S State aircraft

There are no rationalisation opportunities
as nationally defined procedures need to
be followed

7

When military radars are not capable of interrogating Mode S targets, seek the provi- Yes during a transition to an infrastructure
sion of Mode S data over ground communications networks from civil ANSPs to fully compliant with Mode S
enable the identification of flights entering national territory and to compile a recognised air picture.

8

Ensure the availability of sufficient 24-bit addresses (ICAO and the state of registry) No (not infrastructure-related)
to support the controlled change/rotation of addresses, where feasible within safety
limits and required for operational purposes.

9

Coordinate with EUROCONTROL/NM the allocation and use of IC codes as justified No (not infrastructure-related)
operationally

10 Establish procedures for a coordinated use of mobile Mode S interrogator platforms No (not infrastructure-related)
avoiding coverage conflicts
11 Implement appropriate mitigating actions to avoid or minimise security risks, No (not infrastructure-related)
including reversion from Mode S to Mode 3/A in case sensitive flights need to be
concealed and prevention of data available on web platforms. Such measures must
respect safety imperatives.
12 Monitor the maturity of ADS-B In applications and consider its introduction, taking
advantage of dual use opportunities after research results

Yes (reutilization of available Mode S and
synergies with IFF)

13 Implement coordination mechanisms and procedures that facilitate compliance with No (not infrastructure-related)
surveillance performance objectives, including related monitoring and contribution
to the reduction of 1030/1090 MHz RF pollution.
14 Leverage combined civil-military capable transponders and integration opportunities to reduce multiple equipment installs, costs, and aircraft down time. Ensure coordination and synergies between Mode S and military IFF implementations.

Yes (reutilisation of military equipment
avoiding avionics duplications)

15 Consider voluntary equipage for transport-type State aircraft with safety systems, No
weather and hazard detection (ACAS, Wake Vortex, EGPWS/TAWS, etc.).
16 Where operationally and technically viable, maximise surveillance data sharing using
available communications networks and agreed data formats (e.g. ASTERIX).

Yes (reduction of sensors)

17 Develop and implement surveillance security measures in line with NATO recommen- No
dations.

Table 4: Recommended Surveillance Implementation Actions
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Block 2

2031

Block 1

2025

Block 0

2019

Civil-Military Ground COM Interoperability Roadmap
Block 3/4 

Monopulse Secondary Surveillance Radar
Primary Surveillance Radar for En-Route and TMA1
Mode S Elementary Surveillance (ELS)2
Mode S EHS and ADS-B Out3
ADS-B In4
ACAS II/TCAS 7.15
Multilateration/Wide Area Multilateration
Multi Static PSR/
Alternative Detection Technology6
Safety nets, Weather, Hazard detection (ACAS X, EGPWS/TAWS, etc.)
SUR Monitoring Tools
SUR Data Sharing

Mandatory

Recommended

Legacy

Notes:
1
2
3
4
5
6

May be gradually replaced by MSPSR or other alternative technology when available.
EC SPI regulation and national mandates. All State aircraft only. With transitional arrangements.
EC SPI regulation. Transport-type State aircraft only. With transitional arrangements.
For military aircraft, depends to a large extent on research results (dual use of IFF).
EC regulation (EASA) not explicitly covering State aircraft. ACAS II mandatory in Germany for transport-type and a voluntary ACAS Policy for State aircraft agreed by the EUROCONTROL CMIC.
Depends on research results.

Figure 35: Civil-Military Surveillance Interoperability Roadmap
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6. AVIONICS INTEGRATION
6.1 Introduction
6.1.1 The present section provides an overview of the
applicability of CNS/ATM requirements to State
aircraft, taking into account specific aircraft types
and operational environments. The focus is on
determining a required set of CNS/ATM equipment capabilities, without discussing or introducing any related operational concepts. There
is a description of the military aircraft fleet in
service and consideration of the various military
aircraft system integration approaches (including
dual-use).

6.2 Military Aircraft Fleets
6.2.1 Military aircraft fleets in European states comprise
a huge variety of aircraft types and variants, depending on military mission requirements. There is a
trend towards a steady decrease in numbers, since
between 2003 and 2012 military fleets suffered a
reduction of 30%. In 2017, the estimated numbers
of military aircraft in the inventory of ECAC States
included:
Recommended Acti

Optimisatio

Combat aircraft Fighter

3365

Transport aircraft

949

Light aircraft

1390

Helicopters

3733

TOTAL

9437

Figure 36: Military Aircraft Fleet (EU) - 2017

6.2.2 The U.S military aircraft fleet comprises more
than 13.000 aircraft and the main impact on
European ATM comes from the AMC (Air Mobility
Command), which arrives in European airspace
from many places of origin (but mostly from
the U.S.). There are also hundreds of U.S. aircraft
stationed in Europe.

6.3 State Aircraft Flying
6.3.1 When establishing a relation between the military
fleet and the need to fly as GAT, the initial perception is that only a small portion of aircraft require
ATM/CNS capabilities to operate as GAT. This is
not, however, the case since ATM/CNS equipage
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also supports OAT operations, in some States
based on a service provided by civil ANSPs. This
means that in many places the infrastructure used
for OAT and GAT is the same, with rationalisation
increasing being introduced. Moreover, all military
aircraft need unrestricted access to all airspace
and airports.
6.3.2 The current percentage of GAT/IFR flights conducted
by State aircraft in European airspace represents
around 2% of the total, reaching an absolute
number of around 180,000 flights/year, according to
Network Manager/IFPS flight plan figures.
6.3.3 Such a low percentage of GAT flights in proportional terms has a much higher impact on airspace usage than civil airspace user flights. A small
number of military flights can have a huge impact
on airspace, as just a few flights may require huge
reserved areas and also because non-equipped
aircraft subject to special handling may need to
be accommodated.
6.3.4 Some State aircraft flights contain GAT and OAT
segments, which add complexity in terms of airspace impact. Moreover, there are around 3,000,000
OAT flights per year in Europe.
6.3.5 A huge percentage of military GAT flights in the
ECAC region are flown by transport type aircraft
and therefore the ATM impact of transport-type
aircraft may be classified as high. Fighters may be
classified as having a medium impact because,
despite accounting for a lower number of flights,
they often trigger major airspace segregations
and need to fly under exemption/special handling
conditions. Light aircraft and helicopters account
for a residual low percentage of all flights.

6.4 Avionics Requirements
6.4.1 In a nutshell, multiple civil ATM/CNS requirements
applicable in European continental airspace (ICAO
EUR Region), impacting military aircraft (other
State aircraft in general face the same challenges)
of different types that need to conduct operations
in mixed controlled airspace (e.g. as GAT/IFR),
comprise the following:



Air-ground voice channel spacing (VCS) relying
on VHF 8.33 kHz
Air-ground data link for Controller-Pilot Data
link Communications (CPDLC) and (initial) Trajectory Management (ADS-C)
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Navigation applications based on PBN specifications and functionalities for en-route, terminal and approach & landing flight phases
Reduced Vertical Separation Minima (RVSM)
FM Immunity of VHF receivers (COM and NAV)
SSR Mode S Elementary Surveillance (ELS) and
Enhanced Surveillance (EHS)
Automatic Dependent Surveillance – Broadcast
(ADS-B)
Aircraft Collision Avoidance System (ACAS)
Enhanced Ground Proximity Warning Systems
(EGPWS)/Terrain Awareness warning Systems
(TAWS)

6.4.2 To comply with those requirements, several
approaches can be followed, but a dual CNS
approach, described below, can offer significant
technical benefits and cost reductions.
6.4.3 The above list of requirements applies differently, depending on the airspace concept and
class, status as GAT or OAT, IFR or VFR, type of
aircraft, regulatory mandate, etc. Nevertheless,
the main driver for equipage options must be
the required interoperability with the underlying infrastructure, service provision and safety
imperatives.

6.5 Military Aircraft Avionics Integration
6.5.1 Introduction
6.5.1.1 The modernization of the aviation infrastructure presents significant challenges
for military aircraft operating in a mixed
civil-military environment. Global interoperability becomes a decisive factor for military operations that need seamless support
from a common ATM/CNS infrastructure.

6.5.1.3 However, military aircraft are weapon
systems evidencing significant ATM/CNS
capability mismatches and presenting
serious technical and procurement
constraints when meeting civil requirements. In parallel with other compliance
options or equipage exemptions/derogations, a cost-benefit approach can be Dual
Use CNS where the capabilities available
onboard military aircraft can offer compliance/conformance and sustain equivalent
levels of ATM/CNS performance.
6.5.1.4 Dual use CNS solutions will have to be
technically matured and defined. In parallel,
the required demonstration of equivalent
performance and compliance procedure
have to be developed prior to full acceptance of military aircraft systems
6.5.1.5 Civil-military interoperability initiatives
must emerge from a balanced consideration, and adequate trade-offs, between
the civil aviation context and legitimate
national defence and security objectives
and interests, as well as the related military
context and priorities.
6.5.2 Dual Use CNS Approach
6.5.2.1 Integrating legacy military aircraft into a
highly collaborative ATM environment,
at lower cost and with reduced technical
impact, requires the judicious selection
by the military of one of the following
approaches:



6.5.1.2 The future system will be more aircraftcentric, with the transfer of certain ATM
functions from the ground to the cockpit.
Trajectory management, together with
performance-based navigation (PBN) and
advanced surveillance, will be a fundamental feature of future concepts. With
the introduction of trajectory-based operations (TBO), air traffic control will no longer
be based on where the aircraft is but on
where the aircraft will be. One of the main
enablers of TBO is the synchronisation of
the airborne-based and ground-based
predictions of the aircraft trajectory.
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equipage exemptions and special handling by ATC;
re-use or adaptation of military avionics
to sustain civil requirements (dual use);
supplementary ground support (e.g.
multilink);
equip “as civil” (when possible and
sufficient).

6.5.2.2 Equipage exemptions and derogations
may be required in some cases but must
be justified by compelling technical or military imperative reasons and only used as a
last resort.
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6.5.2.3 As illustrated by Figure 37, the military will
be better placed to face integration challenges resulting from higher levels of automation and ATM modernization, based on
interoperability and technology convergence approaches that take advantage of
the performance based nature of civil ATM/
CNS requirements.
6.5.2.4 Retrofits may seem a more immediate
compliance option but sound technical
assessments and cost-benefit analysis
may dictate a different approach. The
so-called “dual use CNS approach” may
represent, in certain cases, an affordable option, adapting military avionics to

sustain emerging concepts such as trajectory management, PBN and advanced
surveillance.
6.5.2.5 The dual use CNS approach (illustrated in
Figure 38), was recognized in the European
ATM Master Plan and, to some extent, was
followed up in SESAR research. It develops
technical solutions reutilizing military capabilities to cope with civil ATM/CNS requirements, taking into account their identified
performance levels. It directly relates to
research initiatives and precedes performance-based certification/performance
equivalence.

Figure 37: Interoperability Approach
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MILITARY CAPABILITIES TO FIGHT WAR
ATM/CNS

MILITARY

CIVIL

Figure 38: Dual Use CNS Approach

6.5.2.6 Dual use CNS must be complemented
by sound “obsolescence management”
practices including the use of commercial off-the-shelf, “incremental technology
insertions” that increase the intervals
between capability changes/improvements, re-use of legacy hardware leveraged with enhanced (sub)components,
re-writing of legacy software functionalities
to adapt to new processing environments
and use of software emulation to mitigate
obsolete hardware.
6.5.2.7 The type of military aircraft determines the
best approach for compliance:
6.5.2.7.1 Transport-type military aircraft,
regularly operating in mixed
controlled airspace, evidence higher
levels of equipage from a civil ATM/
CNS perspective. Such platforms
normally target similar levels of
equipage as for civil/commercial
airline aircraft. Such aircraft types
offer enough space and provisions
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for the technical integration of
additional avionics. Modern military large transport-type aircraft
offer equipage solutions that cope
simultaneously with civil and military requirements.
6.5.2.7.2 Fighter aircraft are to a lesser degree
suited to accommodating retrofit
initiatives, in comparison to larger
transport-type aircraft, due to their
highly integrated avionics and
reduced cockpit space. For fighters,
the preferred approach to attaining
the desired levels of civil-military
interoperability should be centred
on the maximum reutilisation of
available capabilities, performancelevel solutions and multi-mode
avionics. In the case of missing
capabilities, a dual use forward-fit
approach must be applied to cope
with increasing avionics complexity
and form-fit functional allocation
principles.
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6.5.3 Avionics Modularity

Aircraft
Systems

6.5.3.1 The following diagram (Figure 39) depicts
the functional breakdown of a generic
avionics suite which must be used as a
reference for the information provided in
the paragraphs in this section.
6.5.3.2 There is a wide variety of military aircraft
types, models, variants and upgrades and
their specific roles or missions require
dissimilar architecture configurations.
Nevertheless, the functional architectures
of some military aircraft are comparable to
civil commercial aircraft as far as ATM/CNS
components are concerned. Additional
functions fulfilled by military aircraft,
specific to their mission, are not of interest
for ATM/CNS.

Air/Ground
Data link

Flight
Guidance

Weather

Broadcast
Data

Positioning

Terrain

Voice

Integrated Modular
Avionics
API & Participation Management

...............

Special Purpose
Module

Computing Module

Computing Module

Partitioned Real-Time Operating System

Computing Module

Computing Module

Traffic

6.5.3.4 The IMA Core System relies on a set of
standard modules communicating across a
common backbone bus/network. The IMA
Core System receives its inputs from the
platform’s sensors. The digital processing

(n) Applications

(3) Applications

(2) Applications

(1) Applications

Flight
Management

civil and military aircraft. IMA became the
most important architecture principle for
aircraft avionics.

Operating System, Device Drivers
and Shared Services

Aircraft Data
Network

Communications

Figure 39: Generic Avionics Suite

6.5.3.3 Although it is difficult to identify common
architecture principles for multiple platforms, it is important to highlight that
the state-of-the-art Integrated Modular
Avionics (IMA) architecture, used for
civil mainline aircraft, derive from military programmes. IMA was first developed in the context of a modern fighter
programme in the U.S. IMA is now widely
used by Airbus and Boeing and for multiple

...............

Surveillance

Navigation

Networking and Power
Distribution Infrastructure

Figure 40: IMA Modularity
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that occurs within the IMA Core System
includes all the typical functional applications normally associated with avionics
platforms: vehicle management, mission
management, stores management,
communications, navigation and identification, target detection & tracking, head-up
displays, etc.
6.5.3.5 In the IMA Core System, the functional
application software is available in mass
memory-storage devices and it is downloadable to the modules upon which they
are to execute as part of the system initialisation and configuration processes. IMA
modularity is depicted in Figure 40.
6.5.3.6 In summary, the IMA Core System can be
viewed as a single entity comprising many
integrated processing resources that may
be used to build any avionics system function regardless of its size and complexity.
Therefore, IMA offers an excellent basis to
enable dual use of particular aircraft functions, as multiple systems can be architected and overlaid on the partitioned
platform resources to form a highly integrated system with full isolation and independence of each individual system.
6.5.3.7 IMA offers a promising option to address
the challenges posed by the increasing
avionics predominance due to its modularity and multimode avionics principles of
the relevant AoR.
6.5.4 Flight Management System
6.5.4.1 Military aircraft are typically equipped with
a Mission Computer (MC) or Military Mission
System (MMS) that are to some extent
different from civil Flight Management
Systems (FMS). The MC enables the crew
to create, retrieve, modify and store flight
plans. Once a particular flight plan is to be
executed, the MC calculates the parameters, and provides estimated times along
the route with estimated fuel burn rates.
The flight plan and data are displayed on
the control panel display.
6.5.4.2 A typical transport-type military aircraft
MC is able to store about 200 waypoints.
Operator-selected identifiers can be
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inserted for waypoints other than the
reference database waypoints. Once an
active flight plan has been entered, the
MC provides the capability to make special
edits to the flight plan, to add various
attributes to waypoints, and to perform a
variety of functions.
6.5.4.3 The Mission Computer provides the capability to store navigation data on or load
data from the navigation database generating displays of navigational solutions for
selectable navigation modes. The MC is
also able to calculate and provide navigation guidance, e.g. during non-precision
approaches. In summary, the Mission
Computer processes and provides guidance information relating to the active
waypoint in the active flight plan.
6.5.4.4 The MC also provides an interface for the
pilot/co-pilot flight instruments and the
auto-pilot/flight director. The MC provides
selectable solutions for guidance and
signals to drive the pilot and co-pilot flight
directors and flight instruments.
6.5.4.5 When implementing 4D trajector y
management functions in military aircraft,
support by MC/MMS, similar to FMS, or
emulated by ground systems may be
required. This is an aspect to be the subject
of future research.
6.5.4.6 When existing as an independent component, the FMS provides electrical interfaces,
interface control and flight management
processing. For redundancy, each FMS
has full functionality and calculates its
own navigation solutions independently,
comparing its solutions with the other
FMS.
6.5.4.7 This means that, in a military aircraft, the
flight management function, where it
exists, can be implemented either in a civiltype FMS or be part of a Mission Computer,
which also performs military-specific functions (e.g. threat assessment, weapon
delivery, etc.).
6.5.4.8 Military navigation architectures (where
FMS is a crucial element) cannot easily
comply with the majority of advanced
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navigation specifications due to all the
issues related to the flight path definition based on ARINC 424 data. Mission
Computers do not normally use the
ARINC 424 data structure. They only implement some of the basic path terminators
and military-specific path definition and
guidance.

(ATN) concept, that rely on air-ground
data exchanges, instead of voice, namely
Controller Pilot Data link Communications
(CPDLC) and Trajectory Management.
Currently, such data link communications
are supported by VHF data link radios,
namely the ICAO-compliant VDL Mode 2
protocols.

6.5.4.9 Some military computers implement in
a similar way to ARINC 424, describing
the trajectory with waypoint attributes
and guidance laws along the path. A first
question would be to assess how these
attributes could be enhanced to include
a sufficient set of equivalent ARINC 424
path terminators to enable GAT/IFR
operations. A second question would
be to investigate whether an approach
starting from the existing ARINC 424
structure and extending it with the
specific military path terminators necessary to define military trajectories could
be cost-beneficial.

6.5.5.3 The definition, validation and standardisation of the next generation of air-ground
data link technologies is underway in the
context of SESAR and ICAO. Such higher
capacity technologies comprise a terrestrial segment (LDACS), satellite communications (SATCOM) and airport data link
(AeroMACS). It is collectively designated
Future COM Infrastructure (FCI). FCI,
with its related multi-link concept, offers
significant opportunities for civil-military
interoperability.

6.5.4.10 MC/MMS (and FMS) can be a fundamental dual use enabler in military aircraft
to sustain Trajectory Based Operations
(TBO) and advanced navigation functions.
For PBN, one must recognise that difficult mismatches, like flight path definition using ARINC 424 data, are still to be
researched/investigated to determine the
best mitigating adaptations.
6.5.5 Communications Equipment
6.5.5.1 As described in the Communications
section, radio communications between
aircraft and ground receiver sites,
suppor ting voice communications
between pilots and air traffic controllers,
is ensured through VHF radios (HF and
SATCOM used in oceanic regions). For
similar air-ground voice requirements the
military rely on UHF radio communications,
which are also provided by certain civil
ANSPs when handling State aircraft operating GAT without VHF 8.33 kHz channel
spacing capability.
6.5.5.2 Civil aviation is presently introducing
new technologies, in line with the ICAO
Aeronautical Telecommunication Network
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6.5.5.4 In today’s situation, most military aircraft
do not support aircraft-to-ATC data transactions (except a few recent transport-type
State aircraft that have been ATN/VDL-2
equipped). The tactical data links that
equip a growing number of military aircraft
allow the aircraft to interface with military
Command and Control centres. Research
has been focused on investigating ground
interfaces to enable military aircraft information to be exchanged with ATC, reutilising military technologies.
6.5.5.5 Given that the military air-ground data
communication technologies available
are not useable in the ATM context and
that present communications requirements are not (yet) fully defined as performance statements, there are no substantial
dual use opportunities in this domain.
Conversely, it must be ensured that the
ongoing research towards defining the
next generation of data link technologies
for ATM (Future COM Infrastructure) takes
due consideration of the relevant civil-military requirements.
6.5.6 Sensor Equipment
6.5.6.1 Sensors are the equipment able to provide
data to onboard computational equipment (i.e. MC/MMS and FMS) and to
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communication systems (i.e. VDL Mode 2
radio). Sensors include:










INS (Inertial Navigation System) with
gyros and accelerometers
GPS (Global Positioning System) also
used to fix INS drift errors
TACAN (Tactical Air Navigation Aid)
VOR (VHF Omnidirectional Radio Range)
DME (Distance Measurement Equipment)
Radar Altimeter
TCAS (Traffic Alert and Collision Avoidance System)
TAWS (Terrain Avoidance Warning
System)
ILS/MLS (Instrumental Landing System/
Microwave Landing System)

6.5.6.2 These sensors are able to provide information about position, velocities and accelerations (angular and linear). This data is
generated for the purpose of navigational
performance and guidance.
6.5.6.3 The eligibility of sensors available in military aircraft is usually one of the important
constraints for military systems compliance
with civil ATM/CNS requirements.
6.5.6.4 Today’s satellite-based navigation used by
the military is predominantly based on the
use of secure services like GPS/PPS. Usually,
military inertial systems are updated with
this secure service and not by DME/DME,
thus barring military inertial systems from
civil eligibility (unless GPS/PPS has been
deemed PBN-compliant). Other navigation
fixing means can be used, particularly on
combat aircraft, such as data link, radar,
TACAN or terrain correlation in some cases,
but with a similar eligibility problem.

signals (e.g. EGNOS/SBAS), area navigation
and the development of multifrequency/
multiconstellation receiver architectures
will raise more complex civil-military interoperability challenges.
6.5.6.7 For military sensors in general, tactical
aircraft with airborne architecture
constraints could be made interoperable
by addressing the equivalence of military
TACAN, GPS PPS, GALILEO PRS and INS
performances. The determination of military sensor eligibility must consider existing
integration architectures, e.g. Multimode
Receivers (MMR) and GPS/GNSS coupling.
For very demanding requirements that
imply reliance on augmented GNSS signals
and on the availability of multifrequency/
multiconstellation and multi-tracking capabilities (e.g. ability to interact with multiple
DMEs simultaneously), other specific technical solutions are still to be defined and
validated in the context of research.
6.5.7 Control Panels and Displays
6.5.7.1 There are various Multi-Function Displays
(MFD) located on the main instrument panel
of military aircraft (Figure 41). Typically, in
a military-transport-type aircraft, there are
two Primary Flight Displays (PFD) and two
Navigation Displays (pilot and co-pilot), as
well as two central system displays where
aircraft status parameters are shown. All
displays are multipurpose and so the pilot
can decide the information to be shown in
each display.

6.5.6.5 The dual use of satellite-restricted signals,
e.g. GPS PPS, is an important subject to be
considered in research efforts. Research must
focus on determining performance levels
to compare with civil navigation requirements in respect to GPS SPS receivers and
hence GNSS, and the need for specific signal
processing modes, which may increase the
complexity and cost of the receivers.

6.5.7.2 The Multipurpose Control Display Units
(MCDUs) provide the primary operator
interface via an alphanumeric keyboard,
mode select keys, line select keys, annunciators, and a flat panel display. The two
MCDUs are redundant to each other, and
both MCDUs can communicate with either
MC. The crew may operate any MCDU at
any time, call up different pages on the
MCDUs without affecting what appears on
the other, and override the default operation. Synchronization of data between the
MCDUs is handled by the MC.

6.5.6.6 Civil developments on advanced navigation concepts relying on GNSS-augmented

6.5.7.3 All avionic systems are interconnected to
allow access and control of nearly all flight
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plan management parameters, as long as
one MC and one MCDU are available. The
communication radio management function acts through MCDU as the control
for the VHF/UHF and HF radios. The navigation radio management function also
acts through MCDU as the control for the
TACAN, VOR, and ADF navigation radios.
MCDUs are also used to control the IFF
transponder and to select SAR (search and
rescue) functions.
6.5.7.4 The Communication Management Display
(CMD) is used to reduce the pilot workload
associated with the MCDU, and to provide
pilots with a head-up means of using the
radios. CMD provides the pilots with an
alternative way of tuning the communications and navigation radios. The CMD is
also capable of using the FMS database to
tune navigation radios. The CMD can also
control the IFF modes.
6.5.7.5 CMD provides the possibility of controlling
the VDL Mode 2 Radio. ADS-C contracts are
managed with this control panel as well as
the uplink and downlink CPDLC messages,
which are visualized in association with
CMD.
HUD

HUD
Autopilot Panel

PFD

Navigation
Display

System Display

PFD Navigation
Display

CMD

CMD
IFF

MCDU

6.5.7.6 The IFF control panel consists of a control
panel identical to the CMD but dedicated
only to IFF. IFF control panel can be used as
an alternative way of controlling CMD. The
IFF control panel provides the pilot with
power control, mode control, mode test
control, code selection, and zeroize control.
The civil surveillance transponder modes
available are: 3/A, C, S ELS/EHS. Military IFF
Modes are: 1, 2, 5.
6.5.7.7 The Digital Autopilot/Flight Director (DA/
FD) system interfaces with the autopilot system control panels as well as the
other components of the avionics system.
Two identical and interchangeable DA/
FD Automatic Flight Control Processors
(AFCPs) are connected to the aircraft
avionics data buses.
6.5.7.8 Adaptation of airborne displays and integration with multiple avionics is a key
constraint to potential military compliance
with civil ATM/CNS functions. Dual Use
initiatives in this domain require innovative approaches at the level of software
applications and overarching architecture
modules. For the particular case of PBN,
this matter needs to be subject of in-depth
studies to propose mitigations.
6.5.8 Dual Use CNS Opportunities
6.5.8.1 In the communications domain civil requirements start to be defined on the basis of
performance levels (RCP). Research efforts
are ongoing on Future Communications
Infrastructure (Future COM) technologies
(e.g. new terrestrial data links, SATCOM
and airport data links). FCI may offer innovative solutions to sustain interoperability
requirements in terms of air-ground CPDLC
and Trajectory Management.
6.5.8.2 In terms of advanced navigation, the
implementation of PBN offers opportunities to apply a Dual Use CNS approach but
concrete technical solutions are still to be
defined and validated. Re-drafting of PBN
specifications to meet military specifics
may also be envisaged for more extreme
cases.

Figure 41: Displays and Control Panels
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6.5.8.3 In the context of surveillance, the main
interoperability area relates to ADS-B
implementation in military aircraft, which
must be adequately coordinated with the
equipage efforts in relation to IFF Mode 5.
In this respect, the future research efforts
must complement the work conducted in
SESAR 1 to conclude the validation of the
feasibility of using military transponders,
Mk XIIA and/or Mk XIIB, (Mode S component) to support certain ADS-B functionalities at lower cost (where needed and
justified).
6.5.8.4 Other areas that remain open for research
initiatives are the eventual use of multimode avionics relying on software-defined
radios and reliance on enhanced visual
systems and airborne surveillance to mitigate airborne collision functions.
6.5.8.5 The advent of Unmanned Aircraft Systems
(UAS)/Remote Piloted Aerial Systems (RPAS)
represents a huge challenge for aviation.
Accommodating UAS/RPAS in non-segregated airspace, without any increase in risk
to other airspace users, calls for focused
research on the technologies supporting
the incremental integration of UAS/RPAS
into European airspace. UAS/RPAS research
must be at the leading edge of pioneering
aviation technology and could also catalyse
the next research steps towards finding
advanced data link solutions, new collision avoidance alternatives, and low-cost
navigation-related technical solutions, as
well as determining parameters for autonomous flying operations.
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7. PERFORMANCE-BASED CNS
7.1 A new paradigm

7.2 Performance Based concepts

7.1.1 The ICAO Global Air Navigation Plan (GANP) identifies a fully harmonized global air navigation system
built on modern performance-based procedures
and technologies as the solution to address the
needs of the aviation infrastructure in terms of
air traffic capacity growth, improvement of safety
levels and reduction of unnecessary gas emissions
being deposited into earth´s atmosphere.

7.2.1 Performance Based Navigation (PBN), as
described in ICAO document 9613, was the first
performance-driven approach to be defined in
the context of ICAO. Area navigation techniques
were the basis for defining the notions of random
navigation (RNAV ) and Required Navigation
Performance (RNP), translating the required
performance in terms of navigation specifications. Navigation accuracy, integrity and continuity, along with how such performance is to be
achieved in terms of aircraft capabilities and flight
crew requirements, are the key parameters to
consider. PBN has three components: the navigation application; the navigation specification; and
the navigation infrastructure. A navigation application is defined by the implementation of a navigation specification and its supporting navigation
infrastructure, applied to routes, procedures, and/
or a defined airspace volume, in accordance with
the intended airspace concept. The infrastructure
enablers selected to support each specification
may vary.

7.1.2 The aviation system today is complex, with all
stakeholders required to make significant investments in new technology if the desired improvements are to be realized. To prioritize future
investment and to improve system efficiency, the
adoption of a performance-based approach in the
spirit of ICAO Document 9883 (Manual on Global
Performance of the Air Navigation System) [Ref 65]
is required.
7.1.3 Where needed and possible, ICAO will formulate
or adopt performance-based standards (see ICAO
document 9883). A performance-based standard is a standard defining the level of technical
performance or operating procedures required to
support a certain application or operational objective, while referring to material providing information and methods on how this performance can
be achieved.
7.1.4 Parts of the standards may contain prescriptive
elements too. These performance-based standards
will make reference to technical specifications
developed by standard-making organizations of
industry in cases where they are not specified by
ICAO itself. To that end, ICAO maintains regular
coordination with those organizations.
7.1.5 The global trend of shifting aviation infrastructure definition from equipment-based to a less
prescriptive performance based service provision,
increases the freedom to select multiple equipment options responding to new challenges in
terms of connectivity, automation, interoperability, security/resilience and cost reduction. In
parallel, with the increasing focus on performance
approaches, it is also expected to see higher levels
of integration and synergies between COM, NAV
and SUR components as well as the appropriate
level of redundancy.
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7.2.2 Performance Based Communications (PBC)
refers to ATS communication services and capabilities based on performance requirements for
aircraft operating along an ATS route, on an instrument approach procedure or in a designated
airspace. PBC relies on specifications for multiple
Required Communications Performance (RCP)
types associated with the communication capability supporting an ATM function. Communication
performance requirements are allocated to system
components in an RCP specification in terms of
communication transaction time, continuity, availability, integrity, safety and functionality needed
for the proposed operation in the context of a
particular airspace. RCP started to be defined by
the ICAO Operational Data Link (OPLINK) Panel in
2002.
7.2.3 Performance Based Surveillance (PBS) refers to
ATS surveillance services and capability based on
performance requirements for aircraft operating
along an ATS route, on an instrument approach
procedure or in a designated airspace. PBS
relies on specifications for Required Surveillance
Performance (RSP) levels. Surveillance performance requirements are allocated to system
components in an RSP specification in terms of
surveillance data delivery time, continuity, availability, integrity, accuracy of the surveillance data,
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safety and functionality needed for the proposed
operation in the context of a particular airspace
concept.
7.2.4 The document “EUROCONTROL Specification for
ATM Surveillance System Performance” (ESASSP)
describes the performance requirements for ATM
surveillance systems when supporting 3 and 5
NM horizontal separation applications. An international group of experts from Air Navigation Service
Providers (ANSPs), system manufacturers and
National Supervisory Authorities has developed
this specification. This document can be used
by ANSPs to define, as required by Commission
Implementing Regulation (EU) No 1207/2011 of
22 November 2011, the minimum performance
that their surveillance system must meet.
7.2.5 Performance Based Communication and
Surveillance (PBCS) is a concept that resulted from
the understanding that a specific RCP/RSP definition was needed by ground system automation to
enable the reliable application of Air Traffic Services
to suitably equipped aircraft that meet RCP/RSP
specifications. In summary, the ICAO PBCS concept
provides a framework for managing performance of
the communication and surveillance aspects of air
traffic management with a purpose of ensuring that
the emerging technologies for communication and
surveillance designed to support ATM operations are
implemented and operated safely.
7.2.6 In 2007, EUROCAE ED-122/RTCA DO-306 - Safety
and Performance Standard for Air Traffic Data
Link Services in Oceanic and Remote Airspace
(Oceanic SPR Standard) is published. The so-called
ICAO GOLD document [Ref 34] was published
in 2010 to make available guidance on data link
which was subsequently integrated into the PBCS
Manual. In 2012 the ICAO OPLINK Panel proposed
to rename ICAO Doc 9869 “Manual on Required
Communications Performance” to “Performance
Based Communications and Surveillance (PBCS)”.
7.2.7 PBCS, RCP and RSP were originally introduced
in the oceanic context. Compliance with the
prescribed performance levels requires initial
qualification, operational assessments, and postimplementation monitoring/analysis/corrective
action in respect of the communications and
surveillance systems.
7.2.8 Operational improvements are predicated on
certain communications (e.g. CPDLC over FANS)
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and surveillance (e.g. ADS-C) systems, and navigation requirements (e.g. PBN/RNP). The performance-based approach was originally seen by
ICAO as a means to expedite and maximize the
operational benefits gained from an existing
fleet of data-link-capable aircraft. That would also
ensure global harmonization and operational
seamlessness of data link implementations, taking
into account the overall operational capability and
performance needed for the intended operations.

7.3 Integrated CNS
7.3.1 Communication, Navigation and Surveillance
infrastructures remain the cornerstone for any
future development in ATM. Traditionally, the
evolutions of the C, N and S infrastructures have
been considered separately for each domain,
whereas the interdependencies and interconnections between the current and future CNS technologies require a more global approach. The
synergies as well as the common failure modes
between existing and future CNS systems are
gradually being addressed by the CNS community
and regrouped under the term “Integrated CNS”
(iCNS).
7.3.2 The Integrated CNS concept has been developed in the SESAR program in order to manage
the CNS concept’s change and to address the
existing and upcoming CNS challenges: integrated CNS is about considering the C, N and S
domains as one. So far, C, N and S contributions
to the airspace concept were mainly considered
in isolation. A harmonized view of these contributions across CNS would improve overall CNS
efficiency. Concerning the CNS applications, this
concept would integrate the individual C, N and
S Performance Based concepts into a harmonized
CNS Performance Based framework.
7.3.3 Concerning the CNS infrastructure, this concept
would imply that one domain could be used as
a support for another domain. Ultimately, the
infrastructure might be integrated into one single
system providing the C, N and S services, but such
a system would need to meet safety and security requirements, and ensure full interoperability
during the deployment phase. This integrated
approach will enable a coordinated cross-domain
evolution and the identification of cross-domain
opportunities but would also address potential
common mode failure through the identification of an appropriate level of mitigation and
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redundancy. Security considerations are also
important as one component may impact the
security level of another one (e.g. civil GPS spoofed
but used in ADS-B position-determination).
7.3.4 Performance based Communication, Navigation
and Surveillance are being developed, allowing
the ATM CNS to evolve from system-based
operations toward the delivery of CNS services.
Integrating these existing concepts under a
harmonized Performance Based CNS framework,
including appropriate performance metrics would
maximize cross-domain opportunities and synergies and allow various airspace concepts to be
supported. A unified Performance Based CNS
concept would also enable a better understanding of the CNS environment, currently perceived
by the airspace users and the service providers as
a complex system.
7.3.5 Cost, spectrum requirements and business cases
will drive a rationalization process of the infrastructure, including a seamless phasing-out of
legacy systems and a smooth transition to the
use of new, more performant technologies and/or
related CNS services. This drive could have a direct
impact on the ability of State and Military actors to
carry out their security and defence related activities. Future network-centric airspace management
needs to consider the needs of all the stakeholders, creating a system that promotes increased
safety, efficiency, and environmental protection
without impeding the operation of State actors,
who are entrusted to provide national defence,
safety, and security to a nation’s citizens.

7.4 Performance Based Certification
7.4.1 Military Certification from a Civil Perspective
7.4.1.1 Certification is one of the processes to
manage and ensure common and harmonised safety levels in aviation. In the SES
regulatory framework, systems have
to be certified to be deemed safe and
interoperable.
7.4.1.2 The ICAO Chicago Convention, as well
as EASA, does not consider the certification of civil or military aircraft – just their
interoperability. In most cases, States
pass responsibility for certification to a
National Military Authority (NMA). These
NMAs complete State certification of their
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aviation systems using various approaches,
and are dependent on the primary military/security raison d’etre of the system.
For example, some NMAs adopt many
civilian standards for military transport
aircraft, while having no consideration for
civilian standards when looking at combat
aircraft. No two nations are alike, all NMAs
are different, and their use of civil standards
for aircraft certification will vary.
7.4.1.3 Flights conducted by State aircraft for military operations and training fall outside the
scope of the ICAO Chicago Convention
and, in the European Union, fall outside
the scope of SES provisions and EASA
oversight. The EASA Basic Regulation does
not apply to products, parts, appliances,
personnel and organisations while carrying
out military, customs, police, search and
rescue, firefighting, coastguard or similar
activities or services.
7.4.1.4 Most European States normally grant to
their military organisations the legal right
to certify their own systems in their own
certification environment. Many NMAs
share aircraft certification processes with
their allies. In this way, they can build trust
across borders, allowing State aircraft to
fly in these friendly nations. Some multinational alliances, such as NATO, have
recognized programmes where NMAs
share information about certification and
compare their systems. This sets expectations on standards among these coalitions. Some National Military Authorities
have mutually recognised each other, and
therefore mutually accept certification
acts.
7.4.1.5 Some military platforms may be designed
to meet some civil certification specifications or requirements. Some companies
design and build State aircraft using
civilian and military standards; some focus
only on the State mission and mission
oriented standards – these decisions are
based on the culture and history of the
company in question. Nevertheless, military aviation acknowledges the importance of certification activities and
has built and refined national and/or
common processes in order to prove, to
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their national competent authorities, and
to the whole aviation community, that
their flying activity is safe.
7.4.1.6 Nations are free to determine the capabilities and certifications required for State
aircraft and foreign State aircraft in national
airspace. In order to allow unhindered
access to all airspace, State authorities,
and specifically NMAs, need to build certification processes that instil confidence in
both national and international airspace
owners and authorities.
7.4.1.7 Recognising that State aircraft certification originates from a competent Military
Authority is in the spirit of the international
recognition system promoted by ICAO,
based on national and mutually agreed
responsibility. EASA provides a comprehensive and common certification regulatory framework for civil registered aircraft in
Europe. For State aircraft, the certification
environments remain national.
7.4.1.8 Military certification has some similarities
but also substantial differences compared
to the civil sector. Because of different, and
sometimes conflicting, civil and military
requirements, lengthy procurement cycles,
large heterogeneous fleets and budget
constraints, many military aircraft do not
strictly comply with the civil airworthiness
or equipage requirements defined by ICAO,
EUROCAE, RTCA or EASA. In addition, the
military certification procedures, although
guaranteeing safety and airworthiness, are
often not recognised as equivalent by the
civil community.
7.4.2 Performance Based Certification for Military
Aircraft
7.4.2.1 Different requirements, on civil and State
sides, cause a clear mismatch between
the capabilities of military systems and
civil-derived ATM/CNS requirements. To
overcome the difficulties caused by this
mismatch, an alternative Performance Based
Certification (PBC) process is needed to allow
the re-utilization of available military capabilities to comply with civil-derived CNS/ATM
requirements, which are expressed as performance levels and attributes.
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7.4.2.2 Performance Based Certification was
originally described in EUROCONTROL
documents [Ref 66, 67, 68] as a process
representing an alternative to the existing
comprehensive, legal and trustworthy certification environment, including a certain
level of airworthiness considerations. It
consists in verifying that a system meets
the technical performance requirements
derived from a regulation or standard, with
the possibility of meeting some of the
requirements by alternative means while
ensuring that:



the safety levels are equal to or better
than the original safety objective
the set of requirements the system is
certified against and the mitigation
measures taken are made explicit.

7.4.2.3 Performance Based Certification may not
always be applicable. Sometimes PBC
attempts are not successful. In some cases
equipage changes may be required. Prior
to choosing any option, a cost/benefit
analysis must be performed to support
the option which will provide an efficient
operational capability. Nations may decide
not to follow civil standards and regulations. PBC is made up of so many different
aspects that a single methodology will
most likely not be suitable for resolving all
potential cases.
7.4.2.4 EUROCONTROL delivered a document
[Ref 67] describing a process for implementing performance-based certification
in the framework of the Three-Organisation
(NATO, EUROCONTROL and European
Defence Agency) approach on PBC. The
main measures identified in that document
for implementing performance-based
certification are as follows:






Identify the target safety levels at Implementing Rule/Certification Specification
(IR/CS) level
Identify the interoperability requirements at IR/CS level
Identify the performance requirements
at IR/CS level
Verify the IR/CS requirements: Assess
the proportionality of the requirements:
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Necessity
Adequacy
Use the rulemaking context to change
the IR/CS whenever it is required. If regulatory influence does not provide satisfactory results:
 Develop alternative requirements if
requirements are inadequate or not
necessary
 Verify if the alternative requirements
are consistent with current Certification Specification and Acceptable Means of Compliance (AMC),
where appropriate (“ascending
compatibility”)
 Validate this alternative requirement
using the previous or a new safety
case
 Apply the regular certification processes as approved in the certification environment.






7.4.2.5 When a certain operational improvement
related to a civil requirement needs to be
certified for integration into an airborne
military system, it must be understood that
performance alone is not enough to claim
equivalence. It must be complemented by
interoperability and also by the verification
of potential non-conformity issues created
by operating such an additional system to
support a given function.

7.4.2.8 Performance targets must be identified to
determine whether Dual Use CNS is viable
on the basis of evidence that there is due
regard for the resultant safety of navigation
(airworthiness) of aircraft. Nevertheless,
PBC is only one of the options for compliance. When it cannot be implemented,
other mitigation options can be investigated, ranging from full compliance with
civil requirements to other special measures such as exemptions or specific accommodation procedures or arrangements to
be developed.
7.4.3 Certification of Military ATS Providers
7.4.3.1 The above considerations are mainly applicable to military aircraft systems. The certification of ground systems normally follows
different criteria. States retain the right
to decide when a military ATS provider
must be certified, on the basis of requirements applicable to GAT operations. Such
a decision may be regulated and normally
depends on the level of services provided
to civil traffic operating as GAT or in a
military aerodrome open to civil aviation,
whilst fulfilling the requirements in terms
of level of safety and interoperability.

7.4.2.6 There is never a guarantee that a PBC
process will be successful. Any decision to
implement an operational improvement
based on the application of PBC has both
operational and budgetary consequences.
It is normally a requirement to conduct a
cost/benefit which is deemed positive.
7.4.2.7 Performance cannot be disconnected from
interoperability. PBC must ensure that full
interoperability is maintained within the
context of the infrastructure operated by
the airspace users and service providers
just like in the ICAO performance-based
context. In the new ICAO performance
context, where the operational requirements and the performance of a system
are not based on technological dependencies, the underlying assumption is compliance of the system with the prescribed
interoperability standards.
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8. PLANNING AND PROCUREMENT
8.1 Background
8.1.1 Interoperability between civil and military systems
should be implemented at the lowest possible
cost for military budgets.
8.1.2 Military acquisition is a management process
dealing with State investments in the technologies, programmes and product support needed to
achieve national security and defence objectives.
Modern military procurement and acquisition is a
complex blend of science, management, and engineering disciplines within the context of a nation’s
law and regulatory framework to produce military
material and technology. This complexity evolved
from the increasing sophistication of weapon
systems, which started in the 20th century.

8.1.6 For technical and/or operational reasons,
compliance with specific equipage requirements
is not always possible or warranted. In particular,
it is recognised that combat military aircraft are
essentially weapon systems to be specifically
equipped. Exemptions for State aircraft should be
based on such compelling technical and imperative military reasons.

8.2 Military Planning and Procurement
Methodologies
8.2.1 The process of researching, standardising, regulation and deploying ATM/CNS improvements
should be organised and planned on the basis of
the following good practices:


8.1.3 The result of such added complexity is that military
planning and procurement programmes entail
longer lifecycles, normally double the comparable
civil planning/procurement lead times. When
considered in the particular field of ATM, these
discussions gain additional complexity due to the
additional safety and regulatory considerations
involved.
8.1.4 The military are vulnerable to ATM/CNS evolution.
Even when applying robust integrated logistics
support methodologies to plan the deployment
of relevant ATM/CNS capabilities, some factors
limit the ability of ATM planners and military
authorities to adopt ATM requirements:







the civil nature of multiple ATM/CNS requirements lacking military justification;
huge military fleets with multiple military aircraft types and variants;
technical integration constraints;
lengthy procurement cycles and budget
constraints;
lack of civil-military coordination during ATM/
CNS regulation drafting;
lack of civil-military ATM/CNS standards and
equivalent verification of compliance/certification processes (a strict national competency
which could benefit from an harmonized
approach).

8.1.5 Recognition of available military capabilities,
ground and airborne, and their re-utilisation or
adaptation to support ATM functions, can drastically reduce retrofit costs and technical impacts.
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National Military Authorities should organise,
plan and take deployment decisions on the
basis of military requirements that are understood as the maximum priority. Nevertheless,
it is important to remain aware and consider
provisions from published ICAO concepts,
plans and roadmaps as well as European Commission implementing rules and national ATM/
CNS regulations. In any case, the EU regulatory
framework does not cover military operations
and training.
Agencies and organisations involved in the
planning of military C2 systems and communications and information systems (CIS) must
be kept informed of civil aviation infrastructure
modernisation plans. These are fundamental to
deciding the level of compliance needed.
Stable guidance is provided to military organisations in the form of implementation roadmaps and technical guidelines that evidence
specific capabilities applicable to military
systems and platforms.
The military must be directly involved in SES
and EASA rule-making activities and in deployment initiatives to ensure the consideration of
specific military requirements, constraints and
needs.
National Military Authorities should be involved
in Network Management activities to ensure
that the military dimension is adequately considered in plans and actions to support deployment and to monitor the performance of CNS
technical enablers.
Exemptions must be envisaged for military
platforms whose out-of-service date is within 8
years after the latest capability implementation
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date and when there are compelling technical,
or budgetary constraints.
Multiple capabilities are to be introduced into
packages that should not force retrofit/mid-life
interventions more than once every 8 years for
the same platform.
Rather than favouring the implementation of
special procedures, the first approach should
be to enhance interoperability. Consideration should also be given to the impacts of
non-compliance.
There is a need to determine research needs
and to consider dual use CNS and performance-based approaches minimising retrofit
efforts and costs by meeting compliance on
the basis of enabler-independent options.
Appropriate consideration needs to be given
to situations where high levels of automation
entail the exclusion of options other than interoperability or conflict management.
Technology convergence targets should be
pursued with any transition arrangement
or exemption policies seen as temporary
measures.
New requirements should be introduced,
preferably as forward fits, and agile capability approaches should be maximised, including the re-utilization of avionics, multi-mode
capabilities and enhanced obsolescence
management.
Possibilities offered by backwards-compatible
ATM services and capability levels should be
considered as options for granting minimum
airspace and airport access without significant
retrofit efforts.
The verification of compliance and conformity
assessment processes must be supported by
enhanced civil-military ATM coordination practices. Military authorities are responsible for the
certification of their own military systems.
Mutual recognition between National Military Authorities, based on common agreed
standards, enables wider use of certification
projects and interoperability efforts based on
performance.

defence industry and involve technical, cost and
re-certification considerations, normally including:













Approaches that respond to repeated extensions of the service lives of air platforms,
together with shorter lifecycles of hardware
and standards
Integrated Modular Avionics (IMA) solutions
Use of Commercial Off The Shelf (COTS) packages where specific aviation standards so
allows
Prioritisation of “incremental technology insertions” that increase the intervals between capability changes
Re-use of legacy hardware leveraged with
enhanced components
Re-use (re-writing) of legacy software functionalities to adapt to new processing environment
(with re-certification)
Use of software emulation to mitigate obsolete
hardware
Use of a model-driven architecture to allow for
modular and incremental certification

8.3 Obsolescence Management
8.3.1 Since retrofits are to be minimised in order to
reduce overall compliance costs, it is essential
that military organisations follow sound obsolescence management practices. These practices and
processes require the early involvement of the
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9. RADIO FREQUENCY SPECTRUM
9.1 Context
9.1.1 Radio Frequency (RF) Electromagnetic spectrum
is a scarce and limited resource. Several industry
sectors and public society services and activities, including aviation, struggle and compete to
have access to this natural resource to support
their particular needs. Spectrum supports a very
wide range of services, ranging from space exploration, earth observation, to radio and television
broadcasting, aeronautical CNS and mobile phone
communications.
9.1.2 The International Telecommunications Union
(ITU) coordinates and regulates the shared
global use of the radio spectrum. The process
of managing, sharing and assigning the RF
Spectrum bands is agreed through the ITU World
Radiocommunication Conferences (WRC), held
every four years. Aviation, as a major user of radio
frequency spectrum, often seeks modifications to
existing spectrum assignments and occasionally
access to new frequency bands at the WRCs. The
WRCs often scrutinise aviation’s frequency bands
and often erode its entitlement in favour of use by
other non-aviation services.
9.1.3 Industries like those in the mobile telecommunications sector are under constant pressure to
find new and innovative ways of utilizing the
frequency spectrum in the most efficient and
effective way possible. Utilizing rapid advances in
digital signal processing, new and more efficient
frequency access and modulation techniques are
constantly under development (i.e. from 2G to 3G
to 4G/LTE towards 5G).
9.1.4 A typical lifecycle for a cellular mobile phone technology, from conception to end-of-life, is (perhaps)
less than ten years. In addition, the state of the
art makes it possible to tweak modern softwaredefined radios through over-the-air software
updates/upgrades after they have entered into
active operational service. Overall, the expectation
is increasingly that dissimilar services will share
spectrum and that all spectrum users need to
make the most efficient and effective use possible
of this scarce resource.
9.1.5 Frequency congestion in some bands has
increased dramatically due to the rapid evolution
of telecommunications technologies. Its important role in the development of economies has led
States to classify the spectrum as a resource under
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strict national sovereign control. Nevertheless, as
radio frequency waves do not respect national
borders and services are of a global nature, all
nations recognise that international coordination
and harmonisation on spectrum use and allocation has become fundamental to ensuring and
guaranteeing an interference-free environment.

9.2 Aeronautical RF Spectrum Challenges
9.2.1 Most technologies used today for the provision of
aeronautical CNS functions are quite old. Very High
Frequency double side band – amplitude modulation (VHF DSB-AM) voice has served aviation
since the early twentieth century. Non-directional
beacon (NDB); High Frequency (HF), VHF
Omnidirectional Range (VOR); Distance Measuring
Equipment (DME), Instrument Landing System
(ILS); Secondary Surveillance Radar (SSR), these
technologies all are over half a century old. Even
the more modern systems, such as VHF Digital
Link Mode 2, Automatic Dependent SurveillanceBroadcast (ADS-B), the Global Positioning System
(GPS) and SATCOM were developed in the early
1990s.
9.2.2 Currently, all of the above systems serve aviation well. Some of these systems are undergoing
incremental upgrades in order to increase their
efficiency, e.g. SSR Mode-S and other SSR-related
enhancements and the move towards 8.33 kHz
VHF voice channel spacing in Europe. Some of
the aeronautical frequency bands are increasingly
congested and the level of service provided by
these systems, including the safety and regulatory
of flight aspects related to aviation, indicates that
some intra-aviation synergies may be needed in
the near future.
9.2.3 Some of the systems used for CNS provision are
starting to show signs of congestion/reaching
performance thresholds/overloading. Some of
those systems are not very spectrum-efficient or
resilient against changes in the frequency environment. In addition, some of the existing systems
may no longer have the capacity to support the
new and more demanding aviation applications. As the pressure on the spectrum resource
increases, with fierce competition and a business
element being introduced, it becomes evident
that aviation needs to find innovative approaches
to maintain and secure spectrum that can sustain
the modernisation and incremental upgrading of
technology.
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9.2.4 The ICAO spectrum strategy is contained in
Volume I of the Handbook on Radio Frequency
Spectrum Requirements for Civil Aviation (Doc
9718) [Ref 71]. It is based on recognition that
adequate and appropriate spectrum availability
is essential to aviation safety and to supporting
continuing air traffic growth and efficient aircraft
operations.
9.2.5 Over the last decade, approved ICAO SARPs have
been the basis for aviation safety-related updates
to the ITU Radio Regulations. While ensuring that
the aeronautical allocations are used as intended
and free of harmful interference, this also places
a burden on ICAO to develop new SARPs in a
timely manner. A frequency band which is
shared between ICAO-standardized systems
is managed by aviation itself, thus potentially
enhancing the flexibility of its use and easing
any transition from an existing system to a new
one. However, if a frequency band is shared with
non-aeronautical systems and users, any such
flexibility is lost.
9.2.6 The current ICAO-standardized CNS systems will
continue to serve aviation for at least the coming
decades. These systems will evolve in an incremental manner, adapting to the evolving needs
of the industry. However, considering the evermounting congestion of the frequencies, pressure
from non-aviation industries, the long time it takes
to develop new aviation system standards and,
not least, the continuous evolution of airspace
and airspace user requirements (e.g. inclusion of
remotely-piloted aircraft systems, high-altitude
platforms), aviation will have to find a way of securing spectrum availability.
9.2.7 The above mentioned challenges require aviation
to adapt by using more flexible and spectrally-efficient system designs. That requires in particular:
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development of aviation technologies based
on a more performance-based and integrated
approach, leveraging existing and relevant
industry standards;
adoption of a holistic CNS approach to reduce
the amount of equipment and number of
antennas on the ground as well as on-board
aircraft, without neglecting the required in- and
intra-domain redundancies;
accommodation of new aviation safety and
regularity of flight systems within the already
allocated protected spectrum to aviation;





where possible, sharing aviation bands with
other aviation partners (e.g. RPAS, Communication Service Providers, etc.) that face the same
aviation safety requirements;
Maintaining strong civil-military aviation RF
spectrum coordination.

9.3 Network Manager Radio Frequency
Function
9.3.1 The Network Functions described in Regulation
(EU) 2019/123 of 24 January 2019 comprise the
coordination of scarce resources, including radio
frequencies, within the frequency bands used by
General Air Traffic.
9.3.2 Such Network Functions rely on the so-called
Radio Frequency Function (RFF) described in
Annex III of the NF IR. The objectives of the Radio
Frequency Function (RFF) are:






to maximize the use of the European aeronautical radio spectrum through improvements
in frequency management procedures and
planning criteria in order to prevent shortage
of frequencies which would reduce network
capacity;
to improve the transparency of frequency
management practices, enabling an accurate
assessment of the efficient use of frequencies
and the determination of solutions to meet
future demands for frequencies;
to increase the effectiveness of the frequency
management processes via the promotion of
best practices and the development of corresponding tools.

9.3.3 The Network Manager and the national frequency
manager(s) will perform monitoring and evaluations of aviation frequency bands and frequency
assignments based on transparent procedures in
order to ensure their correct and efficient use.
9.3.4 The European central register of frequency assignments will be a fundamental tool to support the
Radio Frequency Function, relying on a modernised database called SAFIRE. NM will cooperate
with the States to find the most cost-effective way
to perform the monitoring campaigns of aviation
frequency bands.
9.3.5 NF IR requires Member States to ensure that the
use of aviation frequency bands by military users
is appropriately coordinated through cooperative
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decision-making with the national frequency
managers and the Network Manager.

Military Spectrum Capability Panel (CaP3), reporting (through the Consultation, Command and
Control (C3) Board (C3B)) to the North Atlantic
Council (NAC), acts as the focal point and the sole
competent source of advice and decisions on the
management of radio-frequency spectrum within
the NATO Alliance.

9.4 Consultation Mechanisms
9.4.1 Further to a decision taken by the European
Civil Aviation Conference (ECAC) Ministers of
Transport (MoT ), at their MATSE/6 (Meeting
of ECAC Transport Ministers on the Air Traffic
System in Europe) meeting in January 2000, the
independent Aeronautical Spectrum Frequency
Consultation Group (ASFCG) was established by
EUROCONTROL, ICAO and the States.
9.4.2 Membership of the ASFCG includes Member
States, the European Commission, ICAO, the
EUROCONTROL Agency, IATA, NATO, air navigation service providers, and other stakeholders. In
parallel with other activities, the ASFCG develops
the European Aeronautical Spectrum Strategy
and the European Aeronautical Common Position
to ITU World Radiocommunication Conferences,
where it is of utmost importance in reflecting relevant civil-military coordination aspects.
9.4.3 EUROCONTROL’s main role as regards spectrum
management is to participate in and provide
support to the preparation, approval and promotion of the aviation positions for the ECAC States,
and ensure that these are recognised for the ITU
WRC. Considering that only the ITU Member
States, normally represented at ITU through their
telecommunication administrations/National
Radio Regulators, are authorized to submit proposals and to vote at a WRC, EUROCONTROL seeks
assurances that aviation positions are recognised
in the CEPT62 positions for the ITU WRC, to the
maximum extent possible.

9.5 Spectrum Challenges with Military
Impact
9.5.1 The success of military missions depends on
adequate access to RF spectrum resources, in
particular to ensure the mobility and interoperability of forces. Military utilization of spectrum
bands must be safeguarded and the mitigation of
harmful impact to the civil infrastructure ensured
through a comprehensive civil-military coordination effort.
9.5.2 Military authorities have always been committed
to using the frequency spectrum in accordance
with the provisions set out by the International
Telecommunications Union (ITU), including
its Convention and the Radio Regulations.
Nevertheless, it is of utmost importance to push
forward adequate military positions to ITU World
Radiocommunication Conferences (WRC) consolidated with the global civil aviation positions.
The integration of civil-military aspects into aeronautical spectrum strategies is fundamental to
facilitating the co-existence of civil and military
requirements.
9.5.3 Spectrum challenges with potential military
impact comprise:

9.4.4 EUROCONTROL also has a leading role in the
activities to manage the spectrum-related issues
arising from the above-mentioned Network
Function RFF. Article 14 of the NF IR covers civilmilitary coordination, requesting Member States
to ensure the appropriate involvement of national
military authorities in all activities related to the
execution of network functions.
9.4.5 NATO is one of the prominent participants of
ASFCG and shares a common interest with civil
aviation in aircraft operations and the associated
use of the aeronautical spectrum. The NATO Civil/

9.5.3.1 Future ATM Infrastructure - The viability
of implementing a future ATM infrastructure is totally dependent on the availability
of sufficient radio frequency spectrum to
support the necessary CNS systems. It is
challenging to identify new spectrum (sub)
bands to accommodate additional CNS
systems. Consequently, current plans are
aimed at introducing these CNS systems
in frequency bands already allocated for
use by aviation, in particular through the
shared use of frequency bands by navigation, surveillance and air-ground communication systems, as is the case in the so
called L-band.

61 CEPT - Conférence Européenne des Postes et Télécommunication
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9.5.3.2 Pressure from non-aeronautical users to
share spectrum currently allocated for
aeronautical purposes will continue. In
some cases such sharing may be technically feasible and acceptable within an
mutually agreed set of conditions. Potential
sharing of spectrum with non-aeronautical
services will give priority to aviation safety
of life services when accommodating new
requirements or protecting existing ones.
9.5.3.3 Spectrum Release - Some governments
have already released spectrum for
commercial users (or intend to do so). This
mainly relates to mobile communications
services.
9.5.3.4 New systems and services supporting
the European ATM Master Plan - New
systems and services are to be implemented which are essential enablers to the
European ATM Master Plan. Some of these
systems extend their current use, such as
the increasing number of applications
relying on SSR Mode S Extended Squitter
(ADS-B Out), the potential performance
capabilities of non-cooperative surveillance
through the use of MSPSR technology, the
increased reliance on GNSS signals and the
increasing need for air-ground VHF voice
channels.
9.5.3.5 New systems are to satisfy new airground data link requirements, primarily
in frequency bands that are already intensively used by aviation for radionavigation,
and spectrum for aeronautical satellite
communications needs to be released.
To ensure that the necessary spectrum
is available in a timely manner, technical
and [radio] regulatory difficulties require
increased cooperation between system
designers, spectrum managers and ATM
experts.
9.5.3.6 Spectrum Pricing - Radio-frequency
spectrum demand is high for commercial applications such as cellular mobile
telephony, wireless applications and broadcasting. This increasing demand for spectrum exceeds available capacity, which
has resulted in the owners of spectrum
(sovereign States) placing a price on its use
(spectrum pricing). The idea of spectrum
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pricing has been progressed in the United
Kingdom and after a decade of studies
and consultations, spectrum pricing for
aeronautical services is becoming a reality
there, despite strong opposition from the
aviation community.
9.5.3.7 One of the philosophies behind spectrum
pricing for aviation is to encourage more
efficiency in the use of the radio frequency
spectrum ,which would in turn enable
some of the spectrum currently in use by
aviation to be re-allocated for commercial
services. The current “spectrum pricing”
mechanism is known as “Administered
Incentive Pricing (AIP). The cost rates for
AIP are based on “opportunity cost”, which
is related to the values of new (commercial)
applications that may use the spectrum.
9.5.3.8 In particular for “spectrum-consuming”
systems like Primary Surveillance Radar and
DME, the future cost of using spectrum
may become excessive. The possible introduction of spectrum pricing in some countries may have a certain economic impact
on aviation.
9.5.3.9 RF spectrum resources are key for the
military and it is easy to understand that
civil-military coordination is crucial to safeguarding the requirements essential for
military mission effectiveness, including
access to required spectrum bands and
maintenance of an interference-free
environment.

9.6 Spectrum Bands With Civil-Military
Coordination Needs
9.6.1 VHF ATC navigation (108-117.975 MHz): ICAO
systems such as VOR and ILS are supported in this
band. Withdrawal, optimization and/or rationalization of redundant VOR (or VOR/DME) systems
is expected, along with the ongoing implementation of GNSS. However, some continued use of
VOR is expected to satisfy residual requirements
for general aviation for back-up/contingency and
for military use. The continued use of VOR and ILS
is supported by military aviation in Europe. These
systems are essential to providing approach and
landing services and must be strictly protected.
In particular military use of ILS Cat I systems is
expected to continue beyond 2030.
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9.6.2 VHF ATC communications (118.-137 MHz): The
band 117.975 – 137 MHz is used globally for airground ATC communications, including voice and
data link. The band is used to satisfy a variety of
essential communication requirements to support
the safety and regularity of flight, including airline
operational control. This band is highly congested
in much of Europe. The full introduction of VHF
8.33 kHz channel spacing in all European airspace
is expected to assist in meeting the requirements
for air-ground voice communications until 2030.
Should there be a need for additional spectrum,
this may be accommodated in the band 112 –
117.975 MHz, subject to the planned decommissioning of VOR systems. In order to cope with this
situation, the SES Regulations on air-ground voice
channel spacing is playing a decisive role.
9.6.3 Military A/G communications for off-route
(138-144 MHz): This band supports the handling
of military aircraft flying as OAT or GAT off-route.
In some countries the full range of up to 150 or
160 MHz is used for military air/ground/air requirements. Cooperation between NATO and nonNATO air forces relies heavily on the availability of
this military band.
9.6.4 Military UHF communications (225-400 MHz):
This band is essential for NATO and more specially
to military aviation. It primarily used for line-ofsight tactical ground communications, A/G, A/A
voice and data links. Its use includes telemetry
communications for military UAS/RPAS, UHF
tactical satellite and tactical radio relay networks.
9.6.5 Future military communications requirements
will rely heavily on the UHF spectrum, including the need for high readiness deployable
forces, command and control requirements and
advanced technologies to be used for military
purposes. UHF frequencies have traditionally
been allocated to civil ANSPs to be implemented
in support of ATC services provided to military
aircraft.
9.6.6 Aeronautical radio navigation (960-1215MHz):
The L-band supports fundamental services for
both civil and military aviation. These are based
on the operation of systems such as DME, TACAN,
SSR, PSR, ACAS, Mode S, IFF and some bands of
GPS and GALILEO. The military CNI system JTIDS/
MIDS uses a set of 51 frequencies within this band
on a non-interference basis. It is vital to maintain
aviation interests in this band.
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9.6.7 The use of TACAN is a continuing military requirement; the use of TACAN may be reduced when
the transition to GPS/inertial navigation for military aircraft progresses in the longer term.
9.6.8 The rationalisation and optimisation of DME needs
to be considered. Such rationalisation may involve
optimisation of the DME infrastructure as well as
a review of the technical characteristics of DME
(such as the need for hard channel pairing with
ILS/VOR/MLS or the use of DME W/Z channels).
9.6.9 The band 960 – 1164 MHz is, in accordance
with the ITU Radio Regulations, also available
for aeronautical air/ground communication
systems. These systems are subject to protecting
current and future use of this band by DME and
SSR stations. Currently studies are underway to
develop an air-ground data link system (LDACS) in
this band which provides the necessary improved
data link capacity while sufficiently protecting
radionavigation systems (DME and SSR).
9.6.10 In Europe, the introduction of a dedicated system
for RPAS/UAS command and non-payload/
Command and Control Link communications
would be problematic due to the widespread (and
increasing) implementation of DME. However, on
an initial basis, subject to available capacity, while
giving priority to ATM communications, it might
be possible to accommodate such RPAS/UAS
communications.
9.6.11 Parts of the 960 – 1215 MHz band are, as
mentioned above, used for JTIDS/MIDS, a military communication, identification and navigation system. Future use of JTIDS/MIDS needs to
be secured when implementing and introducing
a new air ground data link (LDACS) or other new
systems in this band. Continued access to sufficient spectrum to support JTIDS/MIDS must be
secured.
9.6.12 There is a need to maintain the current radio
location allocations in the bands 1215–1400 MHz,
2700–3400 MHz, 9000–9200 MHz, 15.4–15.7 GHz
and 31.8–33.4 GHz to secure continued availability of these bands for primary ground-based
radar systems in the longer run. This is crucial to
sustaining military operations that require the
continuing availability of primary (independent
non-cooperative) surveillance radar systems or
any other way of tracking non-cooperative targets
for Military ATC and Air Defence.
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9.6.13 There is a need to maintain the current allocations
in the bands for SATCOM 1600 MHz for Inmarsat
and Iridium, who are providing some safety of life
and regulatory of flight aviation services.

9.7 FM Immunity
9.7.1 Since 1 January 2001, VHF (Very High Frequency
/30 - 300 MHz) broadcasting stations in Europe
have been allowed to operate with reduced
restrictions and increased transmitter power
levels. This has significant implications for aircraft
with VHF navigational receivers, especially VHF
Omnidirectional Range (VOR) and Instrument
Landing System (ILS).
9.7.2 Consequently, for safety reasons, VOR and ILS
receivers in aircraft are now required to be
protected against potential interference from VHF
broadcast transmissions. This entails the use of FM
(Frequency Modulation) immune VHF equipment
through the modification of existing equipment
or re-equipage.
9.7.3 As a result, FM Immunity is a requirement that
applies to VHF communication resources the
same way as for navigation equipment (VOR, ILS).
9.7.4 The applicability of FM immunity to VHF COM
transceivers was first recognised in the former
JAA Temporary Guidance Leaflets (TGL) No 7 and
16, where it is stated that compliance with the
standards for immunity against interference from
FM radio broadcast stations will need to be met.
Compliance with EUROCAE 23 B/C specification is
consistent with the FM Immunity objective.
9.7.5 Some States have mandated the carriage of FM
Immune VHF avionics for en-route and at airports.
However, exemptions for State aircraft may still be
negotiated on a bilateral basis.
9.7.6 Aircraft operators and aircrew are to refer to
national aeronautical publications (Aeronautical
Information Publication/AIP, Aeronautical
Information Circular/AIC) for current official policy
and procedures.
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10. SECURITY
10.1 Context
10.1.1 Several security regulations and guidelines have
already been published. Specific ICAO standards
and recommended practices are described in a
number of ICAO documents (e.g. Annex 17, Doc.
8973-AVSEC Manual, Doc. 9985-ATM Security
Manual) [Ref 72, 73].
10.1.2 European regulatory framework covers aspects
of ATM cybersecurity such as EU Regulation
2017/373, EASA New Basic regulation 2018/1139
and Cybersecurity Act IR 2019/881 (trust
framework and certification).
10.1.3 For Europe, ECAC has provided a guidance document (Doc 30, part II, Chapters 13 and 14) with
plenty of best practices and attachments for
ATM security and cyber threats. In the domain of
harmonisation, technical specifications and standardisation, EUROCAE is responsible for developing European standards with the support of
EUROCONTROL, industry and military organisations. One example is EUROCAE ED-205 (process
standard for ATM/ANS ground system security
aspects for certification/declaration).
10.1.4 Since the 9/11 attacks in the U.S., security has
become a major subject for discussion in many
domains, including ATM. The NATO EUROCONTROL
ATM Security Coordinating Group (NEASCOG) was
set up to support civil and military organisations.
The group has developed policy and guidance
material for ATM security. These documents are
available under the One Sky Team SharePoint platform of EUROCONTROL.
10.1.5 An adequate level of security of the ATM infrastructure and systems is a major expectation of
European aviation stakeholders. ATM operations
and related information are expected to be resilient and protected against a wide range of security threats (e.g. physical, cyber, etc.). A shared,
secure backbone will encourage more actors to
start sharing and using information and interoperability between stakeholders will also be eased
as design choices are made in a cooperative
environment.
10.1.6 Appropriate security risk management should
assist the ATM community, since they require
secured, safe, efficient and fast access to the
system and information, with a need to protect
the aviation infrastructure. Cybersecurity is of
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particular importance if the protection of aerial
operations and infrastructure is to conform to
performance targets.
10.1.7 The trend towards increased automation, digitization, connectivity, and enabling system access
via digital interfaces to ever-increasing numbers
of actors brings with it new risks caused by cyber
vulnerabilities. The potential impact ranges from
unauthorized access (intentionally or unintentionally) and exploitation and disclosure of sensitive
information, to large-scale disruption of aviation business operations or even safety being
compromised.
10.1.8 Therefore, managing this risk and making the future
system cyber-resilient is quickly becoming a top priority. This is why all aviation stakeholders are making a
great collaborative effort to protect the CNS system
against acts of unlawful interference. As part of this
proactive approach to protecting the air navigation system, the development of a trust network
in collaboration with States, the industry and other
stakeholders will allow the exchange of information
worldwide in a secure way.
10.1.9 The CNS infrastructure will have to meet stringent
security requirements (not within the scope of the
present document), embracing the confidentiality
of the information processed and transmitted, the
integrity of data quality and the capacity to safeguard the continuity of operations.
10.1.10 The objective of these security requirements
will be to ensure that the ATM infrastructure
is robust and resilient, while not placing too
many constraints on operations. To ensure the
continuity of services and the efficiency of the
mission/business trajectory, disruptions must be
restricted to ‘extreme events’ and limited to a
subset of system functions and capabilities. Any
degradation of service levels must be recovered
within a proportionate period of time.
10.1.11 Training and awareness is also a key enabler in
security. It is important that the people working
in the CNS domain are well trained and aware
of the threats and vulnerabilities and know
what they have to do in the event of an attack.
Training may be provided in different ways – for
example self-study (online courses), classroom
sessions, etc. ATM security training is provided by
EUROCONTROL: https://trainingzone.eurocontrol.
int/ilp/pages/landingpage.jsf?faces-redirect=true
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10.2 Military Relevance
10.2.1 Military air operations rely heavily on the effective exchange and sharing of digital data among
relevant organisations and operators. The military must maintain the ability to safeguard the
confidentiality of mission-critical information.
The necessary information has to be shared by
the competent authorities across the Air Traffic
Management network. A resilient and robust datasharing network, including relevant cyber protection and cyber resilience will be essential.
10.2.2 In normal circumstances, ATM information is
sensitive but unclassified and security solutions
for data exchanges with military sites/systems
can be less stringent. Nevertheless, security and
interoperability measures applicable to the interconnection between designated military systems
and other external systems with different protection levels must be applied on the basis of sound
security assessments. In the past, there have been
successful experiments to inject filtered classified
data from the NATO-recognised air picture into
an unclassified ATM system, using the NATO ASDE
(Air Situation Data Exchange) Forward Filter.
10.2.3 Consideration needs to be given to the level of
information security needed by the military for
ATM information. Some ATM information may
be particularly sensitive, hence a multiple-level
approach may be needed. A security review
(national responsibility) needs to be undertaken
to determine this.
10.2.4 A generic informative outline of the standard
technical security approaches applicable in the
European ATM network context is provided below,
without prejudice to relevant EU/national regulations and/or NATO directives/policies. Available
interoperability interfaces may already offer a
certain level of security services. The required
specific information security measures for each
installation must be identified in accordance with
the security policies in force, after adequate risk
analysis and security assessment and taking into
account local conditions and the level of sensitivity of the systems/data involved. Local military
authorities must ensure adequate governance of
security mechanisms and perform the necessary
accreditation actions.
10.2.5 In summary, the military are particularly sensitive to the need to maintain appropriate security
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levels. ATM/CNS evolution must incorporate security measures synergized with the military, taking
account of their specific security requirements.

10.3 Technical CNS Security Outline
10.3.1 For the interconnection of ground communication networks, existing NATO doctrine applicable
to the NATO Network Enabled Capability (NNEC)
[Ref 74] is a good baseline for identifying some
technical security options. NATO has defined the
concept of an information exchange gateway
(IEG) to facilitate secure communications between
different security and management domains. The
IEG is designed to provide a standard and secure
method of communication between NATO, NATO
nations, non-NATO nations, coalition forces, nongovernment organisations (NGOs), and other
international organisations.
10.3.2 The need to ensure the confidentiality, integrity
and availability of information, has led NATO to
define an interface architecture which makes use
of well-defined, limited and symmetrical interfaces and a minimised number of standard protocols. The NATO IEG works on the principle of the
self-protecting node; it assumes that everything
is hostile, including the internal network, so
only information and services that need to be
exchanged are allowed across the interface.
10.3.3 Further studies have been conducted in 2018/19
in the context of EUROCONTROL and SESAR 2020
research to expand the IEG notion to specific ATM
information exchange needs. Those studies consider
that such IEG would be a gateway installed in the
military classified infrastructure that would allow
only commonly agreed ground-ground ATM data
and information to pass (see Figure 42).
10.3.4 The operational scope of the IEG specification
proposed in those studies is represented by the
ATM ground-ground exchanges:





Aeronautical Information
Flight Planning and Flight Data Information
Surveillance Data Information
Airspace/Flow Management Information

10.3.5 An important finding on possible IEG specification
is that different implementations will be needed
to respond to different requirements dependent
on each instance as local requirements, and that
operational needs vary.
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10.3.6 Each IEG implementation will need to strike a
balance between the security of the data and its
usability for the users.





10.3.7 The key functions of the IEG would be:


Connectivity: Allow the exchange of lower
classified information between both networks,



Content inspection: Prevent the leakage of
higher classified information to the lower classified network
Network threat protection: Protect the higher
classified network against threats coming from
within the lower classified network
Sensitivity: Support the protection of shared
unclassified but sensitive information

Figure 42: Civil-Military IEG in the General ATM Network Infrastructure
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10.3.8 The IEG will act as an endpoint between the
different classified networks, meaning that the
connection is terminated for all layers (with the
IEG acting as an endpoint) up to and including the
Transport layer.
10.3.9 The IEG needs to have access to the used Transport
Layer Security (TLS) certificates, including the
private keys of one side. This means end-to-end
TLS connections are not possible.
10.3.10 Depending on local needs and requirements,
different solutions to enable communication
between higher and lower classified networks
have been proposed:





Ruleset based IEG
Labelling based IEG
File Transfer
Disconnected lower classified system

10.3.11 The IEG needs to be able to inspect the content
so that no higher classified information leaks to
the lower classified network. Ordinary content
inspection in terms of malware will be needed
for data from the lower classified network to the
higher classified one.
10.3.12 For data originated from the higher classified
network, the IEG will need to make a release decision as follows:




For strongly structured data (e.g. XML but
without free-text nodes), this can be done by
matching the data against a configured ruleset;
For any other data, this can only be done if the
classification has been assigned by a human in
advance.

will be enhanced by the introduction of new
frequencies and constellations, together with the
improvement of current augmentation systems
(A-RAIM), vulnerability to interference (non-intentional but mainly intentional) will not be completely eliminated.
10.3.15 Resilience to space weather and ionospheric
disruptions should be improved. In this context
GNSS reversion modes [Ref. 84] are envisaged
for the en-route and TMA phases of flight. The
vulnerability of GNSS signals to interference and
the need to ensure continuous PBN operations
during a GNSS outage requires the retention of
conventional systems.
10.3.16 Security threats will also impact the surveillance
infrastructure, in particular ADS-B. Spoofing and
similar techniques represent a significant risk for
ADS-B, together with the easy disclosure of SUR
data tracking and identifying flights in open
internet platforms.
10.3.17 For air/ground systems like ADS-B or data link,
the main security concerns are the exploitation
of real-time airborne position data by malicious
attackers. Another potential vulnerability is the
possibility of generating false but credible ADS-B
reports or data link messages, providing ghost
aircraft tracks and thus confusing ATC (spoofing). Possible measures to mitigate this type of
vulnerability include the suppression or concealment of information, message authentication,
and/or increased monitoring activities of suspicious messages. More research is needed in this
domain before consolidated security options
become available.

10.3.13 The Future Communications Infrastructure
(FCI), compliant with the ICAO Aeronautical
Telecommunications Network (ATN) concept, will
comprise security mechanisms for IP communications and messaging, including such features
as authentication/digital signatures/hashing,
encryption (e.g. public key infrastructure – PKI)
and use of security certificates.
10.3.14 The use of satellite enablers raises significant
security concerns, in particular due to the risk
of intentional jamming which may render GNSS
services unavailable. GNSS performance monitoring is of particular importance to mitigate
GNSS service outages. Although GNSS robustness
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11. STANDARDISATION
11.1 Context
11.1.1 Standardisation is a fundamental enabler to bridge
research and industrialisation with deployment.
The European ATM Master Plan states that ‘harmonisation’ is achieved through regulatory action,
technical specifications and means of compliance
established by EASA, and appropriate standardisation activities (by EUROCAE, European standardisation organisations, EUROCONTROL, NATO and
other civil/military or military organisations), and
it supports uniform implementation and standardised oversight actions.
11.1.2 The Master Plan describes the mechanism for
performing a systematic review of the solutions
delivered by research activities and the underlying system enablers, a review conducted
as part of the development process in order
to identify any standardisation and regulatory
needs to support harmonised deployment. At
European level, the standardisation initiatives
are coordinated by the European ATM Standards
Coordination Group (EASCG)62 , which defines
and maintains the “European ATM Standardisation
Rolling Development Plan”. As a Member of
EASCG, EUROCONTROL must facilitate military
involvement.
11.1.3 At national level, some States develop specific
military standards/specifications to support interoperability requirements. International military
organisations develop standardisation agreements
to support their own needs. National and international military standards are not always recognised
by civil aviation certification mechanisms and
civil specifications and standards do not always
address the specifics of military systems.
11.1.4 Standardisation supports both interoperability and certification. Standardisation helps the
industry to design systems that will fit interoperability requirements. In addition, interoperability
is acknowledged only through the certification
of these systems in accordance with the SES
Interoperability Regulation. Standardisation eases
certification by providing sound and common
elements to certify against.
11.1.5 Standards are expensive but ensure interoperability. Standardisation should be considered as
an investment activity rather than a source of

additional spending. The money is better invested
when a standard can be used by the largest
number of users. The scope and regularity of the
missions of military aircraft flying in European airspace (and worldwide) is significantly wider than
that of civil commercial aviation. This leads to additional requirements and the need for common
standards encompassing all airspace users,
regardless of their origin, must be acknowledged
in future aviation standards. In this context, civil/
military cooperation must be strengthened if this
challenge is to be met.
11.1.6 SES interoperability targets are achieved when
systems are compliant with essential requirements. For the military, interoperability is defined
by NATO as “the ability of systems to act together
coherently, effectively and efficiently to achieve
Allied tactical, operational and strategic objectives”
.
11.1.7 To reconcile each view, the interoperability of
ATM/CNS systems must be addressed, taking into
account the specificities of air-ground or groundground segments. Ultimately, military certificates will be recognised only when a common
understanding of these specificities has been
acknowledged by both civil and military authorities. This can be best achieved by putting military
requirements into the standardisation process at
the earliest stage.

11.2 Civil-Military Standardisation
11.2.1 For civil aviation, the standardisation requirements
associated with future ATM concepts will be
handled within existing standardisation processes.
European standardisation organisations such as
ETSI, CEN and CENELEC are given a focal role in the
SES regulatory framework. Nonetheless, in aviation, other standardisation bodies like EUROCAE
and RTCA have been working with industry
for decades and are responsible for a significant proportion of aviation standards. EUROCAE
is recognised by the EC as a competent body
for the development of aeronautical standards.
Many other specialised sources provide widely
used standards for aviation (e.g. ARINC) However,
despite the feeling of abundance that may arise
from the previous list, resources are scarce, considering the large number of standards likely to be
developed.

62 https://www.eascg.eu/
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11.2.2 In the same way as civil standardisation in the
context of ICAO, military standardisation is a longstanding activity in which NATO plays a significant
coordination role for NATO Allies. Military standardisation encompasses all aspects of military interoperability: land, sea and air as well as logistics,
medical, operations, command and control, and
procedures.
11.2.3 The STANAG63 “system” is central to the national
procurement agencies in meeting the operational
needs of forces, and the NATO Standardisation
Office (NSO) is working closely with national
standardisation agencies. The NSA organises the
production and maintenance of STANAGs and
takes initiatives towards more common civil-military standards or uses civil standards that suit military needs.
11.2.4 Unfortunately, civil standards are unlikely to
include military specifics if the military does not
provide input into the standardisation drafting
groups, and this has a negative impact on civilmilitary interoperability. Consequently, the military
should be a partner in civil aviation standardisation activities; cooperation between NSO and
EUROCONTROL could help bridge this gap.
11.2.5 The challenges for the military in SES standardisation activities are:








to be able to interface with the European civil
standardisation bodies to efficiently include
consistent and comprehensive military inputs
into future SES standards, to support the SES
civil-military interoperability at optimum cost;
to adequately publicise SES standardisation
activities within their own standardisation
structures;
to gather all the available military expertise to
provide the appropriate inputs into the standardisation drafting groups;
to maintain a proper balance between transatlantic interoperability and European civil-military interoperability.

63 STANAG stands for « Standardisation agreement ». STANAGs documents explicit the commitment of the nations volunteering

to fulfil the common requirements proposed to improve interoperability between military forces.
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12. CNS FOR UNMANNED AIRCRAFT
12.1 Context
12.1.1 The European ATM Master Plan predicts that in the
medium/long term future, at any moment in time,
there will be increasingly diverse aircraft types in
European skies. In the very long term, unmanned
aircraft systems (UAS, civil and military) will be
completely and seamlessly integrated into all
environments and classes of airspace, operating
safely and efficiently alongside manned aircraft.

communications (including the command and
control link, C2 Link), management of contingencies in the event of loss of communications
or remote control, as well as the capability to
promptly react to some potentially dangerous
external situations (Detect And Avoid - DAA),
potentially without the intervention of the pilot,
both for cooperative and non- cooperative air
traffic. Fully autonomous capability may be introduced in the future.

12.1.2 The entry into operation of a wide range of UAS
and drones is rapidly increasing. A huge variety of
applications has triggered a significant industrial
and business interest. UAS and especially drones
will boost multiple technological developments
that are likely to be a catalyst for manned aviation developments. The accommodation or integration of UAS and drones will depend on aircraft
size/type, the operational environment and the
airspace they may operate in, but in the end
safety will be the key consideration as manned
and unmanned aircraft will be sharing the same
airspace.

12.1.6 For such aircraft categories, there are still no
common operational procedures, but they will
have to be defined if they are to operate in nonsegregated airspace, both under nominal and
contingency/emergency conditions, taking into
account the peculiarity of UAS being controlled
remotely.

12.1.3 Today, UAS and drones are limited to flying in
segregated airspace and they cannot operate
with other manned or unmanned aircraft systems
seamlessly in controlled airspace flying in accordance with IFR. Their coexistence with manned
aviation, and their operation within the same
airspace and under common air traffic control,
will come up against a certain number of challenges (regulatory, operational, technical), due to
the specific technology needs which are today
preventing and limiting their operations outside
segregated airspace.

12.1.8 The need for UAS to fly in non-segregated airspace
is paramount, as is clear from market analyses and
surveys conducted by different stakeholders in
the international community. UAS traffic growth
is set to expand significantly and will support the
user community in different sectors, facilitating a
wide range of applications and typologies, both
civil and military.

12.1.4 Introducing a new actor like UAS into the aviation
system will be possible only if the following issues
are resolved: RPAS fly at a considerable distance
from the remote pilot, who manages the RPA
perceiving all the information relevant to the flight
only by means of data transmitted from air to
ground, with variable performance delay. They do
not have the option of looking out of the window
and seeing the surrounding area, so they cannot
directly perceive the actual situation inside and
outside the aircraft (“situation awareness”), unless
a technical solution is found.
12.1.5 Moreover, with reference to manned aircraft, additional technical capabilities have to be considered.
These comprise reliable and high-performing
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12.1.7 It must be considered that in recent years there
has been a significant proliferation of activities
relevant to UAS insertion, the only tangible result
being an initial commonly recognised basis for
regulation and standardisation.

12.1.9 For several UAS applications, routine access to
non-segregated airspace is a prerequisite for the
provision of services and benefits to the community, exploiting as much as possible the high
capabilities that they can offer. This will become
feasible only if a common way to operate and
safely control the RPAS is defined at European
level. Ideally this would be adopted and supported
by validated solutions in respect of the relevant
ICAO SARPS and without any negative impact on
the existing ATM system.
12.1.10 The successful integration of RPAS with commercial aviation is a key challenge for the Single
European Sky that, if not properly addressed,
might significantly impact the services that this
class of assets can offer to the community and
even degrade the global performance and safety
of the future European transport system.
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12.1.11 New UAS concepts of operations envision a large
number of applications at low level altitudes.
Such operations may dangerously interfere with
State aviation in general and military aviation in
particular. Note that this document addresses
only UAS/RPAS, not drone operations.
12.1.12 Exploiting as much as possible the results available from different European and international
research activities is crucial. The high-level objective of RPAS integration initiatives is to provide
tangible and validated results that can be used
by regulation and standardisation authorities
and organisations. A key question is: how can we
align regulatory and technical and operational
issues - which comes first and how far can they
individually go? There is a need to expedite the
establishment of a common basis on which,
in the near future, industries will develop recognised and accepted solutions, while operators
and service providers will be able to use the solutions operationally.

12.2 Integration/Accommodation
Approaches

12.2.3 It is assumed that all UAS operating as IFR/VFR
traffic within airspace classes A to G will comply
with the relevant airspace requirements in the
same manner as manned aircraft. Operations
in airspace where commercial transport aircraft
normally operate could require additional operational performance requirements covering speed,
reaction time, turn performance, and climb/
descent performance.
12.2.4 High-altitude platforms systems will apply to
operations above FL600 or higher. In order to
access this airspace, UAS will need to interact with
the airspace below and thus high level flight rules
must be compatible with IFR, but may warrant
additional requirements (e.g. application of segregated airspace in the levels below).
12.2.5 There are 4 main UAS integration principles:





12.2.1 There is a wide variety of UAS types and functions,
ranging from very small drones for recreational
use in limited areas to long-haul large vehicles for
military operations. Several UAS categories or airspace classes are to be considered, with potential
integration/approaches decided on the basis of
the specific needs of each category. Three classes
of operations should be considered: U space, IFR/
VFR and high-altitude platforms systems.
12.2.2 U space is designed to be applicable to any operation, including the operations below the lowest
VFR altitude for civil aircraft covering sub-categories for Visual Line Of Sight - VLOS and Beyond
Visual Line Of Sight - BVLOS operations. U space64
will support UAS with the cooperation of civil
manned aviation in U space volumes. Since it is
difficult for manned aircraft to see and avoid small
UAS, in cases where they are not separated by airspace design (e.g. geofencing), the latter will likely
have to be responsible for remaining clear of the
former. Similarly, BVLOS, when not kept apart from
VLOS, will most likely have right of way over VLOS.
It is expected that suitable automated surveillance
solutions will be available for the respective airspace users in this airspace volume to enable this.



The integration of UAS may not have an impact
on current users of the airspace;
UAS must comply with the existing and future
regulations and procedures laid down for
manned aviation;
UAS integration may not compromise existing aviation safety levels or increase risk more
than an equivalent increase in manned aviation
would.
UAS operations must be conducted in the same
way as those of manned aircraft and must be
seen as equivalent by ATC and other airspace
users.

12.2.6 Presently UAS can benefit mostly from the latest
FUA/AFUA techniques, and operate as IFR either
through dedicated corridors (as currently done
over the Mediterranean, Italy, France and other
states), or by creating “a dynamic segregation
bubble” around the UAS, which places fewer
restrictions on airspace usage. This allows for early
UAS flights before the required technology, standards and regulations are in place, once this highly
automated application has been validated. To fully
integrate UAS as any other airspace user, a threestep approach is proposed: accommodation,
integration in line with the ICAO GANP Aviation
System Block Upgrades and evolution. The evolution phase will be characterised by similar requirements and modification for all manned and
unmanned airspace users

64 In principle it regulates only drones with potential affect or effect on manned aviation or UAS below 500 ft GND
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12.2.7 U space (drones) will follow a four-step approach:








Accommodation up to around 2020: Present
VLL operations are accommodated through
national rules and regulations, and require harmonisation. In this timeframe the first U-Space
services will be implemented to support
accommodation.
Harmonized European accommodation in line
with U space regulations: By 2020-2023 VLL
operations will be accommodated through
European rules and regulations.
Integration around 2023 onwards: With the
implementation of harmonised rules and
standards, and the deployment of adequate
infrastructure, small UAS will be fully integrated
into VLL airspace, safely coexisting with all other
airspace users.
Fully interoperable U space and ATM: in the
long-term future, the objective is to reach a
fully interoperable environment for all airspace
users, regardless of the airspace.

12.2.8 VFR operations raise additional challenges
compared to IFR. See and avoid is today the
primary means of traffic and collision avoidance
in uncontrolled airspace. A technical detect and
avoid (DAA) performance standard of the same
level of confidence as, and compatible with,
present see and avoid has yet to be finalised and
operationally validated. Despite promising results
towards resolving this issue, it is not considered
realistic to accommodate UAS into VFR operations
at present, or to anticipate full integration before
around 2030 in this context.
12.2.9 IFR operations are expected to follow a two-step
approach:




Accommodation from now to 2025: Due to the
current lack of comprehensive regulation and
industry standards, accommodation of IFRcapable UAS in controlled airspace is, for the
time being, mostly possible through FUA/AFUA
techniques. In Europe this phase of accommodation can easily be maintained due to the relatively low number of UAS operations.
Integration from 2025: It is expected that the
necessary SARPS, which will enable civil and
military UAS to fly in non-segregated airspace,
will be in place by 2023 (ASBU Block 2). With
the availability of regulations, standards and
relevant supporting technology UAS will, if
necessary, be able to be integrated as any other
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airspace user meeting the specific airspace
requirements.
12.2.10 Since the use of airspace above FL600 by manned
aviation is currently limited to certain military
operations, and since only a few UAS operators
have so far expressed an interest in using this
airspace, it is felt that such UAS operations will
be accommodated for the foreseeable future
accordingly.

12.3 Outline of CNS requirements for UAS
12.3.1 The integration of such aircraft will impact the
evolution of the CNS infrastructure and may
require new CNS applications, as stated above.
This section provides information on how future
UAS integration will require CNS enablers.
12.3.2 The CNS infrastructure for U-space must be
suitable for low-altitude operations, with additional systems possibly required. Such systems will
be based either on space segments or on a large
number of ground stations. Due to the high cost
of such deployment, a dedicated infrastructure is
quite unlikely. A realistic scenario would base the
U-space CNS infrastructure on what exists today: a
mix of GNSS, signal of opportunity and commercial communications.
12.3.3 A degree of coordination will be required and
the ATM/CNS infrastructure will have to adapt
and interface with a specific U-Space CNS infrastructure for the areas where the traffic is mixed.
Depending on local safety AND security assessments, large airports may need to acquire a capability for the detection of non-cooperative UAS.
Such dedicated radars are being currently developed, coupled with high-end software.
12.3.4 For IFR and VFR operations, UAS integration requirements apply so that such insertion is seamless,
including compliance with the CNS requirements determined, such as two-way communication with ATC, the technical means to ensure
separation from manned aircraft and enablers to
cope with lost C2 Link as well as emergency or
controlled termination of flight.
12.3.5 In addition, the CNS infrastructure will need to be
capable of supporting a larger number of aircraft
without degradation of its capacity and quality
of service. UAS flying at very high altitude (above
FL600) will need to transit into the lower airspace
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for entry and exit and will therefore have to meet
the relevant CNS requirements or any special
procedures still to be defined.



12.3.6 In terms of tactical mitigation procedures and
due to the lack of validated DAA standards, it is
recommended, in general, that at least the RPA
is equipped with the CNS equipment required
by European interoperability regulations or by
European airspace user requirements, or with CNS
with the same performance as that required today
by EU regulations:
12.3.7 UAS integration will entail the availability of a
ground- and space-based service and airborne
CNS equipment that mirrors the CNS requirements applicable to manned flights. In the case
of UAS integrated into IFR operations as a result of
ICAO discussions, this will likely comprise:



12.3.7.1 Air ground communications including the
C2 Link.
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C2 Link is the data link between the
remotely piloted aircraft and the
remote pilot station for the purposes
of managing the flight. The C2 Link is
the logical connection supporting the
exchange of information between the
remote pilot station and the remotely
piloted aircraft to enable the pilot to fly
safely in the current aviation system,
where existing standards of communication, navigation and surveillance are
to be met.
C2 Link specifications are mentioned in
ICAO Annex 8, in terms of signal in space
performance, which depends on operational needs, RPAS design and communication needs. C2 Link specifications
are a function of UAS design dependent
and UAS design independent factors.
ICAO RPASP WG2 currently identifies
the UAS Type certificate holder as the
stakeholder in charge of proposing C2
Link specifications for the operations
the UAS is designed for. The TC holder is
the only stakeholder possessing all the
required information.
For UAS operating IFR, PBCS requirements apply.
Referring to the individual components
of UAS/RPAS, RPA acts as a relay for voice
and data ATC communications and a

remote pilot ground communications
link can be envisaged.
For the C2 link, performance needs to
be demonstrated to be suitable for the
type of operation being performed in
the European airspace. If the RPAS does
not comply with ICAO communication
loss procedures in the event of Lost C2
Link, the operator must define a suitable
contingency procedure in coordination
with the competent authority. The different contingency procedures must
be compliant as much as possible with
those included in the ICAO SARPs.
ICAO State Letter 2019/52a lists the
frequency bands allocated by ICAO for
C2 Link service provision. These bands
are applicable for civil international IFR
operations. Military-allocated spectrum
is often used for military UAS operations. Such military spectrum is suitable
for military UAS IFR operations when the
protection conditions and the safety
margins are met, if specific regional
agreements are in not place.

12.3.7.2 Navigation






UAS must comply with navigation
requirements and prove performant
and safe using the common navigation
infrastructure.
RNP and or RNAV specifications will
need to be met and current RPA certification and airworthiness should ensure
ongoing compliance.
PBN as such will have to be assessed
for RPAS in reference to the certification
issues, but there will be no change in
PBN conceptual approaches because of
RPAS.

12.3.8 Surveillance:





RPAS may be expected to broadcast its position
when operating in airspace volumes where
ADS-B is implemented. ADS-B seems to be one
of the candidate surveillance techniques for
sustaining very low-level RPAS operations.
PBCS requirements apply.
For RPAS to be cooperative with the surveillance chain, it is important to note that a Mode
S transponder will be required. Mode A alone is
not suitable for ACAS/TCAS detection.
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If claimed that UAS are equipped with TCAS II
7.1 version, it must be demonstrated that the
RPA is able to have the necessary performance
to comply with the RA indicated. If used on TA
mode only, which is a degraded mode, this
may be a temporary measure only and should
not be the ultimate solution. Other DAA claims
should be demonstrated to the competent
authority for performance compliance.

12.3.9 The bottom line is to rely on requirements to be
defined by ICAO in the sequence of a consolidated CONOPS. So far, no CNS requirements have
been finally agreed yet at ICAO level besides those
currently applicable for IFR operations.
12.3.10 As a general principle, the CNS requirements to
be considered for civil UAS will also be applicable
to military UAS integration. However, military UAS
accommodation supports the approach towards
integration. The military RPAs are certified by
a national Military Aviation Authority in terms
of type certification and airworthiness against
national and/or international military certification
specifications, supported when deemed relevant
by civil certification specifications and standards.
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ANNEX A - SYSTEM WIDE INFORMATION
MANAGEMENT (SWIM)
A-1. SWIM Definition
A-1.1 System Wide Information Management (SWIM)
consists of standards, infrastructure and governance enabling the management of ATM information and its exchange between qualified parties
via interoperable services.
A-1.2 In practical terms, SWIM supports the ATM
community on its needs for timely, relevant, accurate, accredited and quality-assured information in
order to collaborate and make informed decisions.
It enables the sharing of an integrated picture of
the real-time and planned state of the ATM situation on a system-wide basis so that ATM operations are conducted safely and in a more efficient
manner.
A-1.3 SWIM is being defined, at the level of ICAO, as a
global concept that provides a common understanding of the different domains of information as
well as related operational concepts. Some data
exchange models and mechanisms are already
being developed for some information domains:
the aeronautical information exchange model
(AIXM), which is already in use, the flight information exchange model (FIXM) and the weather
information exchange model (WXXM) are good
examples.
A-1.4 SWIM gives the network-centric environment that
will interconnect multiple domain systems providing or consuming information, including human
users and aircraft. Through SWIM, information is
made available and processed through services
which need to conform to applicable standards
and be registered. In addition, SWIM improves the
interconnectivity of domain systems to improve
information management and therefore information-sharing on a wide basis.








A-3. Initial SWIM
A-3.1 The Pilot Common Project (PCP) Regulation [Ref
9] introduced Initial SWIM requirements under its
ATM Functionality #5. Recent deployment initiatives have revealed the willingness of several
military organisations to actively carry out deployment projects to adhere to Initial SWIM requirements for the exchange of data.
A-3.2 Initial SWIM represents the first deployment
supporting information exchanges, mandated by
regulation, that are built on standards and delivered through an internet protocol (IP)-based
network by SWIM-enabled systems. It consists of:
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SWIM information;
SWIM information services for each ATM information domain and for cross-domain purposes
to perform the required information exchanges;
SWIM technical infrastructure for the actual

Common infrastructure components:
SWIM Registry, which aims at improving the
visibility and accessibility of ATM information and services available through SWIM.
The Registry will enables service providers,
consumers, and regulatory authorities to
share a common view on SWIM.
 SWIM Common Public Key Infrastructure
(PKI), which shall be used for signing, emitting and maintaining certificates and revocation lists. The PKI ensures that information
can be securely transferred.
SWIM Technical Infrastructure (TI): Relying
on standards and interoperable products and
services, SWIM information exchange was
planned to be structured around dedicated
SWIM infrastructure profiles: Blue SWIM-TI
Profile and Yellow SWIM-TI Profile. However in
deployment this distinction is not that explicit
anymore and in addition, the R&D on the blue
SWIM-TI Profile is to-date not yet mature for
standardisation. It is important to recognise
that to comply with Initial SWIM requirements


A-2. SWIM According to ICAO
A-2.1 According to the ICAO Manual on SWIM Concept
[Ref 75], SWIM is a collaborative, standardized,
governed and managed way for information
exchange in a networked environment and it is
composed of four principal components:

exchange of information. It provides the infrastructure services such as interface management, request-reply and publish-subscribe
messaging, security services;
SWIM information;
SWIM information services for each ATM information domain and for cross-domain purposes
to perform the required information exchanges;
SWIM technical infrastructure for the actual
exchange of information. It provides the infrastructure services such as interface management, request-reply and publish-subscribe
messaging, security services;
and the supporting SWIM governance.
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the infrastructure evolution will also have to
address transition issues from legacy protocols
to SWIM environment.
Information Exchanges: The following information exchanges shall be supported by Initial
SWIM:
 Aeronautical Information such as airspace
management information, D-NOTAM,
airport data,
 Meteorological Information,
 Cooperative Network Information such as
ATFCM65 data, access to NOP66, and other
NM-related exchanges,
 Flight Information: pre-tactical and tactical trajectory/flight information including
flight planning.

A-4.4 When military decide to participate as service
consumer or provider, from a functional point of
view, the military will be a normal SWIM participant. As a consequence, military users must
respect the underlying SOA infrastructure and
services and join on the basis of the defined standard interfaces in place.

A-5. SWIM Service
A-5.1 Military organisations have to carry out a detailed
Operational Requirement Analysis from which
they have to decide if their operational systems
will be SWIM service consumers and/or SWIM
service providers.


A-3.3 Military organisations should develop and implement relevant required information exchanges
in accordance with the PCP regulation for ATM
Functionality #5 “initial SWIM”.

A-4. SWIM, a SOA based architecture
A-4.1 A Service-Oriented Architecture (SOA) is a concept
for “organizing and utilizing distributed capabilities
that may be under the control of different owners”.
SOA can be seen as an approach to integrate
applications running on heterogeneous platforms using industry-wide acceptable standards.
Each application may implement as one or more
services where each information service provides
a particular functionality. Information services
(applications) communicate with each other in a
coordinated sequence that is defined by a business process.
A-4.2 SWIM has been designed according to SOA
architectural principles and should enable ATM
organisations to benefit from them. ATM stakeholders can expect substantial reduction in costs
and delivery schedules related to their SWIM
development, implementation and operational
use, particularly maintenance, whilst significantly
enhancing the performance of their technical and
operational processes.
A-4.3 SWIM as a SOA based architecture will encourage ATM organizations to re-use processes and
products that are technically enabled and integrated through the use of open technology
standards.



As a SWIM service provider, a military organisation will publish the SWIM service description information in a SWIM registry enabling
a service to be discoverable within the SWIM
environment.
As a SWIM service consumer, a military organisation can get access to the adequate SWIM
service description in order to retrieve all the
information about the SWIM services made
available by the SWIM service providers.

A-5.2 As SWIM service provider or consumer, military
organisations have to interact with the SWIM
registry to efficiently conduct the deployment of
SWIM.
A-5.3 The SWIM registry aims at improving the visibility and accessibility of ATM information and
services available through SWIM. It enables SWIM
service providers and SWIM consumers to share a
common view on SWIM.
A-5.4 Military organisations should consider the SWIM
registry as the primary means to discover service
information in order to improve the visibility and
accessibility to SWIM.
A-5.5 As soon as a military organisation has identified
that a military system exchanges information
over SWIM as a SWIM service provider, they have
to describe the SWIM service in accordance with
the methodology and requirements defined in
EUROCONTROL Specification for SWIM Service
Description [Ref 76]. The SWIM service description
needs to be performed to achieve interoperability among ATM systems implementing SWIM and

65 Air Traffic Flow and Capacity Management
66 Network Operations Plan
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the military systems will have to adhere the SWIM
service description requirements if they are SWIM
service providers.
A-5.6 In particular, the military organisation should
define for each service to be provided the information exchange requirements (IERs) as well as
the quality of service offered (availability of the
service, response time, throughput, etc.). The military organisation should develop and maintain
the Functional and Interface Specifications and
associated technical data package accordingly.

A-6. SWIM Information
A-6.1 To ensure semantic interoperability, military
systems exchanging information over SWIM have
to be developed in line with the requirements
defined in EUROCONTROL Specification for SWIM
Information Definition [Ref 77].
A-6.2 An information service description shall describe the
elements of the exchanged information including the
name, the definition, the applicable constraints such
as datatype, value ranges, special values, character
set restrictions, the semantic correspondence of
the element with the AIRM and the structure and
relevant relationships between the elements. This is
done using an “information definition”.
A-6.3 The information definition can be embedded into
the service description or provided by reference
to an AIRM conformant standardised information
exchange model, such as:




Aeronautical Information Exchange Model
(AIXM),
Flight Information Exchange Model (FIXM)
Weather Information Exchange Model (WXXM)/
ICAO Meteorological Information Exchange
Model (IWXXM)

A-6.4 The definition of interoperable information presupposes that the military will want to include all
information, or use all information available from
civilian service providers. This would then require
an update of existing exchange formats (e.g. AIXM)
to accommodate features that are not currently
included. Such updates need to occur when the
information exchange format supports the current
exchange with civil ATM.
A-6.5 Within ATM, the information required between
the civil and military domains is in a large extent
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similar. Nevertheless, some information are specific
to military context. For example, the exchange of
aeronautical information using AIXM may need to
include military specific features attached to aerodrome facilities, such as the availability of arrestor
cables not available at civil aerodromes or other
differences.
A-6.6 If a military organisation is a SWIM service
provider, the military organisation should ensure
that the information exchanged over SWIM is
in conformance with the requirements defined
in EUROCONTROL Specification for SWIM
Information Definition in order to ensure the SWIM
semantic interoperability. A military organisation
should develop and maintain the Functional and
Interface Specifications and associated technical
data package accordingly.
A-6.7 If a military organisation is a SWIM service
consumer, the military organisation should ensure
that they satisfy the SWIM Information Definition
contained in the Functional and Interface
Specifications and associated technical data
package to be developed and maintained by the
SWIM service providers.

A-7. SWIM Technical Infrastructure
A-7.1 SWIM Technical Infrastructure is a key enabler
to perform the technical interoperability and, as
such, the military systems (intended to be used
in the context of SWIM) have to be developed/
configured/adapted in accordance with following
SWIM requirements:




The functional and non-functional SWIM technical infrastructure capabilities for exchanging
information in SWIM, hereinafter referred to as
SWIM Infrastructure Capabilities.
The specification of SWIM technical infrastructure interfaces that enable the exchange of
information based on standardised protocols.
More specifically, it focuses on the interfaces
of services that enable the exchange of information between ATM organisations, providing
interconnectivity requirements, hereinafter
referred to as SWIM Interface Binding Specifications. Bindings themselves are grouped in two
categories:
 Service Interface bindings that enable
services to exchange data with consuming
applications based on the capabilities of the
SWIM Infrastructure.
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Network Interface bindings that enable
the SWIM-TI to exchange data with the
communication network.






A-7.2 SWIM Infrastructure Capabilities as well as Service
and Network Interface Binding requirements are
defined in the EUROCONTROL Specification for
SWIM Technical Infrastructure (TI) Yellow Profile
[Ref 21].
A-7.3 The EUROCONTROL SWIM TI Yellow Profile
Specification (TI Spec) is a standard that provides
requirements for general purpose SWIM TI capabilities based on mainstream technologies.
It addresses a wide spectrum of information
exchange needs in all the various ATM information
domains (i.e. Aeronautical, Meteorological, Flight
and Flow).
A-7.4 SWIM Infrastructure has to be developed in accordance with requirements related to:

Message Based Routing,
SWIM Services and Resources Monitoring,
Enhanced Reliability methods,
Security Mechanisms.

A-8. SWIM-TI Civil-Military Considerations
A-8.1 SWIM-TI can also be seen as a set of software
components distributed over a network infrastructure (middleware) providing capabilities properly
enabling collaboration among ATM systems. These
capabilities are instantiated in a set of SWIM nodes
(stakeholder end points) and common components (providing capabilities to all the distributed
SWIM nodes).
A-8.2 The SWIM node concept represents a package of
SWIM-TI capabilities, allowing a given system to
use the SWIM-TI. Examples of common components are the registry, which is used to enable the
sharing of information (metadata) about services,
or the public key infrastructure (PKI), aimed at
managing the trusted digital certificates.

APP C
SWIM
Node C

APP B
SWIM
Node B

SWIM
infrastructure
SWIM
Node A

APP D

APP A

Figure A-1: The notion of SWIM Noderucture
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A-8.3 As stated before, a SWIM Profile is a particular
set of middleware functions/services tailored at
meeting specific functional and non-functional
requirements expressed by in an Information
service description.







Enhanced Reliability methods
Security Mechanisms
Message Exchange Patterns
Service Interface Protocols
Network Interface Bindings

A-8.4 The SWIM Profiles identified in SESAR R&D
included: Yellow Profile (initially developed for
all exchanges with less demanding QoS requirements), Blue Profile (exclusively developed for real
time or near real time exchanges between ATC
centre’s Flight Data Processing Systems), Purple
Profile for Air-Ground SWIM and the Green Profile
an extension of the Yellow Profile for specific civilmilitary requirements (if any). At the moment, only
the Yellow Profile was further matured to support
deployment with related standardisation work
completed early 2018. The Purple, Blue and Green
Profiles are still under research (SESAR).

A-8.10 The military organisation should develop
and maintain the Functional and Interface
Specifications and associated technical data
package accordingly.

A-8.5 Under the SWIM-TI middleware layer, an IP
network infrastructure needs to be available: IPv6
or IPv4 SWIM backbone, enabled by communication providers (e.g. NewPENS).

A-8.12 Concerning the availability of an IP Network as a
base upon which SWIM Technical Infrastructure
is deployed, the military organisations have to
perform studies to define the adequate target
network architecture to support SWIM deployment,
including the involved Civilian Intra-Domains,
Military Intra-Domains and Inter-Domains.

A-8.6 Military users should connect to SWIM on the
basis of the standardised interfaces (profiles) in
place, which is today the yellow profile.
A-8.7 The Yellow Profile shall run over IPv4 or preferably
over IPv6 and can be made sufficiently secure
including the use of Virtual Private Network (VPN)
tunnelling. Military have expressed particular military requirements that have been considered in the
research work on Green Profile. The Green Profile is
expected to result in due time in supplementary
requirements to be added to the YP specification. If those requirements become consolidated/
mature in time they must be consider for any military-SWIM implementation initiatives.
A-8.8 In summary, If a military organisation is a SWIM
service provider, the military organisation should
ensure that they implement their SWIM Technical
Infrastructure in conformance with the requirements defined in the EUROCONTROL Specification
for SWIM Technical Infrastructure (TI) Yellow Profile.
A-8.9 In particular, the military organisation should ensure
that their systems are developed/adapted/configured in accordance with the adequate features:
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Message Based Routing
SWIM Services and Resources Monitoring

A-8.11 If the military organisation is a SWIM service
consumer, the military organisation should
ensure that they satisfy the SWIM Technical
Infrastructure ( TI) Yellow Profile features
contained in the Functional and Interface
Specifications and associated technical data
package to be developed and maintained by
the SWIM services Providers.

A-9. SWIM Governance
A-9.1 As soon as military organisations decide to use
SWIM for identified information exchanges, it
is important to consider active participation in
SWIM governance. This comprises the bodies and
processes that coordinate the operation of SWIM
and its controlled evolution. SWIM governance is
relevant for military organisations, both procurement agencies and armed forces, as it is one of
the organisational structures to coordinate with
the relevant stakeholders the evolution of SWIM
in order to support civil-military data exchange
interoperability.

A-10. Benefits of Military Participation in
SWIM
A-10.1 The benefits for military organisations and
for EATMN as a whole, resulting from military
adherence to SWIM derive from the ability to
seamlessly exchange information between
civil and military systems, enabling CDM and
enhanced coordination as a whole and contribute directly to higher levels of ATM performance and efficiency.
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A-10.2 In particular, the exchange of data between civil
and military systems in a net centric context can
enable trajectory concepts, use of advanced Flight
data Processing System (FDPS) functionalities,
enhanced airspace planning and management
process, use of high quality static and dynamic
ATM data, improved air picture for ATC and Air
Defence purposes, lower coordination overhead,
tracker and sensor rationalisation and response to
security concerns.



A-11. SWIM Security
A-11.1 A significant difference between the military and
civil participants may be the way security issues
are addressed: The four main security topics are
the following:




Penetration (protection against unauthorised access) - The military will need assurances that their systems will not be exposed
to the risk of intrusion via the SWIM node,
which could result either in the disclosure of
classified information or in the unavailability of
their systems. The typical military approach on
this matter differs from the civil approach and
may need to be taken into consideration when
connecting to SWIM (probably raising SWIM
security levels).
Confidentiality (information protection)
- Obviously, the military will prevent the dissemination of classified information in SWIM.
This requires adequate information filtering on
the publishing side and a fine-grained access
control when answering requests. This requirement has to be implemented on the military
side and does not depend on SWIM security.
The military may also publish non-classified
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information which might still be sensitive in
some situations. The military will therefore
need assurances about the non-disclosure of
this information outside the group of users
who need to know it. The protection of sensitive information depends here on internal
SWIM security and on the protection of information in the civil system where it is processed.
Data Integrity - Information exchanged over
SWIM needs to be trustworthy. Data integrity
provisions protect information against unauthorised modification during its exchange and
processing. A military SWIM node needs to be
able to verify the integrity of the information
received.
Availability - Maintaining a high level of availability is obviously a major concern for the
military. This implies in particular being able
to protect military systems against denial of
service attacks.

A-11.2 When military systems exchange information
with SWIM, the security principles described
above apply. The SWIM ConOps recognises
that initial SWIM design will not comprise a
particular component dedicated to the security and authentication functions (except PKI).
Nevertheless, it is expected that SWIM security
and authentication policies and standards will
be defined in due time.
A-11.3 In any case, without prejudice to internal SWIM
security measures, the overall definition, accreditation and management of security mechanisms and practices associated with a node
interconnecting a military system to SWIM
must remain primarily under the ownership
and supervision of military authorities.
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ANNEX B - AERONAUTICAL
TELECOMMUNICATIONS NETWORK (ATN)
B-1. History of ICAO Aeronautical
Telecommunications Network (ATN)
B-1.1 Around 50 years ago, the need to replace voice
by data to exchange information between the
cockpit and ground was introduced to sustain
airline operational communication (AOC) requirements, enabling the exchange of higher volumes
of data, reducing crew workload and avoiding
misspellings. First ATC data exchanges took place
in the oceanic context. Standardisation and infrastructure support was ensured by ARINC and the
aircraft connectivity was ensured by the Aircraft
Communications Addressing and Reporting
System (ACARS) VHF data radios, still in operation
today supporting the exchange of more than 20
million messages a month.
B-1.2 It was after the expansion of ARINC infrastructure in the late 70’s that civil aviation introduced
ATC-related air-ground data exchanges to support
airline operational communications and oceanic
requirements (e.g. ADS-C position reporting
and controller-pilot data link communications
– CPDLC).
B-1.3 In 1983 the ICAO Council established the Special
Committee on Future Air Navigation Systems
(FANS) to study, identify and assess new technologies, including satellite technology, and to make
recommendations for the future development of
navigation systems for global civil aviation. Boeing
and Honeywell built a FANS data link application
to run on the existing ACARS system.

International Standards Organisation (ISO) open
systems interconnection (OSI) reference model.
Later on these concepts evolved to embrace the
IPS (Internet Protocol Suite) protocols.
B-2.2 Enhancements to the ATN internet service will
allow the ground IP network to be used as a
ground-ground ATN sub-network and it will
contribute to the creation of an end-to-end all-IP
environment with aircraft accommodated through
its IP address. This will facilitate wider connectivity,
including geographically disseminated networks.
B-2.3 ICAO ATN includes Controller-Pilot Data Link
Communications (CPDLC) services (ICAO document 9880) [Ref 33] as a supplementary means
of ATC communications for routine air-ground
exchanges (handovers and ATC clearances/
requests) during en-route GAT/IFR operations in
the upper airspace of the continental European
region. The complete list of CPDLC messages is
defined in the ICAO PANS-ATM document 4444.
B-2.4 CPDLC can be supported by various technical
enablers. FANS 1/A 68 capability over Aircraft
Communications and Reporting System (ACARS)
or ATN VHF Data Link (VDL) Mode 2 are technologies in the VHF band that can initially be used to
support CPDLC. The latter is the choice for deployment in Europe and was the subject of the Single
European Sky regulatory measures described later
in this chapter. More details on data link technologies are available in [Ref 34].

B-2. ATN Developments

B-2.5 ATN communications adopted common interface
services and protocols based on the International
Organisation for Standardisation Open Systems
Interconnection (OSI) reference model, afterwards
complemented with the International Protocol
Suite (IPS) model described in ICAO document
9896 [Ref 33].

B-2.1 In the context of ICAO, the aeronautical telecommunication requirements are described in Annex
10 to the ICAO Convention. This annex includes the
ICAO Aeronautical Telecommunications Network
(ATN) concept67 [Ref 32], comprising application entities and communication services which
allow ground, air-ground and avionics data subnetworks to interoperate by adopting common
interface services and protocols based on the

B-2.6 The ICAO efforts to fully standardise ATN/IPS, developing SARPS and other documents in the context
of the Telecommunications Panel, included significant work on security comprising SARPS for security (Annex 10 Vol. II and III), Manual for Security
Services and SDS (document 10090 and document 10094), Manual of PKI policy (Doc 10095)
and Manual (ATM Security document 9985) [Ref
35, 36].

B-1.4 This avionics package became known as FANS-1
and was certified in June 1995. The Airbus Industry
equivalent system is known FANS-A, and these
systems are known collectively as FANS-1/A.

67 Detailed ATN technical provisions are described in the ICAO document 9705.
68 See definition of FANS in the glossary. FANS 1/A use for oceanic/remote communications is described later. Interoperability

between FANS 1/A and ATN B1 is addressed in document EUROCAE ED-154A.
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B-2.7 The initial ATN Baseline 1 (B1)69 service sustains
CPDLC, Air Traffic Services (ATS) Baseline 2 (ATSB2) supports Initial 4D trajectory management
functions and ATS Baseline 3 (B3) is expected to
enable Full 4D trajectory management requirements as well as more advanced applications like
digital voice, uplink of aeronautical information
and meteo as well as ultimate air-ground SWIM/
mobility IP connectivity.
B-2.8 ATS-B3 will sustain more demanding services that
require the introduction of higher capacity data

link technologies planned in the context of the
Future Communications Infrastructure (FCI) initiative. FCI comprises advanced data link technologies for airport (AeroMACS), terrestrial (LDACS)
and satellite communications (SATCOM) as well as
a multilink environment. FCI is being standardized
at ICAO level and is subject of ongoing research
efforts within SESAR2020. Figure B-1a depicts the
roadmap guiding data link services and technology evolution. The notion of performance based
is as well introduced in the SESAR Integrated CNS
(iCNS) roadmap70 (see Figure B-1b).

Figure B-1a: Data Link Evolution and Technologies

69 Previous terminology of “ATN Baseline” is now changed into “ATS Baseline”
70 https://www.eurocontrol.int/project/essential-and-efficient-communication-navigation-and-surveillance-integrated-system
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Figure B-1b: Integrated CNS Target Infrastructure

B-3. ATN Baseline 1 - Controller Pilot Data
link Communications
B-3.1 As stated before, ICAO ATN includes ControllerPilot Data Link Communications (CPDLC) services
(ICAO document 9880) as a supplementary means
of ATC communications for routine air-ground
exchanges (handovers and ATC clearances/
requests) during en-route GAT/IFR operations in
the upper airspace of the continental European
region. As stated before, data communications
will evolve to become the primary means of airground communications, with air-ground voice
retained only for non-routine and emergency
communications.
B-3.2 CPDLC is being introduced on the basis of the
OSI protocol stack referred to as ATN B1. The
current EUROCAE/RTCA standardised ATN B1
CPDLC application 71 contains a subset of the
ICAO message set and is not suitable for supporting ‘4D’ clearances. ATN B1-based CPDLC does
not require the functional integration of CPDLC
with the aircraft’s avionics (autoload capability in
the FMS of complex route clearances). Also, ATN
B1 does not support more advanced CPDLC and
continental initial 4D trajectory management,

relying on Automatic Dependent Surveillance–
Contract (ADS-C) applications. These are
supported by ATS B2 standards.
B-3.3 The ACARS networks were designed for the transmission of character-based messages to and from
the aircraft, whereas the CPDLC and ADS applications intended for the ATN were defined using a
binary (bit-oriented) message set. The FANS-1/A
system achieved the packaging of binary
messages as character-based messages in accordance with the ARINC 622 specification.
B-3.4 The FANS-1/A technology was implemented in
oceanic airspace around the world and is being
used in U.S. continental/domestic airspace. There
are FANS-ATN gateways that allow communication between both FANS-1/A aircraft and those
fitted with ATN data link avionics. The ATN side of
the dual-stacked system is based on redefining
some of the CPDLC and ADS-C messages originally specified in the ICAO SARPS. The intention
was to converge the FANS and ATN worlds to
allow as many aircraft as possible to participate
in data link services across oceanic and domestic
airspace. FANS 1/A is specified in the standards
EUROCAE/RTCA ED 100A/DO-258A [Ref 37].

71 It is of utmost importance not to mix the ATC applications and messages (normally standardised at EUROCAE/RTCA level),

further described later in this chapter, with the data link technology infrastructure that supports information exchange.
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B-3.5 FANS 1/A data link messages can be sent either
via a VHF or satellite network, or by using HF data
link. FANS-1/A services can also be provided by
VHF Data Link (VDL) Mode 2 using ACARS-overAVLC (AOA)72, an ATN-compliant digital VHF data
network. While the transit times of messages sent
by HFDL do not meet the requirements for current
reduced separation standards (i.e. 30/30NM), HFDL
provides communications in polar regions where
VHF or satellite networks are unavailable.
B-3.6 To ensure that messages from one network are delivered to customers of another network, SITA and
ARINC operate an internetworking agreement and
associated connections to exchange messages.
SITA and ARINC the Aeronautical Communication
Service Providers operating a global network to
provide communication services to ANSP, AUs etc.
B-3.7 Meanwhile, Europe has been working to expand
the use of continental ATN-based data link capability, initially to sustain CPDLC applications. The
technology of choice is ATN VDL Mode 2 which
is the focus of next chapters where the status
of European deployment is described. Current
European mandates exempt FANS-1/A+ aircraft
(if they have an initial certificate of airworthiness

before Jan 2018). FANS-1/A and VDL Mode 2 are
both data link options for North Atlantic Tracks/
oceanic traffic depending on standardisation and
service provision.
B-3.8 ATN/VDL-2 was originally introduced to support
higher speed VHF subnetworks in continental
airspace. It roughly increased 10 times the data
rate of the VHF ACARS subnetwork offering 31.5
kbps. VDL-2 uses a differential 8-level phaseshift keying (D8PSK) to modulate the carrier.
The media access mode is p-Persistent Carrier
Sense Multiple Access (CSMA) and a connection-oriented link layer protocol called aviation
VHF link control (AVLC) is established between
the airborne radio (VDR) and the ground station.
ACARS over AVLC (AOA) is the term used to
distinguish ACARS message blocks from other
data packets that can also be passed over AVLC.
By using AOA an aircraft equipped with VDL-2
may take advantage of an higher speed VHF link
without any changes to the AOA messages.
B-3.9 VDL-2 is implemented in accordance with ICAO
SARPS as an ATN subnetwork (Figure B-2). The
radio is specified in standards such as ARINC 750
and EUROCAE ED92.

Figure B-2: From ACARS to ATN

72 Note that Plain Old ACARS (POA) cannot be used over VDL Mode 2.
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B-4. ATS Baseline 2 - Initial 4D Trajectory
Management/ADS-C
B-4.1 Automatic Dependence Surveillance – Contract
(ADS-C) can be defined as the application by
which the terms of an ATC-related “agreement” is
exchanged between the aircraft and the ground
system, via a point-to-(multi)point data link,
specifying under what conditions ADS-C reports
would be initiated, and what data would be
contained in the reports. The abbreviated term
“ADS contract” is commonly used to refer to an
ADS event contract, ADS demand contract, ADS
periodic contract or an event (emergency) mode.
B-4.2 In the Oceanic and remote environment, ADS-C
is associated with ACARS and FANS technology
and relies on HF- or SATCOM data links to transmit
reports. For the continental airspace, with the
introduction of 4D trajectory operations, ADS-C
was designated as the application to be used,
over ATN/VDL2 data link communications, to carry
initial 4D trajectory management (i4D) services
(e.g. 4DTRAD) as well as airport services, including
D-OTIS, DCL and D-TAXI as defined by EUROCAE
WG78. It is important to highlight that the more
advanced data link technologies, to be developed
in the context of the Future Communications
Infrastructure, described later in this chapter, can
also support ATS/B2 requirements.
B-4.3 European continental deployment imperatives
of trajectory based operations (TBO)73 led to the
definition of Initial 4D (i4D) which is a flight procedure supported by ADS-C that applies to the final
en-route and terminal manoeuvre area (TMA) to
the Arrival Manager (AMAN) Horizon.

impose a time constraint and allow the aircraft
to fly its profile in the most optimal way to meet
the constraint(s).
B-4.5 The i4D function comprises: 1) aircraft downlinks
via ADS-C Extended Projected Profile (EPP), 2)
trajectory negotiation process, 3) uplink of clearances to the aircraft using CPDLC, 4) Estimated
Time of Arrival (ETA) by the FMS and its downlink
to ATC, 5) assignment of a Single Time Constraint/
Required Time of Arrival (RTA) to the aircraft and 6)
upload and activation of RTA in the FMS.


B-4.6 It is essential that the trajectory in the FMS is
synchronised with the one available within
the Flight Data Processing Systems and related
systems. ADS-C EPP is a surveillance application
and air-ground CPDLC using VDL Mode 2 data link
is the key enabler.
B-4.7 The avionics function RTA can be exploited by ATC
for demand/capacity balancing, metering of flows
and sequencing of arrivals. This process enhances
aircraft profile optimisation, flight predictability
and allows improvements in the stability and reliability of the sequence built by ATC.
B-4.8 Initial 4D will require a more sophisticated
message set and ADS-C reports for the exchange
of the aircraft’s intended 4D trajectory together
with the required functional integration of CPDLC
and ADS-C with the aircraft’s avionics. The new
EUROCAE/RTCA standard, containing the new
CPDLC, ADS-C and D-FIS applications/services, is
referred to as ATS B2.
B-4.9 Figure B-3 depicts the CPDLC and i4D context.

B-4.4 The deployment in Europe of Initial 4D is covered
in Regulation (EU) Nr 716/2014 of 27 June 2014
(Pilot Common Project – PCP). Initial 4D operations can be broken down in two steps:


synchronise air and ground of the flight plan or
Reference Business/Mission Trajectory;

73 The ICAO Global Air Navigation Plan (GANP) recognizes that the synchronization of ground and onboard capabilities will

be paramount in the future aviation system. Such evolution entails the introduction of trajectory based operations taking
advantage of the increased precision in position and time of flight constraints to efficiently exploit the increased availability of
air navigation resources.
The European ATM Master Plan [3] states that “trajectory-based operations will bring increased predictability and will enable
network-wide flow- as well as flight-centric operations, including e.g. sectorless operations generating step changes in
productivity and cost efficiency”.
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AOC – Airline Operational Communications; APC – Aeronautical Passenger Communications;
FOC – Flight Operations Centre; WOC – Wing Operations Centre/Military Centre
Figure B-3: Baseline Air-Ground Communications Configuration

B-5. ATS Baseline 3 - Future Communications
Infrastructure (Future COM)
B-5.1 After the standardisation of VDL2 in 1997 and
lack of common agreement on the definition of
other VHF based systems (VDL3 and VDL4), ICAO
acknowledged the need for increased bandwidth
(compared to VDL2), spectrum efficiency and
potential support to security requirements. These
have become critical and decisive design factors
in the definition and selection of new data links.

type of services and capability to operate in
various type of airspace) which included the
proposal for three new data links:






B-5.2 In the sequence of decisions at the 2003 11th
ICAO Air Navigation Conference, EUROPE and US
established Action Plan 17 (AP17) in 2004. AP17
was a dedicated collaboration activity under the
framework of the EUROCONTROL-FAA MoC and
the goal was to develop agreed proposals for
ICAO for the definition of a future data link system
[Ref 38, 39].
B-5.3 In 2007 AP17 put forward recommendations and
conclusions considering assessment activities
(focussing on capacity (throughput) and Quality
of Service (QoS) (i.e. Continuity, Integrity and
Availability), capability to support the different
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a terrestrial component (operating in the C
band) dedicated to support the airport surface
operations (where particularly high volume
data exchanges are expected),
a terrestrial component (operating in L band) to
support En Route, TMA as well as airport (where
required), and
a satellite component that would support
oceanic/remote operations but also continental operations in cooperation with the terrestrial
system to provide redundancy and robustness
for a concept in which data link would become
a primary means of communications.

B-5.4 AP17 identified technology dedicated for the
airport surface system (indicating the use of
the IEEE 802.16 standard – WiMAX- and referred
to as AeroMACS (Aeronautical Mobile Airport
Communication System). For the terrestrial
component, AP17 identified two candidate design
options for further refinement, investigations to
support a decision for the final terrestrial L band
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system which is referred to as LDACS (L-band
Digital Aeronautical Communication System). For
the SATCOM component, AP17 did not identify a
specific system and called for the development
for a global SATCOM standard to meet the performance requirements of oceanic as well continental operations.
B-5.5 In addition, AP17 highlighted the need to facilitate the further integration onboard the aircraft
of these new capabilities in a coordinated way.
In particular, AP17 called to investigate the use of
software radio techniques and antennas covering
different frequency bands.
B-5.6 Overall, the Future Communications Infrastructure
(FCI) must support ATS and AOC end-to-end
communications including air/ground and air/
air communications. New air/ground and air/
air communication components of the FCI will
be required to primarily support data communications. To meet the diverse range of communications in all airspace the FCI will comprise the
minimum numbers of air/ground and air/air technologies to meet the operational requirements.
The proposed FCI is implying coordinated operations of the different links which needs to be transparent to the end users (pilots and controllers)
and this is referred to as the multilink concept.
B-5.7 In 2008 the ICAO Aeronautical Communications
Panel (ACP) endorsed the FCI recommendations
which were then the basis for subsequent research
work in SESAR1 and SESAR2020. Similar actives did
progress in the context of US NEXTGEN.
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ANNEX C - STANDARDISATION
ORGANISATIONS AND MATERIALS
Organisation

Role

Products

Scope

ICAO – International Civil
Aviation Organisation

ICAO ensures that international civil aviation is developed in a safe and orderly
manner.

SARPS - Standards and Recommended
Practices

Global

EASA promotes common standards for
safety and environmental protection in
civil aviation. It has taken over some certification responsibilities within EU.

AMC/GM – Acceptable Means of Compliance/Guidance Material

JAA is an associated body of ECAC,
representing the civil aviation regulatory authorities of a number of European
States, developing and implementing
common safety regulatory standards and
procedures.

JAR - Joint Aviation Requirements

Europe

A&GM - Administrative and Guidance
Material including Temporary Guidance
Leaflets (TGL)

Civil

EASA – European Aviation Safety Agency

JAA – Joint Aviation
Authorities

Civil

Guidance Material

CS – Certification Specifications for ETSO
– European Technical Standard Orders

Europe
Civil

NPA - Notice of Proposed Amendments

EASA is expected to absorb all JAA functions.
EUROCAE - European
Organisation for Civil
Aviation Equipment

EUROCAE is a stakeholder organisation
developing specifications for airborne
electronic equipment.

ED – EUROCAE Documents including:

Europe

 MOPS: Minimum Operational Performance Specification

Civil

 MASPS: Minimum Aviation System
Performance Specification
 Guidelines
EUROCONTROL – European Organisation for the
Safety of Air Navigation

The EUROCONTROL Convention provides
for a regulatory role, which enables
the organisation to produce rules and
advisory material like Specifications and
Guidelines

ESARRS – EUROCONTROL Safety Regulation Requirements

ESO – European Standardisation Organisations

ETSI, CEN and CENELEC have been designated by EC as the recognised ESOs

CS – Community Specifications (developed under a Mandate given by the
European Commission)

Europe

RTCA - Radio Technical
Commission for Aeronautics

RTCA develops consensus-based recommendations regarding CNS/ATM systems

DO ### – RTCA Document

US

MOPS - Minimum Operational Performance Standards

Civil

Europe
Civil-Military

EUROCONTROL Standards

Civil

Technical Guidelines
ARINC - Aeronautical
Radio, Inc

The airline industry’s coordinator for
radio communication and systems engineering

ARINC ###

US

ARINC System Specifications

Civil

SAE - Society of Automotive Engineers

SAE is a technical forum for standards
related to self-propelled air and other
vehicles.

SAE standards and publications

Intern.

FAA – Federal Aviation
Administration

The FAA’s mission is to improve the safety
and efficiency of aviation and to provide
the safest and most efficient aerospace
system

FAR - Federal Aviation Regulations

US

AD - Airworthiness Directives

Civil-Military
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Civil

TSO - Technical Standard Order
MSO – Military Standard Order
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GLOSSARY - ABBREVIATIONS
ABAS
ACARS
ACAS
ACC
ACCS
ACL
ACM
AD
ADD
ADEXP
ADF
ADQ
ADS
AECP
AFTN
AIS
AIXM
AMAN
AMC
AMHS
ANC
ANSP
AOA
AOC
API
A-PNT
APV
AP17
ARNS
ASAS
ASDE
A-SMGCS
ASTERIX
ATC
ATCO
ATFCM
ATIS
ATM
ATN
ATS
ATSAW
AUTOPS
AVLC
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Aircraft-Based Augmentation System
Aircraft Communication and Reporting System
Airborne Collision Avoidance System
Area Control Centre
Air Command and Control System (NATO)
ATC Clearance
ATC Communications Management
Air Defence
Aircraft-Derived Data
ATS Data Exchange Protocol
Automatic Direction Finder
Aeronautical Data Quality
Automatic Dependent Surveillance (C - Contract, B – Broadcast)
Aeronautical European Common Position
Aeronautical Fixed Telecommunications Network
Aeronautical Information Services
Aeronautical Information Exchange Model
Arrival Manager
ATC Microphone Check; Acceptable Means of Compliance
Aeronautical Message Handling System
Air Navigation Conference (ICAO)
Air Navigation Service Provider
ACARS over AVLC
Airline Operational Communications
Application Programming Interface
Alternative Positioning Navigation and Timing
Approach Procedure with Vertical Guidance
Action Plan 17 of MoU between EUROCO)NTROL and FAA (Future Communications Study)
Aeronautical Radionavigation Service
Aircraft Separation Assurance System
Airfield Surface Detection Equipment; Air Situation Data Exchange
Advanced Surface Movement Guidance and Control System
All-Purpose Structured EUROCONTROL Surveillance Information Exchange
Air Traffic Control
Air Traffic Controller
Air Traffic Flow and Capacity Management
Automatic Terminal Information System
Air Traffic Management
Aeronautical Telecommunications Network (ICAO concept)
Air Traffic Services
Air Traffic Situational Awareness
Autonomous Operations
Aviation VHF Link Control
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AWACS
BLOS
BRLOS
B-RNAV
C2
C3
CASCADE
CDM
CDMA
CEN
CENELEC
CEPT
CEN
CENELEC
CEPT
CFIT
CFMU
CIDIN
CIS
CNS
COM
COOPATS
COSEP
COTR
COTS
CPDLC
CS-ACNS
CSP
CTR
DAP
D-ATIS
DCA
DCL
DGPS
DLIC
DME
DSA
DSC
DUA
EANPG
EASA

Airborne Warning and Control System
Beyond Line Of Sight
Beyond Radio Line Of Sight
Basic RNAV (RNAV-5)
Command and Control
(Political) Consultation Command and Control (formerly known as Command Control and Communications)
Co-operative ATS through Surveillance & Communication Applications Deployed in ECAC
Collaborative Decision-Making
Code Division Multiple Access
Comité Européen de Normalisation/European Committee for Standardization
Comité Européen de Normalization Electrotechnique/European Committee for Electrotechnical
Standardization
Conférence Européenne des Postes et Télécommunications
Comité Européen de Normalisation/European Committee for Standardization
Comité Européen de Normalization Electrotechnique/European Committee for Electrotechnical
Standardization
Conférence Européenne des Postes et Télécommunications
Controlled Flight into Terrain
Central Flow Management Unit
Common ICAO Data Interchange Network
Communication and Information Systems (NATO)
Communications, Navigation and Surveillance
Communications
Cooperative ATS
Cooperative Separation
Coordination and Transfer
Commercial Off-The-Shelf
Controller-Pilot Data Link Communications
Certification Specification – Airborne Communications, Navigation and Surveillance
Communications Service Provider
Control Area
Downlink Airborne Parameters
Data Link ATIS
Designated Controlled Airspace
Departure Clearance
Differential GPS
Data Link Initiation Capability
Distance Measuring Equipment
Directory System Agent
Downstream Clearance
Directory User Agent
European Air Navigation Planning Group (ICAO)
European Aviation Safety Agency
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EASS
EATMP
ECAC
ECC
ECG
ECIP
EGNOS
ELS
EHS
EPP
ERRIDS
ETSI
EUROCAE
EXTRA
FAA
FANS
FCI
FCS
FDE
FDPS
FF-ICE
FIS
FIXM
FLIPCY
FMS
FPALS
FPGA
FPL
FRUIT
FUA
GA
GAT
GATM
GBAS
GNSS
GPS
GPWS
HF
HMI
HTTP
IC
ICAO
ICD
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European Aeronautical Spectrum Strategy
European Air Traffic Management Programme
European Civil Aviation Conference
Exemption Coordination Cell
EATMP Communications Gateway
European Convergence and Implementation Plan
European Geostationary Navigation Overlay System
Elementary Surveillance (Mode S)
Enhanced Surveillance (Mode S)
(ADS-C) Extended Projected Profile
European Regional Renegade Information Dissemination System
European Telecommunication Standards Institute
European Organisation for Civil Aviation Equipment
European Cross-Border Transport Network for ANSPs
Federal Aviation Administration
Future Air Navigation System
Future Communications Infrastructure
Future Communications Study
Flight Data Exchange
Flight Data Processing System
Flight & Flow Integrated Collaborative Environment
Flight Information Service
Flight Information Exchange Model
Flight Plan Consistency
Flight Management System
Future Precision Approach and Landing Systems
Field Programmable Gate Array
Flight Plan
False Replies Unsynchronised in Time
Flexible Use of Airspace
General Aviation
General Air Traffic
Global Air Traffic Management (United States Air Force)
Ground-Based Augmentation System
Global Navigation Satellite System
Global Positioning System
Ground Proximity Warning System
High Frequency
Human Machine Interface
Hyper Text Transfer Protocol
Interrogator Code (Mode S)
International Civil Aviation Organisation
Interface Control Document
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IER
Information Exchange Requirements
IFF
Identification Friend or Foe
IFPS
Initial Flight (Plan) Processing System
IFR
Instrument Flight Rules
II
Interrogator Identifier (Mode S code)
ILS
Instrument Landing System
IMA
Integrated Modular Avionics
INS
Inertial Navigation System
IP
Internet Protocol
IRS
Inertial Reference System
ISO
International Standards Organisation
ITU
International Telecommunications Union
JAA
Joint Aviation Authority
JPALS
Joint Precision Approach and Landing Systems
JTIDS/MIDS Joint Tactical Information Distribution System/Multifunctional Information Distribution System
JTRS
Joint Tactical Radio System
JTSO
JAA Technical Standard Order
KPA
Key Performance Area
KPI
Key Performance Indicator
LAN
Local Area Network
LCIP
Local Convergence and Implementation Plan
LDAP
Light Directory Access Protocol
LRRA
Low Range Radio Altimeter
MASPS
Minimum Aircraft Systems Performance Specifications (ICAO)
MEMS
Micro-Electromechanical Systems (NAV sensors)
MILT
Military Team
MLS
Microwave Landing System
MMHS
Military Message Handling System
MMR
Multimode Receiver
NMA
National Military Authority
MMS
Military Mission System (Military FMS)
MNS
Mobile Network Services
MOPS
Minimum Operation[al] Performance Specifications
MOR
Military Operational Requirement
MPLS
Multi Protocol Label-Switching
MS
Message Server
MTA
Message Transfer Agent
MTCD
Medium-Term Conflict Detection
MTCU
Message Transfer and Control Unit
NOTAM
Notice to Airmen
NSA
NATO Standardisation Agency
MSSR
Monopulse SSR
MTCD
Medium-Term Conflict Detection
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NATO
NDB
NPA
NSO
OAT
OI/SE
OJEU
OLDI
OSI
PA
PALS
PAR
PENS
PfP
PKI
PNT
PPS
PRMG
PSR
PTT
QoS
QSIG
RADNET
RAIM
RALT
RAP
RNAV
RNP
RPA
RSBN
RSP
RVA
RVSM
SAR
SARPS
SATCOM
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North Atlantic Treaty Organisation
Non-Directional Beacon
Non-Precision Approach
NATO Standardisation Office
Operational Air Traffic
Operational Improvement/System Enabler (SESAR)
Official Journal of the European Union
On-Line Data Interchange
Open Systems Interconnection
Precision Approach
Precision Approach and Landing System
Precision Approach Radar
Pan-European Network Services
Partnership for Peace
Public Key Infrastructure
Positioning Navigation and Timing
Precise Positioning Service
Approach and Landing Radio Beacon Group System (co-located with RSBN)
Primary Surveillance Radar
Post, Telegraph and Telecommunications (telecommunication service providers or operators)
Quality of Service
Quality Signalling (Telephony Protocol)
Radar Data Exchange Network
Receiver Autonomous Integrity Monitoring
Radio Altimeter
Recognised Air Picture
Area Navigation
Required Navigation Performance
Remotely Piloted Aircraft
Radionavigacionaya Systema Bliznoj Navigacii (Tactical Navigation Azimuth/Range System)
Required Surveillance Performance
Recorded Voice Announcement
Reduced Vertical Separation Minima
Search and Rescue
Standards and Recommended Practices (ICAO)
Satellite Communications
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SBAS
SDDS
SDR
SI
SMTP
SNDCF
SPS
SSR
STCA
SUR
SWIM
TACAN
TCAS
TCP/IP
TDMA
TDOA
TGL
TIBA
TIS-B
TMA
UA
UAS
UAT
UHF
VCS
VDL
VFR
VHF
VOLMET
VOR
VORTAC
VPN
WAM
WAN
WRC
WXXM

Space-Based Augmentation System
Surveillance Data Distribution System
Software-Defined Radio
Surveillance Identifier (Mode S code)
Simple Mail Transfer Protocol
Sub Network Dependent Convergence Function
Standard Positioning Service
Secondary Surveillance Radar
Short-Term Conflict Alert
Surveillance
System-Wide Information Management
(UHF) Tactical Air Navigation Aid
Traffic Collision Avoidance System
Transmission Control Protocol/Internet Protocol
Time Division Multiple Access
Time Difference of Arrival
Temporary Guidance Leaflet
Traffic Information Broadcasts by Aircraft
Traffic Information System – Broadcast
Terminal Manoeuvring Area
User Agent
Unmanned Aerial System
Universal Asynchronous Transceiver
Ultra High Frequency
Voice Communication System
VHF Data Link
Visual Flight Rules
Very High Frequency
Meteorological Information for Aircraft in Flight
VHF Omnidirectional Radio Range
VOR associated with TACAN
Virtual Private Network
Wide-Area Multilateration
Wide-Area Network
World Radiocommunication Conference
Weather Information Exchange Model
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DEFINITIONS
ADS-C Extended Projected Profile (EPP) Report
ADS-C report containing the sequence of 1 to 128 waypoints or pseudo waypoints with associated contraints or estimates (altitude, time, speed, etc.), gross mass and estimate at Top of Descent, speed schedule, etc.
Approach Procedure with Vertical Guidance (APV)
An instrument procedure which utilizes lateral and vertical guidance, but does not meet the requirements laid down for
precision approach and landing operations.
Air Defence
All measures designed to nullify or reduce the effectiveness of hostile air action.
Air Surveillance
The systematic observation of airspace by electronic, visual or other means with the primary purpose of identifying and
determining the movements of aircraft and missiles.
Approach procedure with vertical guidance (APV)
An instrument procedure which utilizes lateral and vertical guidance but does not meet the requirements established for
precision approach and landing operations.
Area Navigation (RNAV)
This is a method which permits aircraft navigation along any desired flight path within the coverage of the associated
navigation aids or within the limits of the capability of self-contained aids, or a combination of these methods.
Automatic Dependent Surveillance – Broadcast (ADS-B)
Automatic Dependent Surveillance – Broadcast (ADS-B) is a surveillance technique which allows the transmission of
aircraft-derived parameters, such as position and identification, via a broadcast-mode data link for use by any air and/or
ground users.
Each ADS-B emitter periodically broadcasts its position and other data provided by the on-board aircraft avionics systems.
Any user, either airborne or ground-based, within range of the emitter may choose to receive and process the information.
Command and Control System
An assembly of equipment, methods, procedures and, if necessary, personnel, enabling commanders and their staffs to
exercise command and control.
Communication and Information Systems (CIS)
Collective term for communication systems and information systems.
Commercial Off-The-Shelf
Pertaining to a commercially marketed product which is readily available for procurement.
Communication System
An assembly of equipment, methods, procedures and, if necessary, personnel, organised to accomplish information
transfer functions. A communication system provides communication between its users and may embrace transmission
systems, switching systems and user systems.
Distance-Measuring Equipment (DME)
Equipment (airborne and ground) used to measure, in nautical miles, the slant range distance of an aircraft from the DME
navigational aid. DME is usually frequency-paired with other navigational aids such as a VOR or localiser.
Elementary Surveillance
Elementary Surveillance includes basic surveillance and also delivers the following to the surveillance user including
humans and systems that may utilise Controller or System Access Parameters (CAP/SAP):
 the aircraft identity – the Mode A call sign and 24-bit address, flight identity or tail registration;
 the aircraft pressure altitude in units of 100 ft or 25 ft, if the aircraft is appropriately equipped.
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Mode S Elementary Surveillance functionality must constitute the following transponder parameters and data formats for
Ground Initiated Comm.-B (GICB) protocols as defined in ICAO Annex 10 volume III (Amendment 77 or later), Appendix 1:
 24-bit aircraft address,
 SSR Mode 3/A
 Altitude reporting in 25ft increments (or at least 100 ft increments – subject to airframe capability, ICAO Annex 10, Vol
IV 2.1.3)
 Flight Status (airborne/on the ground) (ICAO Annex 10, Vol IV 23.1.2.8.6.7)
 Data Link Capability Report (BDS 10 hex)
 Common Usage GICB Capability Report (BDS 17 hex)
 Aircraft identification (BDS 20 hex)
 ACAS Active Resolution Advisory (BDS 30 hex) if ACAS equipped
 The aircraft operator has to ensure that the aircraft reports a unique 24-bit aircraft address as assigned by the appropriate State Authorities and as managed by the appropriate military domain (if applicable)
Enhanced Surveillance
Enhanced Surveillance includes elementary surveillance and also delivers to the surveillance user a set of air-derived data
(ADD) in order to provide additional data to ground-based ATM systems and safety nets.
When implemented using Mode S SSR, the following aircraft parameters are automatically extracted from the aircraft:
BDS
Register

Basic DAP Set
(if Track Angle Rate is available)

Alternative DAP Set
(if Track Angle Rate is not available)

BDS 4,0

Selected Altitude

Selected Altitude

BDS 5,0

Roll Angle

Roll Angle

Track Angle Rate

BDS 6,0

True Track Angle

True Track Angle

Ground Speed

Ground Speed

Magnetic Heading

Magnetic Heading

Indicated Airspeed (IAS)/Mach no. (Note: IAS and
Mach no. are considered as 1 DAP (even if technically they are 2 separate ARINC labels). If the
aircraft can provide both, it must do so).

Indicated Airspeed (IAS)/Mach no. (Note: IAS and
Mach no. are considered as 1 DAP (even if technically they are 2 separate ARINC labels). If the
aircraft can provide both, it must do so).

Vertical Rate (Barometric rate of climb/descend or
baro-inertial)

Vertical Rate (Barometric rate of climb/descend or
baro-inertial)
True Airspeed (provided if Track Angle Rate is not
available)

The two columns reflect which DAPs are to be provided if Track Angle Rate is or is not available.
Future Air Navigation System (FANS)
In 1983 the ICAO Council established the Special Committee on Future Air Navigation Systems (FANS) to study, identify
and assess new technologies, including satellite technology, and to make recommendations for the future development
of navigation systems for global civil aviation. Until the ICAO ATN concept became available, Boeing and Honeywell built
a FANS data link application to run on the existing ACARS system.
This avionics package became known as FANS-1 and was certified in June 1995. The Airbus Industry equivalent system is
known FANS-A, and these systems are known collectively as FANS-1/A. The ACARS networks are designed for the transmission of character-based messages to and from the aircraft, whereas the CPDLC and ADS applications intended for
the ATN were defined using a binary (bit-oriented) message set. The FANS-1/A system achieved the packaging of binary
messages as character-based messages in accordance with the ARINC 622 specification.
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FANS-1/A technology is being implemented in oceanic airspace around the world and is being used in domestic airspace
in a few locations. There are gateways that allow communication between both FANS-1/A aircraft and those fitted with
ATN data link avionics. The ATN side of the dual-stacked system will be based on redefining some of the CPDLC and
ADS-C messages originally specified in the ICAO SARPS. The intention is to converge the FANS and ATN worlds to allow
as many aircraft as possible to participate in data link services across oceanic and domestic airspace.
Meanwhile, Europe has been working aggressively to expand the use of domestic ATN-based data link capability. Current
European mandates exempt FANS-1/A+ aircraft. In parallel, FANS-1/A currently remains the only data link option for
oceanic traffic (there is currently no ATN version of ADS-C).
FANS 1/A data link messages can be sent either via a VHF or satellite network, or by HF. FANS-1/A services can also be
provided by VDL Mode 2, an advanced digital VHF data network. This provides two «flavours» of VHF networks for FANS
services, POA (Plain Old ACARS) and AOA (ACARS Over AVLC (VDL Mode2)). Software within the Central Processing
System automatically decides the most efficient (and cheapest) path for delivery of the message, depending on the
location of the aircraft. HFDL is an available service. While the transit times of messages sent by HFDL do not meet the
requirements for current reduced separation standards (i.e. 30/30NM), HFDL provides communications in polar regions
where neither VHF nor satellite networks are available.
To ensure that messages from one network are delivered to customers of another network, SITA and ARINC operate an
internetworking agreement and associated connections to exchange messages.
FANS 1/A is specified in standards EUROCAE/RTCA ED 100A/DO-258A.
Global Positioning System (GPS)
GPS is a US space-based positioning, velocity and time system composed of space, control and user elements. The space
element is nominally composed of 24 satellites in six orbital planes. The control element consists of five monitor stations,
three ground antennae and a master control station. The user element consists of antennae and receiver processors
providing positioning, velocity, and precise timing to the user.
Identification, Friend or Foe
A system using electromagnetic transmissions to which equipment carried by friendly forces automatically responds by,
for example, emitting pulses, thereby distinguishing themselves from enemy forces.
Instrument Landing System (ILS)
A precision instrument approach and landing system which normally consists of the following electronic components:
VHF (very high-frequency) localiser and glide path equipment; an associated monitor system; remote-control and indicator equipment.
Information System
An assembly of equipment, methods, procedures and, if necessary, personnel, organised to accomplish informationprocessing functions.
Initial Operational Capability (IOC)
IOC corresponds to the first time an operational improvement is needed to start delivering benefits. For enablers, the
IOC date implies that a change has been deployed and is ready for operations. The enabler IOC dates are driven by the
timing of the operational improvements they support. IOC dates are therefore central in the Master Planning process. All
earlier lifecycle phase dates have been planned according to the target IOC dates. The point in time of full stakeholder
deployment is called the Full Operational Capability (FOC) date.
The notion of IOC is important. It means that all enablers are developed and sufficiently deployed to enable operation.
This deployment may initially be limited to one airport, one area control centre and one aircraft or may require deployment on several sites.
The IOC dates are driven by the timing of the operational improvements that they support and all earlier lifecycle phase
dates have been planned according to the target IOC dates.
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The SESAR Work Programme considers that V&V activities in the maturity life cycle should be completed at least 2 years
before an IOC to permit industrialisation (V4 of the Maturity Lifecycle). This means that V3 needs to be completed at least
two years before IOC, as stated above.
Interoperability
The ability of systems to provide information and services to and accept information and services from other systems
and to use the information and services so exchanged.
It is also defined as the condition achieved among communications-electronics systems or items of communicationselectronics equipment when information or services can be exchanged directly and satisfactorily between them and/or
their users.
Microwave Landing System (MLS)
MLS is a precision approach and landing guidance system which provides position information and various ground to
air data.
Military Aircraft
A military aircraft is a State aircraft in the inventory of Military Organisations used to support military operational
requirements.
Multilateration
Multilateration is a surveillance technique where aircraft replies from other SSR or SSR Mode S interrogations or spontaneous squitter from Mode S transponders are passively received by three or more ground receiver stations. Using timeof-arrival techniques, the position and altitude of the target can be determined.
In some multilateration systems at airports, active Mode S selective interrogations are used to extract aircraft identity,
Mode A or other data from the aircraft.
NATO Consultation, Command and Control Systems
Communication and information systems, sensor systems and facilities which enable NATO Authorities and Commands
to carry out consultation, command and control.
NATO Standardisation Agreement
The record of an agreement among some or all the member nations to adopt similar military equipment, ammunition,
supplies, stores and operational, logistic and administrative procedures. National acceptance of a NATO publication issued
by the Military Agency for Standardisation may be recorded as a Standardisation Agreement. Also known as «STANAG».
Navigation Function
The detailed capability of the navigation system (such as the execution of leg transitions, parallel offset capabilities,
holding patterns, navigation databases) required to meet the airspace concept. Primary Surveillance Radar (PSR)
Primary radar operates by radiating high levels of electromagnetic energy and detecting the presence and characteristics
of echoes returned from reflected objects.
Target detection is based entirely on the receipt of reflected energy. It does not depend on any energy radiated from the
target itself, i.e. no carriage of airborne equipment is required.
PSRs detect a target position by measuring the slant range distance and angle from the RADAR antenna. If required, the
elevation angle can also be detected. Pulsed PSRs transmit short pulses of electromagnetic waves and measure the slant
range from the time elapsed between the transmission of the pulse and the reception of the echo from a sufficiently large
target. Azimuth and elevation are derived from the antenna orientation relative to true North and the horizontal plane.
Distance is measured by the time elapsed between the transmission of the RADAR pulse and the reception of the same
pulse after reflection from the target (12.36 µs/NM). Effective Isotropically Radiated Power (EIRP) of >90 dBW Peak Envelope
Power (PEP) are required to receive a passive reflection on a target. The path attenuation to and from the target increases
with distance and frequency, decrease of the RADAR cross section and unfavourable weather conditions like rain.
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Receiver Autonomous Integrity Monitoring (RAIM)
A form of ABAS whereby a GNSS receiver processor determines the integrity of the GNSS navigation signals using only
GPS signals or GPS signals augmented with altitude (baro aiding). This determination is achieved by a consistency check
among redundant pseudoorange measurements. At least one additional satellite needs to be available with the correct
geometry over and above that needed for the position estimation for the receiver to perform the RAIM function.
Required Communication Performance (RCP)
RCP refers to a series of communication performance requirements defined in terms of capability, availability, error
rate, traffic delay etc. In a given airspace, any communication system or combination of systems used to support ATM
exchanges must comply with specified quality of service levels.
Required Navigation Performance (RNP)
This is a statement of the navigation performance necessary for operation within a defined airspace.
RNP navigation performance targets are linked with aircraft operation on any desired flight path within the coverage of
station-referenced navigation aids or within the limits of the capability of self-contained navigation aids, or a combination of these. It will likely cover the ability of aircraft sensors and navigation computers to sustain a defined level of accuracy, integrity, continuity, availability and functionality needed for the proposed operation in the context of a particular
airspace concept. Navigation performance includes on-board performance monitoring and alerting functions as well as
the use of Flight Management System (FMS) to sustain more advanced functionalities where the use of navigation data
bases is required.
Required Surveillance Performance (RSP)
RSP defines the surveillance requirements according to the airspace involved. The surveillance system must provide the
updated aircraft position in order to ensure safe traffic separation. The surveillance system should allow users to select
the preferred en-route flight path and to allow for the application of separation in a defined airspace.
RNAV system
A navigation system which permits aircraft operation on any desired flight path within the coverage of station-referenced navigation aids or within the limits of the capability of self-contained aids, or a combination of these. An RNAV
system may be included as part of a flight management system (FMS).
RNP system
An area navigation system which supports on-board performance monitoring and alerting.
Remotely Piloted Aircraft System (RPAS)
A remotely piloted aircraft, its associated remote pilot station(s), the required command and control links and any other
components as specified in the type design. Definition from ICAO document 10019, the RPAS manual.
Secondary Surveillance Radar (SSR)
Secondary surveillance radar (SSR) operates by transmitting coded interrogations in order to receive coded information
from all SSR transponder-equipped aircraft, providing a two-way «data link» on separate interrogation (1030 MHz) and
reply (1090 MHz) frequencies.
Replies contain positive identification as requested by the interrogation: either one of 4096 codes (Mode A) or aircraft
pressure altitude reports (Mode C). The cooperative concept ensures stable received signal strength and considerably
lower transmitted power levels than primary radar.
SSR Mode S
SSR Mode S is a development of SSR. It uses the same interrogation and reply frequencies as SSR but the selective interrogations contain a unique 24-bit address. This ensures that transmissions can be decoded only by the aircraft equipped
with the Mode S transponder corresponding to that 24-bit address.
A Mode S station also transmits conventional SSR formats in order to detect SSR-only aircraft (Mode A/C) and is thus
downwards compatible with SSR Mode A/C.
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The SSR Mode S transponder is also a fundamental part of the ACAS airborne installation and ADS-B when using the SSR
1090 MHz transmission.
State Aircraft
In accordance with the ICAO Convention Article 3 (3), a State aircraft is an aircraft used in military, customs and police
services shall be deemed to be State aircraft. This definition is used in various EU regulations.
Surveillance
Surveillance is defined as the technique for the timely detection of targets, the determination of their position (and, if
required, the acquisition of supplementary information relating to targets) and the timely delivery of this information to
users in support of the safe control and separation of targets within a defined area of interest.
Surveillance Categories
The surveillance techniques can be classified as follows:
 Independent non cooperative surveillance: The aircraft position is derived from measurement not using the cooperation of the remote aircraft. An example is a system using PSR, which provides aircraft position but not identity or any
other aircraft data.
 Independent cooperative surveillance: The position is derived from measurements performed by a local surveillance subsystem using aircraft transmissions. Aircraft-derived information (e.g. barometric altitude, aircraft identity (can
be provided) from those transmissions.

 Dependent cooperative surveillance: The position is derived on board the aircraft and is provided to the local surveillance subsystem along with possible additional data (e.g. aircraft identity, barometric altitude).
(source ICAO doc 9924)
Tactical Air Navigation (TACAN)
Tactical Air Navigation (TACAN) is a NATO military radio navigation system which provides a pilot with a bearing and
distance to a beacon on the ground, a ship, or specially equipped aircraft. TACAN is the primary tactical air navigation
system for the military services ashore and afloat. TACAN is often collocated with civil VOR stations (VORTAC facilities).
Traffic Information Service – Broadcast (TIS-B)
TIS-B allows an air traffic situation picture to be transmitted to an aircraft from the ground. It is a Traffic Information
Service.
Unmanned Aircraft System (UAS)
UAS is an unmanned aircraft and the equipment to control it remotely. Definition available in Commission Implementing
Reg (EU) 2019/947 of 24 May 2019 and used in ICAO Unmanned Aircraft Systems Traffic Management (UTM) – A Common
Framework with Core Principles for Global Harmonization.
Vertical Navigation (VNAV)
Vertical NAVigation in aviation is an autopilot function which directs the vertical movement of aircraft either according
to pre-programmed FMS flight plan during cruise or according to ILS glide slope during approach. If used while cruising, VNAV causes an aircraft to climb or descend according to a pre-programmed FMS (flight management system)
flight plan. When used on approach to landing, VNAV follows an ILS (instrument landing system) glide slope toward the
runway. This process is known as «autoland» and has been available since the mid-twentieth century.
Very High Frequency Omnidirectional Radio Range (VOR)
A very high frequency radio navigational aid which provides suitably equipped aircraft with a continuous indication of
bearing to and from the VOR station.
Very High Frequency Omnidirectional Radio Range/Tactical Air Navigation (VORTAC)
A navigational facility consisting of two components, VOR and TACAN, which provide three services: VOR azimuth, TACAN
azimuth, and TACAN slant range.
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