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ABSTRACT: European air traffic management (ATM) is embarking on serious quantitative safety assurance, aiming to assess current and new systems, as well as system changes, against a quantified target level of safety. To support this process there is a need to quantify the most important element in the safety equation, namely human performance. This paper presents an overview of CARA, a human reliability assessment technique for ATM safety assurance. The structure of the technique and indicative human error probability data are presented.
1 Introduction
There already exist a plethora of Human Reliability Assessment (HRA) techniques as well as a distinction between so-called first and second generation HRA approaches. A review of the nature of Air Traffic Management (ATM) and the needs of ATM safety assessment, contrasted against the availability of techniques elsewhere was therefore carried out. This review concluded that because ATM is so dynamic and dealing in scenarios that evolve in minutes and seconds rather than minutes and hours, and because it is different from the usual ‘process control’ paradigm of most HRA methods, ATM needed its own HRA approach. It is therefore primarily the ATM task types which do not fit well with existing HRA techniques, rather than broader details of the theoretical underpinnings of the existing techniques. The issues underpinning this requirement are discussed further in Kirwan and Gibson (In Press).
Air Traffic Management has been identified as having four clear application areas for HRA:

· System-wide safety cases for Next Generation ATM systems, e.g. in Europe for SESAR (Single European Sky ATM Research) (Eurocontrol, 2006), or in the United States potentially NGATS (Next Generation Air Transportation System) (Swenson et al, 2006).

· Individual concept element safety cases (e.g. a safety case for a new conflict resolution system, or an arrival manager, etc.)

· Unit safety cases, for a specific Air Traffic Control Centre or Airport.

· A human-factors-driven HRA focusing on a specific current problem area or proposed change, that may impact on human error and recovery performance.

It has also been identified that the target audience will be safety assessors or human factors assessors working on safety cases or Human Factors Case assurance. Within the context of these demands it has been identified that a usable tool needs to be rapidly developed and CARA (Controller Action Reliability Assessment) is aimed to be developed and released during 2007. It should be noted that the context of CARA within the broader arena of HRA is further discussed in Kirwan and Gibson (In Press).The paper presented here builds on the paper in press by providing further detail on how CARA has been developed based on ATM assessment requirements and providing some initial examples of how quantified data have been derived for the technique.
This paper documents the initial development of CARA, a HRA technique which has been developed to support HRA assessments in ATM. It should be noted that Air Traffic Management looks at both the process of Air Traffic Control and the management and planning systems which underpin the tasks undertaken by Air Traffic Controllers, Pilots and automated systems. CARA aims to encompass this wider ATM system, (e.g. through consideration of maintenance tasks, shift handover and safety culture) but is derived at least in part from assessment requirements which focus on controller and pilot tasks. 
It is recognised that there is a wider academic debate related to the meaning and sources of error within organisations (Hollnagel 1998; Dekker, 2003). In the context of CARA, errors are defined as deviations from some defined or generally accepted standard. As discussed above, it is recognised that errors arise throughout an organisation and CARA aims to take account of this factor, though currently focusing on front line errors by Air Traffic Controller and Pilots. It should be noted that the technique does not currently take account of violation type errors. 
The remainder of this paper provides:

· An overview of the CARA approach.
· A description of the development of Generic Task Types.
· A description of Error Producing Conditions.
· Some examples of how generic task types have been quantified.
· Conclusions.

2 Overview of CARA Approach
CARA is based on tailoring the basic principles of the Human Error Assessment and Reduction Technique (HEART) (Williams, 1986; Kirwan, 2005) to ATM safety assessments. The reasons for selection of this technique as a basic model are:

· It has been the subject of validation exercises (Kirwan et al, 1997).
· The relevance and adaptability to different domains is supported by recent developments in the Railway industry (Cullen and Smith, 2004; Kim et al, 2006) and Nuclear industry (Kirwan et al, 2004). A similar approach in terms of using generic tasks and modification factors can also be seen in the SPAR-H technique, which is used in the US Nuclear Context (Gertman et al, 2005).
· The requirements for short-term development and resource-effective implementation, mean that the more complex approaches associated with ‘second-generation’ HRA methods must remain a longer-term consideration in the ATM context.
It should be noted that the basic framework of the HEART technique is used for CARA, but that the details of CARA are closely tailored to the ATM context. There are three key elements of the HEART approach which are to be adopted:

· Generic Task Type (GTT). During a human reliability assessment, an analyst will have specific tasks they need to quantify. A specific task is compared with the Generic Task Types (GTTs) from the HEART technique. The GTT which best matches the specific task being assessed is selected. The selected GTT is associated with a human error probability (HEP) and therefore this provides an initial quantification for the task being assessed. CARA uses GTTs, but these will be tailored to the ATM context. Also, the HEP quantification of CARA GTTs, is based on a review of available HEP data (particularly from the ATM context) and generation of new HEP data where required. 
· Error Producing Condition (EPC). In addition to GTTs there are also Error Producing Conditions (EPCs) which may be relevant to a task being assessed and which are captured as part of the HRA process. These EPCs are factors which are predicted to negatively influence human performance and therefore increase the generic human error probability associated with a GTT. Examples of EPCs are ‘time pressure’ or ‘operator inexperience’. The technique also defines a ‘maximum affect’, which is a numerical value which reflects the maximum impact that an EPC can have on a task. A list of EPCs have been developed for CARA for the ATM context. 

· Calculation Method. HEART uses a simple calculation method to combine GTT HEP and EPC values. It also allows modification of the strength of affect of EPCs through a weighting process. It is currently proposed that these processes are not changed for CARA and they are described in Kirwan (1994).
While these elements of the HEART method have been used, it is the detail of the Generic Task Types and Error Producing Conditions which have been tailored to ATM. Thus the types of generic tasks, associated quantification and EPCs are focused on ATM assessment requirements. The details of this tailoring process are described in the following sections: the development of GTT task descriptions; the development of EPCs; and an overview of GTT quantification.

3 Specification of Generic Task Types

The developed GTTs are presented in Table 1. The GTTs in Table 1 have been based on reviews of the following: 
Table 1. Generic task types
	Broad Task Type
	Generic Task Type
	Comments

	ATCO Routine Tasks
	1. Issue routine safe clearance or carry out in-sector task.
	GTT1 is ‘high level’, but should be used to represent any of the  following sub-tasks:

· Call aircraft on frequency
· Give clearance

· Respond to pilot requests

· Ensure aircraft at exit flight level

· Hand off aircraft to next sector

· Manage conflicts

· Maintain smooth orderly expeditious flow within sector
· Hand over aircraft to another sector.

	
	2. Plan aircraft into/out of sector (Planner/MSP)
	This task is currently a ‘place holder’ as the assessment requirements, data sources and actual level of resolution for this task are currently uncertain.

	ATCO Emergency Conflict and Error Resolution
	3. Detect deviation in routine scan of radar picture or strips
	It should be noted that it is intended that GTTs 3-5 are mutually exclusive and should always be considered/modelled separately. Also, for simple responses to detected deviations and alarms GTT1 above should be considered separately as the response required to resolve the deviation or alarm situation. The current barrier models and event trees being used in ATM safety cases consider conflict detection and resolution with and without aids such as STCA (or MSAW, etc.), and responses to TCAS acknowledgement. Therefore separate GTTs will be required. This will also be useful where new safety nets or system safety defences may be considered.

	
	4. Respond to audible and visual alarm 
	

	
	5. Collision avoidance actions
	

	ATCO Offline Tasks
	6. ATCO offline tasks
	For example, check papers, notes or notices prior to a shift.

	Lower Level Tasks
	7. Input/read data
	These are slips in human perception and physical action, and could be used for call sign confusion or inputting wrong flight level in a Datalink transaction, for example.

	
	8. Communication of safety critical information.
	These are slips in the oral (e.g. Radio-telephony) communication of safety critical information, by either controllers or pilots.

	
	9. Evaluation/ Decision Making
	These are intended to be non-routine, individual decision-making tasks.

	Non-ATCO Tasks
	10. Technical and support tasks
	These are composite tasks such as are involved in the maintenance of ATC equipment.

	
	11. Pilot tasks.
	Currently these are out of CARA’s scope (except for communication tasks), but some pilot GTTs would probably need to be developed (e.g. in particular for ASAS applications, but also for selecting wrong approach, failing to level off, etc.). 


Key: ASAS = Airborne Separation Assurance System; ATCO = air traffic controller; MSAW = Medium Safe Altitude Warning; MSP = Multi-Sector Planner; STCA = Short Term Conflict Alert; TCAS = Traffic Alert and Collision Avoidance System

· Review of ATM HRA quantification requirements through a safety case review and consideration of human factors aspects of reliability for future systems. This review was undertaken to ensure that the selected GTTs reflect the predicted requirements from actual ATM safety assessment.

· Review of models of Human Performance including the  Information Processing Model (Wickens, 1992) and HERA (Isaac et al, 2004). This review was undertaken to ensure that CARA takes due consideration of theories which underpin human performance and human error.

· Review of Human Reliability Assessment techniques, in particular HEART, Nuclear Action Reliability Assessment (NARA) (Kirwan et al, 2004), SPAR-H (Gertman et al, 2005) and CREAM (Hollnagel, 1998). This review was undertaken to ensure that due consideration was taken of existing HRA methods.
One of the critical tensions associated with the GTT review was the split between:

1. The lower level elements of the information processing approach which make up the basic building blocks of human performance. These include slips in perception, slips in action and  simple decisions.

2. The higher level composite tasks which are key to the reviewed ATM HRA demands (e.g. ‘identify aircraft’ or ‘issue safe clearance’) which combine both a number of lower level error types and recovery factors.

Some Human Reliability Assessment methods work at the higher level 2 (e.g. HEART) and others at the lower level 1 (e.g. CREAM). However, the review of ATM demands (Table 2 below) has highlighted that assessments require elements at both levels (1) and (2). Therefore, the GTTs presented in Table 1 include both lower level tasks of Type 1 (GTTs, 7-9) and higher level tasks of Type 2 (GTTs, 1-6, 10-11).

Table 2 provides a summary of the analysis which has been undertaken to compare identified ATM safety study requirements with the GTTs. The ATM safety study requirements are descriptions of actual tasks associated with current and future systems in which errors can arise, and which must be assessed for the required development of safety assessments. The study requirements have been derived from actual ATM projects which are assessing current or developing future systems. The matching of these assessment requirements with the proposed CARA GTTs is an important check to ensure that CARA will satisfy existing assessment demands.  This was an initial assessment used to inform development of the GTTs and full modelling in a safety context would be required in order to check the actual suitability of the GTTs for modelling the safety study requirements. The first column of Table 2 presents the safety study requirement and the second column presents the GTT number from Table 1. The GTT specified is the one which is currently assessed to provide the best fit with the study requirements. The items presented in bold across both columns are the names of specific safety studies. The table demonstrates how CARA is directly aimed at supporting existing assessment demands for current and future systems. In some cases more than one GTT is proposed for a single assessment demand, the choices between these in actual assessments will be based on the level of resolution of the assessment, or represents that the assessment demand is expected to require modelling involving more than one GTT.
Table 2: Comparison of proposed GTTs and safety study requirements
	Safety study requirement
	GTT

	
	

	RVSM (Reduced Vertical Separation Monitoring)

	Fail to detect level bust
	3

	Issue wrong flight level clearance
	1

	Fail to react in time to short term conflict alert
	4

	Fail to provide collision avoidance advice 
	5

	Fail to use correct emergency terminology
	8

	Fail to detect non-RVSM aircraft
	3

	Fail to coordinate aircraft into sector with conflict-free trajectory
	2

	
	

	ASAS (Airborne Separation Assurance System)

	Instruct wrong aircraft
	1/8

	Give ASAS instruction to non-ASAS equipped aircraft
	1/8/3

	Fail to detect ASAS aircraft deviation
	3

	Send incorrect spacing
	5/1

	Link wrong aircraft on screen
	7

	Fail to detect deceleration of aircraft
	3

	Pilot exceeds spacing
	11

	Pilot targets wrong aircraft
	11

	Pilot turns early
	11

	
	

	MTCD (Medium Term Conflict Detection)

	Fail to detect conflict when MTCD fails to detect
	3

	Fail to respond to MTCD alert
	4

	Miss secondary conflict
	3

	Tunnel vision causing omission of separate conflict
	3

	Fail to detect conflict without MTCD
	3

	MTCD/Short Term Conflict Alert confusion
	4

	
	

	AMAN (Arrival Manager)
	

	Poor traffic flow to down-stream sector
	2

	Aircraft sent to wrong initial approach fix (Arrival Flow)
	1/8

	Coordination violates letters of agreement
	2

	Fail to detect incorrect sequence
	2/3

	
	

	Datalink
	

	Input wrong data (flight level, heading instruction)
	7

	Target wrong aircraft
	1/7

	Air Traffic Controller (ATCO) incorrect reading of data/target
	7

	Pilot incorrect reading of data, incorrect input of data
	11

	Datalink message accessed too late by ATCO
	1

	Currently pilot picks up message intended for other aircraft due to a partyline effect
	8/11

	
	

	General

	Callsign confusion
	8

	Prolonged loss of communication
	3

	
	

	FARADS – Feasibility of Aircraft Collision Avoidance System (ACAS) Resolution Advisory (RA) Downlink System

	Controller misinterprets Traffic alert and Collision Avoidance System  (TCAS) RA
	5

	Controller believes pilot not responding to RA
	5

	Controller fails to detect RA on screen 
	3/5

	Controller issues contrary clearance 
	1/5

	Controller interrupts pilot manoeuvre
	1

	Pilot follows controller instruction instead of Resolution Advisory
	11

	Controller gives incorrect traffic information, particularly position
	8

	Pilot delays advising controller of TCAS RA
	11

	Pilot delays advising controller clear of conflict
	11

	
	

	
	

	Ground-Based Augmentation System (G-BAS)

	Pilot fails to check Notices to Airmen (NOTAM)
	11

	ATCO fails to check Maintenance Schedule (not G-BAS but current requirement), an offline task
	6

	Pilot misinterprets NOTAM
	11

	Pilot fails to listen to Automatic Terminal Information Service (ATIS)
	11

	Pilot misinterprets ATIS
	11

	ATCO gives clearance for an approach under maintenance
	1/8

	Pilot error in checking the approach 
	11

	Pilot mis-hears assignment to G-BAS or Instrument Landing System (confusion between these two)
	11

	Pilot selects another approach without telling ATC
	11

	ATCO misunderstands aircraft capabilities
	1

	ATCO fails to detect false capture in time
	3

	Maintenance leaves installation broadcasting hazardously misleading information following maintenance
	10

	Fail to correctly return equipment following maintenance
	10

	Fail to correctly input data during maintenance
	8/10

	Non-detection of incorrect data input
	8

	Non-detection of drift from intended trajectory
	3

	Pilot fails to detect readback error
	11

	ATCO incorrectly disables an operational approach
	7/1

	ATCO fails to disable approach when required 
	1

	Pilot fails to select correct approach
	11

	
	

	Gate to Gate (G2G)

	ATCO detects ‘frozen’ tool/interface support
	3

	ATCO detects poor support tool advice
	3

	ATCO proposes wrong sequence
	1

	ATCO detects discrepancy on screen (between 2 tools, e.g. Arrival Manager (AMAN) and landing list)
	3

	ATCO gives a ‘direct’ clearance when inappropriate
	1

	ATCO fails to give a ‘direct’ clearance when appropriate
	1

	Delayed transfer of aircraft to next sector
	2

	ATCO updates interface but fails to give verbal clearance
	1

	ATCO gives clearance but forgets to update interface
	7

	Pilot does not follow instruction
	11

	ATCO fails to cancel Airborne Separation Assurance System (ASAS) application for aircraft
	7/1

	ATCO fails to detect human-machine interface error
	3

	ATCO fails to detect loss of spacing (ASAS-related)
	3

	Pilot resumes own navigation too early
	11

	Aircraft assumed late
	1

	Aircraft handed over early
	2

	Fail to detect conflict between aircraft and handed over aircraft still in sector
	3


4 Specification of Error Producing Conditions

Table 3 presents the proposed list of EPCS. The developed set of Error Producing Conditions (EPCs) presented in Table 3 has been based on a review of the following:

· Existing lists from HEART EPCs, HERA contextual conditions (Isaac et al, 2004) and SPAR-H Performance Shaping Factors (Gertman et al, 2005).

· ATM HRA quantification requirements and review of key factors recognised as affecting air traffic controller performance.

It should be noted that for the technique, the ‘maximum affect’ values associated with each EPC are not yet available, but will be based on consideration of existing EPC data.
5 Generic TaSk Type Quantification

A key objective for CARA is that there is a clear link between the GTT, the GTT HEP value and the data which have been used to derive that HEP value. This is critical in order to ensure that the actual values used are underpinned by the best available data and that the values used can be objectively reviewed. This quantification process is currently ongoing, but this section describes the process and some indicative outputs.
Table 3: CARA Error Producing Conditions
	Ref. No.
	EPC DESCRIPTION

	1
	A need to unlearn a technique and apply one which requires the application of an opposing philosophy.

	2
	Unfamiliarity, i.e. a potentially important situation which only occurs infrequently or is novel.

	3
	Time pressure.

	4
	Traffic Complexity leading to cognitive loading.

	5
	Difficulties caused by poor position hand-over or shift hand-over practices.

	6
	Difficulties caused by team co-ordination problems or friction between team members, or inter-centre difficulties.

	7
	Controller workplace noise/lighting issues, cockpit smoke.

	8
	Weather.

	9
	On-the job training.

	10
	Cognitive overload, particularly one caused by simultaneous presentation of non-redundant information.

	11
	Poor, ambiguous or ill-matched system feedback.

	12
	Shortfalls in the quality of information conveyed by procedures.

	13
	Low vigilance or fatigue.

	14
	Controller shift from anticipatory to reactive mode.

	15
	Risk taking.

	16
	High emotional stress and effects of ill health.

	17
	Inadequacies in Safety Culture, including low workforce morale or adverse organisational environment.

	18
	Communications quality.

	19
	Over or under-trust in system or automation.

	20
	Unavailable equipment/degraded mode.

	21
	Little or no independent checking (e.g. lack of two pairs of eyes when needed).

	22
	Unreliable instrumentation or tool.


Existing human error probability data sources have been reviewed to identify suitable data. They have included the CORE-DATA database (Gibson et al, 2006) and Air Traffic Control research literature accessed through the Ergonomics Information Analysis Centre (Taylor and Francis, 2006). In addition, actual data have been collected from simulations (Gibson et al, 2006) and its hoped that field data will be collected in the future. All the data within these data sources are reviewed to assess their quality and applicability to the CARA GTTs. Based on the review, the link between the data points and the final human error probability used for a GTT may be:
· Using the geometric mean as a measure of central tendency across a number of studies (example 1 below). Where there are sufficient data sources, confidence limits will also be calculated.
· Selecting a single high quality datapoint of high relevance (example 2 below).

· Combing data across a number of studies where the same data collection processes and error definitions have been applied (example 3 below).

A current key data collection effort is related to the higher level GTT 1, ‘issue routine safe clearance or carry out in-sector task’. This data point has been selected for immediate data collection as previous studies were not identified which quantify this task at this level of detail. Data have been collected for this GTT from simulations related to ATC datalink systems undertaken at Eurocontrol Human Factors’ Laboratory (Eurocontrol, 2006b). While the data have not been processed in time for this paper, the study has demonstrated the feasibility of collecting suitable human error probability data during simulation. The data have been collected from controller self-report and observation of acting controllers by another experienced controller. This has been supported by collection of voice recordings and video recordings of the simulations. It is hoped that such a data collection strategy could be implemented in actual control centres in the future. This form of observation would also support the development of safety culture, mirroring the approach taken to behaviour-based safety in other industries (Tuncel et al, 2006).
While the quantification process is currently ongoing, some examples of quantified values are presented below. They should be treated as indicative values. 
1. GTT 3 ‘Detect deviation in routine scan of radar picture or strips’. Useful data have been identified from the Air Traffic Control experimental literature (e.g. Endsley and Rogers, 1996; Hilburn and Pekela, 1999; Metzger and Parasuraman, 2001; Metzger and Parasuraman, 2005; and Di Nocera et al, 2006). All these studies related to deviation detection tasks by actual controllers during simulations. Initial analysis has identified a human error probability of 0.1 for a failure to detect a deviation in a routine scan of the radar picture or strips.
2. GTT 4 ‘Respond to audible and visual alarm’. Simple response to alarms have been assessed in other industries. The best case data from the Nuclear Action Reliability Assessment Approach is proposed to be used (Kirwan et al, 2004). This would provide a human error probability of 0.0004 for a failure to respond to an audible and visual alarm.
3. GTT 8
‘Communication of safety critical information’.
A number of data points are available and are presented in Gibson et al, 2006. A human error probability of 0.002 is derived for an unrecovered slip in communication. This value assumes that a readback process is in place as found in ATC controller-pilot communication. The data are derived from 59 errors in 29,900 opportunities for error, based on simulation data and field data (Burki-Cohen, 1995; Cardosi, 1993; Cardosi, 1994; Cardosi et al, 1996; Gibson, 2002; Gibson et al, 2006; and Morrow et al, 1993). 
6 Conclusions

This paper has provided background on the development of CARA (Controller Action Reliability Assessment), a HRA tool for Air Traffic Management. The tool is required, because a suitable HRA tool does not currently exist for the ATM context and there is a requirement to assess human reliability in the context of ATM, which relies on human performance to ensure safety. Assessments are required for both existing and future systems.

CARA is based on the HEART approach, but closely tailored to the ATM environment. The generic task types identified for CARA cover both the higher task level (e.g. ‘Detect deviation in routine scan of radar picture or strips’) and the lower error level (e.g. slips in communication). At the task level, the GTTs are specific to the ATM environment. At the error level, it could be anticipated that the GTTs should be generalisable to other industries. A key element which this paper has aimed to demonstrate is that the GTTs are highly focused on satisfying the likely assessment demands from ATM safety cases. The paper has also provided information on how HEPs are being derived for the GTTs. The process of quantification aims to be explicit as to how the values have been generated, in particular drawing on robust HEP data from the CORE-DATA database and simulation studies. 
Error producing conditions have been derived from a review of other techniques and known factors associated with Air Traffic Controller performance. The process of deriving maximum affect values for the EPCs is an ongoing process.
Following completion of GTT and EPC quantification, it is planned that CARA will be trialled in actual assessments. 
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