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1  Introduction
This paper aims to serve as the basis for development of a sound Human Reliability Assessment (HRA) capability for Air Traffic Management (ATM) applications in safety case and Human Factors assurance work. ATM is considered a ‘high reliability’ industry, although recent ATM-related accident occurrences have shown that such a status can never be assumed, and there is a continual need to look for safety vulnerabilities and mitigate them or their effects. Clearly, however, ATM is very human-centred, and will remain so at least in the mid-term (e.g. up to 2025). The air traffic controller has shown great capacity for safety over the years, and this must be maintained against a background of continually increasing traffic levels (currently running at  4 – 18% per year in Europe) and automation support aimed largely at enhancing capacity. Other industries have for several decades made use of HRA approaches. Such approaches aim to predict what can go wrong, and how often things can go wrong, from the human perspective. Such a capability is useful to ensure that safety cases of current and future systems are not ignoring the key component in the ATM system, the human controller.


However, it is not simply a matter of taking a HRA method off-the-shelf from another industry – ATM performance is very different from, say, nuclear power operation, rail transport, petrochemical or medical domain performance (domains where HRA has matured or is evolving). There is therefore a need to consider what approaches have been tried in such industries, and to learn from what has, and has not worked, and then fit and adapt a method that will serve ATM’s needs. Additionally, whilst error types (what we do wrong) are relatively well-understood in ATM through incident experience, the likelihoods or probabilities of such errors, which are the cornerstone of any HRA method, are far less known. This is particularly so because error recovery in ATM is very strong. 


Although other industries have such probabilistic human error ‘data’, ATM has almost none, and so it will take some time to develop an approach for ATM (since data from other industries may not be relevant). Nevertheless, preliminary studies have occurred using incident information from an Air Traffic Control Centre, error recordings from a real time simulation, and expert judgement protocols for an ATM safety case. Such initial studies do suggest that development of a HRA capability for ATM is feasible. 


This paper therefore sets out to review HRA in other industries, to determine firstly the overall architecture and style of HRA approach or approaches that are needed for ATM. It will then go on to give a vision of what such approaches would look like. Later companion reports will then focus on the development of these approaches, and their demonstration in safety case contexts. In summary therefore, the aims are as follows:

· Review HRA experience in other industries

· Determine the architecture of a HRA approach needed for ATM

· Give preliminary examples of the intended approach
2  Background to Human Reliability Assessment 

Since in essence ATM wishes to learn from other industries to achieve human reliability assurance, it is useful to consider briefly the origins and evolutionary pathway of HRA in those other industries, so that ATM can learn and adapt its own methods more wisely. A précis of the evolution of HRA is therefore given below before focusing on ATM direct needs and prototype tools. Following this review and a summary of the key lessons to learn from other industries, a generic HRA Process is outlined, and examples where Eurocontrol has already made some advances are cited 

2.1  The Origins of Human Reliability Assessment

Human Reliability Assessment (HRA) is concerned with the prediction of human errors and recoveries in critical human-system situations. HRA started out in the early ‘60s in the domain of missile and defence applications in the USA. Early work focused on development of human error databases for simple operations (e.g. activate pushbutton), which could be compiled into task reliabilities (e.g. start reactor). However, this ‘micro’ attempt failed, because humans are primarily goal-driven, and their actions cannot be broken down into such minute sub-actions without losing something of the ‘goal’ that binds them together. Work nevertheless continued on HRA development, more or less as a research endeavour, until the end of the seventies (see Kirwan, 1994, for a review of early HRA developments). 

2.2  The First Major HRA Technique

In 1979 the Three Mile Island nuclear power plant accident occurred, and was a fundamental shock to the industry, halting nuclear power advancement in the USA permanently, and bringing a huge focus on human error, Human Factors and the need for a better way of managing human reliability. The first true HRA technique was the Technique for Human Error Rate Prediction (THERP; Swain and Guttmann, 1983), which became available as a draft in 1981, published formally in 1983, and has been in use ever since. This technique contained a database of human reliabilities which were not too ‘microscopic’, and assessors found they could use the approach to deal with various human errors that could occur. The human error probabilities (HEPs) associated with each error type, typically stated as an error rate per demand, were based on the principal author’s (Alan Swain’s) experiences and data available from early US studies in the defence domain (e.g. the manufacture of missiles). Any HEP is a probability value between zero and unity, and a typical range for human error, from very likely to fail to highly unikely, is between 1.0 and 10-5. In principle, HEPs are derived from observation of  human performance:

HEP = No. of errors observed / No. of opportunities for error



The assessor needing to quantify a human error probability, say for a fault or event tree (THERP favoured event trees because they maintained the sequence of operations as seen by human operators, thereby maintaining the ‘goal-orientation’), would find the most appropriate human task description in THERP (e.g. reading an analogue display; operating a pushbutton; etc.), and would obtain a ‘nominal’ HEP (e.g. 1 error in 1,000 operations or demands). This HEP could then be modified by the assessor within a range specified (e.g. a factor of ten) by the technique based on factors evident in the situation: for example, if there was significant time pressure on the operators, the assessor might modify the nominal HEP by a factor of ten, yielding a value of one in a hundred (10-2) for the HEP being assessed. 


These modification factors were called Performance Shaping Factors (PSF), and THERP specified many, from task-based factors such as time pressure, to psychological and physiological states such as emotional disturbances and fatigue. Although little guidance was given in the THERP documentation on how exactly to apply these PSF and modification factors, THERP assessors received a one to two week course to become accredited, and would be given instruction in application of modification factors (PSF). 


THERP also recognized that a fault tree or event tree minimal cutset
 could contain several errors that had to happen together for an accident scenario or hazard to arise or progress. There would be cases however where one human error might lead to another, or at least increase its likelihood of occurring. This had in fact occurred in the Three Mile Island accident where, due to a misdiagnosis of the conditions inside the reactor vessel, several human ‘recovery’ tasks failed. This effect is known as dependence. An example in air traffic would be where the controller calls the wrong aircraft (e.g. due to call sign confusion) and attempts to give it the wrong instruction (e.g. climb to FL350). When the pilot reads back the instruction, in theory the controller should hear both the call sign and the instruction and realize that (s)he has made a mistake. But if the controller has truly confused the call signs, then the readback will sound perfectly correct, because it matches the (mistaken) intention. In such a case, the recovery is completely dependent on the original error, and so will fail. 


THERP recognized several levels of dependence, from zero to low, moderate, high and complete dependence, and developed simple equations with which to modify HEPs. THERP remains one of the only HRA techniques to explicitly tackle the issue of human dependence. Dependence remains a critical concern for ATM Concept changes, because such changes (e.g. changing from voice communication to electronic data transfer) can alter the dependence between certain controller and pilot tasks, and dependence effects on the total calculated risk for a new concept could be significant.

2.3 Other ‘First Generation’ HRA Techniques
Although THERP was immediately successful, there were a number of criticisms of the approach, in terms of its ‘task decompositional’ approach (it was still seen as too ‘micro-task’ focused by some), its database origins (which have never been published), its broad brush treatment of psychological and Human Factors aspects, and its high resource requirements. By 1984 therefore, there was a swing to a new range of methods based on expert judgement. The world of Probabilistic Risk Assessment (PRA, later known as PSA, Probabilistic Safety Assessment), whose champion was (and still is) the nuclear power industry, was used to applying formal expert judgement techniques to deal with highly unlikely events (e.g. earthquakes, and other external events considered in PRAs). These techniques were therefore adapted to HRA. 


In particular two techniques emerged: Absolute Probability Judgement [2], in which experts directly assessed HEPs on a logarithmic scale from 1.0 to 10-6; and Paired Comparisons (Seaver and Stillwell, 1983; Hunns, 1982), where experts had to compare each human error to each other and decide simply which one was more likely. A psychological scaling process and logarithmic transformation were then used to derive actual HEPs. The latter approach required calibration: at least two known human error data points to ‘calibrate’ the scale. A third expert judgement technique, still in limited use today, was also developed, called SLIM (the Success Likelihood Index Method; Embrey et al, 1984). The main difference with this technique was that it allowed detailed consideration of key performance shaping factors (PSF) in the calculation process; the experts identified typically 4 – 8 critical PSF, weighted their relative importance, and then rated the presence of each PSF in each task whose reliability was required. This produced a scale, as for Paired Comparisons, which could then be calibrated to yield absolute HEPs.  


One further technique worthy of note was developed is 1985, the Human Error Assessment and Reduction Technique (HEART: Williams, 1986; 1988). This technique had a much smaller and more generic database than THERP, which made it more flexible, and had PSF called Error Producing Conditions (EPCs), each of which had a maximum effect (e.g. from a factor of 19 to a factor of 1.2). HEART was based on a review of the human performance literature (field studies and experiments) and so the relative strengths of the different factors that can affect human performance had credibility with the Human Factors and Reliability Engineering domains. At the time of its initial development, HEART was seen as quicker compared to the more demanding THERP approach, but its industry-generic nature meant that it was sometimes not always clear how to use it in a specific industrial application. This tended to lead to inconsistencies in its usage. Later on however, such problems were addressed firstly within HEART itself, but secondly by developing tailored versions for particular industry sectors, notably nuclear power and, very recently, rail transport (Gilroy and Grimes, 2005).


In the mid-late 80’s, a number of further accidents in human-critical systems occurred: Bhopal in India, the world’s worst chemical disaster; Chernobyl in the Ukraine, the world’s worst nuclear power plant disaster; the Space Shuttle Challenger disaster; and the offshore oil and gas Piper Alpha disaster. All had strong human error connotations, but they also shifted concern to the design and management aspects, and the wake of Chernobyl in particular led to the notion of Safety Culture, as an essential aspect of system (and human) risk assurance as well as the impact of goal-driven behaviour on system safety, and in particular ‘errors of intention’. These latter types of errors referred to the case wherein a human operator or team of operators might believe (mistakenly) that they were acting correctly, and in so doing might cause problems and prevent automatic safety systems from stopping the accident progression. Such errors of intention are obviously highly dangerous for any industry, since they act as both an initiating event (triggering an accident sequence) and a common mode failure of protective systems. 

2.4 Validation
 of HRA technique
Near the end of the ‘80s, a number of HRA techniques therefore existed, and so assessors in several industries (mainly at that time nuclear power, chemical and process, and petrochemical industries) were asking which ones ‘worked’ and were ‘best’. This led to a series of evaluations and validations. A notable evaluation was by Swain (1989), the author of THERP, who reviewed more than a dozen techniques, but found THERP to be the best. A major comparative validation was carried out (Kirwan, 1988) in the UK nuclear industry involving many UK practitioners, and using six HRA methods and ‘pre-modelled’ scenarios (using mainly single tasks and event trees). This validation, using assessors from industry, and using some ‘real’ data collected from incident reports and unknown to the assessors involved, led to the validation of four techniques, and the ‘invalidation’ of two. The empirically validate techniques were THERP, APJ (Absolute Probability Judgement; direct expert judgement), HEART (which had border-line validity), and a proprietary technique used by the nuclear reprocessing industry and not in the public domain. The two techniques that were ‘invalidated’ (i.e. they produced wrong estimates, typically wrong by a factor of ten or more), were Paired Comparisons and SLIM. Both of these techniques’ results suffered because of poor calibration during the validation exercise.    

2.5 A Wrong Path
In the late ‘80s an approach called Time Reliability Curves (TRC: Hannaman et al, 1984) was developed in several versions. Fundamentally this approach stated that as time available increases over time required for a task, human reliability increases towards an asymptotic value. Various curves were developed of time versus performance. However, while such curves had strong engineering appeal, they were later invalidated twice by two independent studies (Dolby, 1990; Kantowitz and Fujita, 1990) and were largely dropped from usage
.

2.6 Human Error Identification & Task Analysis
In the mid-late 80’s a trend also emerged with a significant focus on human error identification, and more detailed understanding of the human’s task via methods of task analysis (several of which have already been applied in ATM)
. The need for this focus was simple and logical: the accuracy of the numbers would be inconsequential if key errors or recoveries had been omitted from the risk analysis in the first place. If the risk analysis treated the human tasks superficially, it was unlikely to fully model all the risks and recoveries in the real situation. This led to a number of approaches (Kirwan, 2002; Kirwan and Ainsworth, 1992) and theories and tools. In particular one of these was known as  Systematic Human Error Reduction and Prediction Approach (SHERPA: Embrey, 1986), and was based on the works of key theoreticians such as James Reason and Jens Rasmussen, and was the ancestor for the later ATM error identification approaches TRACER (Shorrock and Kirwan, 2002), the incident Eurocontrol error classification approach HERA (Isaac et al, 2002) and its error identification counterpart HERA-Predict.  HRA came to be seen not merely as a means of human error quantification, but also as the whole approach of understanding and modelling the task failures and recoveries, and making recommendations for error mitigation as well. Thus HRA became concerned with the complete assessment of human reliability, and this broadening of its remit persists until today, though at its core HRA remains a quantitative approach


In the UK and some parts of Europe (though not France or Germany) HEART gained some dominance mainly due to its flexibility, its addressing of key Human Factors aspects, and its low resource and training requirements. In 1992 it was adopted by the UK nuclear power industry as the main technique for use in probabilistic safety assessments. Since it had been border-line in the first main validation, it was improved and successfully re-validated twice in 1995 and 1998 (Kirwan et al, 1997; Kirwan 1997a; 1997b; Kennedy et al, 2000), along with THERP and another technique known as JHEDI (Kirwan, 1997c), the latter remaining proprietary to the nuclear processing industry. JHEDI is of interest however, since it was based entirely on the detailed analysis of incident data from its parent industry. The argument was simple: the more relevant the source data was for the HRA technique, the more accurate, robust and relevant the technique would be. The approach of using incident data was also used in the German nuclear industry in the method called CAHR (Connectionism Assessment of Human Reliability (Straeter, 2000), which focused on pertinent human error data and mathematical analysis of the data to represent more robust HEPs, their contextual conditions and likely human behavioural mechanisms (called cognitive tendencies). 

2.7 HRA & Context – 2nd Generation HRA
In 1990 a prominent HRA expert (Dougherty, 1990) suggested, also based on the experiences of the accidents mentioned above, that most HRA approaches did not pay enough attention to context, i.e. to the detailed scenarios people found themselves in. Essentially, the argument was that considering human reliability in an abstracted format of fault and event trees was insufficient to capture the local situational factors that would actually dictate human behaviour, and lead to success or failure. This occurred at the same time as a growing concern in the US in particular with Errors of Commission (EOCs), wherein a human in the system does something that is erroneous and not required by procedures (e.g. shutting off emergency feed water to the reactor in Three Mile Island; disconnecting safety systems while running reactivity experiments in Chernobyl; etc.). Such errors of intention, relating to a misconception about the situation, were as already noted earlier, severely hazardous to industries such as nuclear power. Incident experience in the US was suggesting that it was these types of rare errors, whose very unpredictability made them difficult to defend against, that were of most real concern. 


Although a number of existing techniques did consider performance shaping factors and carried out detailed task analysis, determining the roles and working practices of operators, and also considering the detailed Human Machine Interfaces (HMIs) that they would work with (what they would see and hear), therefore addressing context, there was a heralding call for a new generation of HRA techniques that would focus more on the context that could lead to such errors of intention. Therefore work on a set of so-called ‘Second Generation HRA’ techniques began in the early – mid 90’s. The most notable of these were ‘A Technique for Human Error Analysis (ATHEANA : Cooper et al, 1996; Forester et al, 2004) and the Cognitive Reliability Error Analysis Method (CREAM: Hollnagel, 1993; 1998). Actually used in various nuclear safety assessments were also MERMOS (Le Bot, 2003) and CAHR (Straeter, 2004a). ATHEANA is notable because it has had more investment than almost any other HRA technique. The qualitative part of the method is used for identification of safety critical human interventions in several instances, but its use has so far been marginal due to residual problems over quantification. CREAM is a more straightforward technique that has had mixed reviews, although currently it is in use in the nuclear power domain in the Czech Republic. Some preliminary attempts to adapt it to ATM did not work well
.


A recent HRA expert workshop
 provided an overview of the current level of implementation of 2nd Generation approaches. Though the methods mentioned above were all applied already in various safety assessments, there is still more work to be done regarding the evidence of empirical validation compared to ‘first generation’ techniques. The Level of application and work to be done can also be seen from a special issue of a key reliability journal on HRA and EOCs (Straeter, 2004b). One notable exception of a 2nd Generation technique that is in regular use and which achieved regulatory acceptance is the MERMOS technique used by EdF (Electricite de France) in its nuclear programme. However, this approach appears unused outside of EdF, and appears to rely heavily on real time simulations particular to nuclear power.


The Second Generation HRA approach is clearly still under development. Taken to one extreme, there is less focus on individual errors, and more focus on determining what factors can combine to lead to an intrinsically unsafe situation, wherein errors of intention become increasingly likely. This concept has some resonance not only with accidents such as Chernobyl or Bhopal, but also with the Überlingen accident. In the latter tragic event, although there were discrete controller errors that were arguably predictable by 1st Generation HRA methods, there was nevertheless an aggregation of an unusually large amount of factors that predisposed the whole situation to failure. This ‘confluence’ of negative factors is now also being looked at not only by HRA, but also by proponents of the new field of ‘Resilience Engineering’.

3  Current Approaches in Use
Recently the HEART technique has been ‘re-vamped’ using human error data collected over a ten year period in the CORE-DATA (Taylor-Adams and Kirwan, 1995; Gibson et al, 1999) database, to develop a new nuclear-specific HRA technique called NARA (Nuclear Action Reliability Assessment: Kirwan et al, 2004). As with HEART, this approach uses only a small set of generic tasks, and a tailored set of performance shaping factors along with maximum effects, and ‘anchors’ to help assessors decide by how much to modify the generic task probability. NARA has not yet been validated but has been successfully peer reviewed by the nuclear regulator and industry, and independent HRA experts in a formal peer review process. In a recent review by NASA (Mosleh et al, 2006), who are considering development of a HRA method for space missions to Mars, NARA was one of five techniques highlighted for short-term interest; HEART and CREAM were also highlighted along with ATHEANA, and a technique called SPAR-H (Standardised Plant Analysis Risk HRA Method: Gertman et al, 2005), which is a quick US HRA technique for nuclear power plant evaluations taking elements from HEART, INTENT and CREAM). It is interesting to note that neither NARA, HEART nor SPAR-H are 2nd Generation techniques. 


Currently methods in use are, from 1st generation, HEART, SLIM, APJ, THERP (and its quicker version ASEP), JHEDI and SPAR-H, and from 2nd generation ATHEANA, MERMOS, CREAM, and CAHR.


Whilst there is continued interest in 2nd Generation approaches in the area of HRA development, in practice ‘1st Generation’ techniques are the ones that are mainly being applied in real risk assessment and safety assurance work. For many ATM applications, as discussed later, it is likely that a 1st Generation style HRA method for ATM would suffice. However, a more advanced method could offer advantages in terms of precision and insight for more critical human error situations. For this reason, as discussed later, a two-tiered approach for ATM may ultimately be considered.

Another avenue is that of expert judgement. Formal expert judgement is still in use today as a HRA method for many applications, including its use in developing generic human error probabilities for key industrial tasks (e.g. for the UK rail industry). However, it is not the same as ‘Engineering Judgement’. The latter term refers to one or more people giving their opinion on the value of the HEP. Since it is well-known and well-researched that such unrefined expert judgement suffers from bias (Tversky and Kahneman, 1974; see also Kirwan, 1994), formal protocols are strongly advised. These entail selection criteria for defining appropriate expertise, proper preparation of materials for the exercise, expert facilitation of the expert judgement sessions, and statistical analysis of the results to detect unsound judgements. In practice this amounts to formal use of APJ to derive the raw expert judgement data, and use of Paired Comparisons (PC) to detect poor judgements (this is the part of PC which is strong and valid, and does not require calibration). This approach, together with HEART, was used recently in a preliminary Eurocontrol safety case for the GBAS (Ground-Based Augmentation System) project. 
These techniques (the APJ/PC partnership in particular) are recommended in preference to other expert judgement techniques such as SLIM, mentioned earlier, since the latter types of technique did not perform well in independent validation studies, whereas APJ has. However, it has to be said that the basic rule of expert judgement – garbage in, garbage out – applies. When true experts are using their many years of experience to judge how often events in their experience have occurred, that is one thing. It is quite another to assume that experts can predict behaviour with future systems that are very different from today, wherein by definition there is no experience possible. Nevertheless, expert judgement may have a role to play in ATM HRA, possibly in terms of filling some of the gaps in quantitative data that are needed to develop ATM HRA techniques. 

4  Summary of Lessons from the Evolution of HRA

The first lesson is that HRA in other industries has worked for more than two decades in several industries, enabling risk informed decision-making, evaluation and improvement of design choices and system performance, and protection from unacceptable risks. It is also notable that it is now reaching into other industries, notably rail and air transportation, and medical and pharmaceutical domains. Wherever human performance and error are critical in an industry, HRA is often seen as useful sooner or later.


The second lesson is that in practice the simpler and more flexible approaches are more usable and sustainable. While more advanced methods are always desirable, they can take a very long time to reach fruition and deliver real results. It may be more sensible for ATM therefore to start with a practicable approach while anticipating the need for enhancing the methods in respect to 2nd Generation techniques. At a time when many safety cases are being developed, there is a need for a practical methodology now, to ensure that basic human reliability issues are dealt with in a reasonable manner. 


The third lesson is that ATM has some clear advantages. Incident data can be analysed to inform HRA approaches, to help generate HEPs and to better understand the factors affecting ATM. Real Time Simulations can be used both to generate useful HEP data and to inform and verify safety case results and predictions. ATM already has at least two advanced simulation techniques (TOPAZ and Air MIDAS) that may help in the future to deliver better ways of dealing with more complex and dynamic human reliability questions. A final advantage, one we must not lose, is that the human reliability of our controllers is exemplary. This may be due to higher recovery rates or lower level of automation
 than in other industries, but it means that we must better understand this high reliability, and more explicit modelling and measurement of this phenomenon will help us understand it better, so that we will know how to keep it.

5  ATM HRA Requirements

ATM has at least four clear application areas for HRA:

· System-wide safety cases for Next Generation ATM Systems (e.g. in Europe for SESAR, or in the US potentially for NGATS)

· Individual concept element safety cases (e.g. a safety case for a new conflict resolution system, or for an arrival manager, etc.)

· Unit safety cases (e.g. a safety case for Maastricht Upper Airspace Centre, or another Air Traffic Control Centre or Airport)

· A Human Factors-driven HRA focusing on a specific current problem area or proposed change that may have impact on human error and recovery performance.  


Given the number of safety cases that Eurocontrol needs to do in the short to medium term, and that Eurocontrol should deliver guidance on this key area to other stakeholders (Member States) for their implementation of ESARR 4 in their own safety cases, there is a pressing need for a short term solution which also facilitates longer term needs on HRA. This also clarifies the target audience for a HRA method – it is primarily aimed at the safety assessor or Human Factors assessor working on safety case or Human Factors Case assurance, whether for existing or future designs.


The most successful approaches in other industries have been flexible and tailored to the industry. Techniques such as HEART (and its nuclear power domain successor NARA) and SPAR-H and even CREAM, have enabled safety assessors and human reliability assessment practitioners to deal with human error without getting bogged down with the weight of the technique itself. Such ‘light’ tools are useful for most safety case needs. It would appear sensible therefore that ATM develop a similar approach, using generic task types relevant to the industry and safety case needs (i.e. typical tasks or errors modelled in safety cases), with appropriate modification factors (e.g. related to traffic, weather, HMI, etc.). Such an approach could be developed based initially on information from generic databases such as CORE-DATA (which includes air traffic human reliability data), shored up with formally produced and verified expert judgement data, and data collected in real-time and Human Factors laboratory simulations. The development of this approach is called CARA (Controller Action Reliability Assessment) and is aimed for development, testing and release in 2007. The following section outlines the architecture and preliminary developments of CARA.

6  Preliminary Outline of CARA 

This section shows what CARA might look like in the near future, based on preliminary work on this method. The aim of this section is at present mainly to show the architecture of the approach, and an overview of the technique ‘mechanics’ (how it will work). This will enable practitioners (e.g. safety and Human Factors assessors) to visualise the technique and its potential for practical applications.


There are three key elements of the CARA approach, using the same building blocks as were found to be successful in the HEART technique. These are outlined below in terms of their adaptation to CARA.

6.1 Generic Task Types (GTTs)
During a Human Reliability Assessment (HRA) an analyst will have specific tasks they need to quantify. A specific task is compared with Generic Tasks Types (GTTs). The GTT which best matches the specific task being assessed is selected. The selected GTT is associated with a human error probability and therefore this provides an initial quantification for the task being assessed. The GTT approach aims to have not too many GTTs, but to be able to cover all ATM relevant tasks. CARA will have GTTs tailored to the ATM context. Initial quantification of GTTs (with uncertainty bounds where possible) will occur using data from the CORE-DATA Human Error Database. Preliminary GTTs for Air Traffic Management are as shown in Table 1 below:

	Broad Task Type
	Generic Task Type
	Comments

	ATCO Routine Tasks
	1. Issue routine safe clearance or carry out in-sector task.
	Ideally data would be collected for both GTT(1), as this level of resolution would be very useful for ATC HRA studies. GTT1 is ‘high level’, but should be used to represent any of the  following sub-tasks:

· Call aircraft on frequency (ident-assume)

· Give clearance

· Respond to pilot requests

· Ensure aircraft at exit flight level

· Hand off aircraft to next sector

· Manage conflicts

· Maintain smooth orderly expeditious flow

· Coordinate aircraft into sector

	
	2. Plan aircraft into/out of sector (Planner/MSP)
	This task is currently a ‘place holder’ as the assessment requirements, data sources and actual level of resolution for this task are currently uncertain.

	ATCO Conflict Resolution
	3. Detect deviation in routine scan of radar picture or strips
	It should be noted that it is intended that tasks 3-6 are mutually exclusive and should always be considered/modelled separately. The current barrier models and event trees being used in ATM safety cases consider conflict detection and resolution with and without aids such as STCA (or MSAW, etc.), and responses to TCAS acknowledgement. Therefore separate GTTs will be required. This will also be useful where new safety nets or system safety defences may be considered. 

	
	4. Resolve conflict (not with STCA) when identified
	

	
	5. Respond to STCA/alarm
	

	
	6. Collision avoidance actions
	

	ATCO Offline Tasks
	7. ATCO offline tasks
	For example, check papers, notes or notices prior to a shift.

	Lower Level Tasks
	8. Input/read data
	These are slips in human perception and physical action, and could be used for call sign confusion or inputting wrong flight level in a Datalink transaction, for example.

	
	9. Communication of safety critical information
	These are slips in the oral (e.g. Radio-telephony) communication of safety critical information. The GTT HEP is likely to be 0.006, based on data collected during Eurocontrol real time simulations. Data also exist on pilot error rates for communication.

	
	10. Evaluation/Decision Making
	These are intended to be simple, individual, decision-making tasks.

	Non-ATCO Tasks
	11. Technical and support tasks
	These are composite tasks such as are involved in the maintenance of ATC equipment.

	
	12. Pilot tasks.
	Currently these are out of CARA’s scope (except for communication tasks), but some pilot GTTs would probably need to be developed (e.g. in particular for ASAS applications, but also for selecting wrong approach, failing to level off, etc.). 


Key: ASAS = Airborne Separation Assurance System; ATCO = air traffic controller; MSAW = Medium Safe Altitude Warning; MSP = Multi-Sector Planner; STCA = Short Term Conflict Alert;; TCAS = Traffic Alert and Collision Avoidance System

Table 1: Proposed Generic Task Types

6.2 Error Producing Conditions
In addition to GTTs there are also Error Producing Conditions (EPCs) which may be relevant to a task being assessed and which are captured as part of the human reliability assessment process. The EPCs are factors which are predicted to negatively influence controller performance and therefore increase the generic human error probability associated with a GTT. Examples of EPCs are ‘time pressure’ or ‘controller inexperience’. Each EPC has a ‘maximum effect’ on performance, which is a numerical value which reflects the maximum impact that an EPC can have on a task. For existing CARA-like tools (HEART & NARA) the ranges of maximum effects are typically from around a factor of 2 to a factor of 20. Similar ranges would be likely for CARA since EPC effects appear to be more stable across industries than GTTs, since the latter are more context dependent. A list of EPCs (see below) will therefore be developed for CARA specific to the ATC context. The CARA technique will then allow the assessor to rate the degree of impact of each selected EPC on the task. This therefore requires assessor judgement, based on his or her experience, but also from any related qualitative material available such as task analysis or other Human Factors analyses, as well as incident information where this is available. Subject Matter Experts (e.g. air traffic controllers) may also help determine the degree of the EPC’s impact for a specific situation. The longer term intention of CARA will however be to provide ‘anchor points’ to help the assessors rate each selected EPC, as this has been found useful in other industries. Candidate EPCs for ATM are shown in Table 2 below. These have been derived by reviewing the original HERA and NARA techniques, as well as the Eurocontrol HERA taxonomy of errors and error factors, and from a practical knowledge of factors in incidents.
	Ref No.
	EPC DESCRIPTION

	1
	A need to unlearn a technique and apply one which requires the application of an opposing philosophy.

	2
	Unfamiliarity, i.e. a potentially important situation which only occurs infrequently or is novel.

	3
	Time pressure.

	4
	Traffic Complexity leading to cognitive loading.

	5
	Difficulties caused by poor position hand-over or shift hand-over practices.

	6
	Difficulties caused by team co-ordination problems or friction between team members, or inter-centre difficulties.

	7
	Controller workplace noise/lighting issues, cockpit smoke.

	8
	Weather.

	9
	On-the job training.

	10
	Cognitive overload, particularly one caused by simultaneous presentation of non-redundant information.

	11
	Poor, ambiguous or ill-matched system feedback.

	12
	Shortfalls in the quality of information conveyed by procedures.

	13
	Low vigilance or fatigue

	14
	Controller shift from anticipatory to reactive mode.

	15
	Risk taking.

	16
	High emotional stress and effects of ill health.

	17
	Low workforce morale or adverse organisational environment.

	18
	Communications quality.

	19
	Over or under-trust in system or automation

	20
	Unavailable equipment/degraded mode.

	21
	Little or no independent checking (e.g. lack of two pairs of eyes when needed).

	22
	Unreliable instrumentation or tool.


Table 2: Proposed Error Producing Conditions

6.3 CARA Calculation Method
HEART uses a simple calculation method to combine GTT HEP and EPC values, and CARA will adopt the same procedure. It also allows modification of the strength of affect of EPCs through a weighting process. It is currently proposed that these processes are not changed. They are described in Kirwan (1994). As an example, there may be a communication task (using Radio-telephony) [GTT 9] such as instructing an aircraft to climb to a particular flight level, but there is a risk of giving the wrong FL. In the situation in question there may be a predicted problem in the quality of communications: CARA EPC 18 [maximum effect assumed to be a factor of 10 in this example] is used by the assessor and rated at half the maximum effect. The resulting HEP would therefore be around 0.03. It should be noted that if too many EPCs are used, the HEP rapidly approaches unity (1.0), and so with techniques like HEART and CARA, EPCs should only be used when they are definitely present in the current system, or are judged likely to be present in the future system.


The above outline of CARA shows the adaptation of the HEART and NARA-style techniques to ATM, via contextualising the GTTs and EPCs. The GTTs have been contrasted with the human errors identified in ten preliminary safety cases and have been found to be able to accommodate such error types. The EPCs have also been shown to be relevant to the types of contributory factors from incidents and those factors considered by assessors for safety analysis purposes. The next and critical step will be to quantify the GTTs for ATM, and to confirm or change the EPC maximum effects for the ATM context. Then the CARA technique will be ready for user trials.

7  Conclusion
HRA has been found to be useful in other industries and could be adopted by ATM. In the short term an ATM-specific tool is being developed based on generic tasks and probabilities with ATM-relevant modification factors. The candidate approach, now under development, is called CARA. This approach uses the HEART format, adapted to the context of air traffic management operations. The preliminary architecture has been developed and outlined in this paper, and work is now progressing on the quantification of the GTTs and EPCs, prior to trialling of the technique in ATM safety assessments.  
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� A minimal cutest is the minimum set of events required to happen to lead to an accidental outcome, or a hazard. In a fault tree it is a set of events multiplied together connected by one or more ‘AND’ gates to lead to the top event, and in an event tree it represents the combination of events on an unbroken pathway through the tree ending in a failure state.


� Validation means that the technique is used to predict HEPs for a set of tasks whose actual HEPs are known (but not to the assessors). Ideally the estimates are accurate to within a factor of three, but at least a factor of ten. Validations can also detect if a technique tends towards optimism/pessimism. See [18, 19].


� It is interesting to note that currently there has been some resurgence of interest in this approach in Bulgaria and Hungary, but elsewhere largely it is no longer looked upon favourably.


� The most useful task analysis techniques are Hierarchical Task Analysis (HTA), which develops a top down description of goals, tasks and operations; Operational Sequence Diagrams (OSDs) which consider interaction of different personnel (e.g. tactical and planner controller; controller and pilot; etc.) and Timeline Analysis which plots actions along a temporal event-driven axis.


� An EEC-based student project attempted to develop the CREAM approach for air traffic operations.


� Halden Reactor Project Workshop on HRA, October 2005, Halden, Norway


� Paradoxically, automation often makes error situations worse, because humans are less ‘in the loop’ and therefore do not detect problems nor correct them so easily. 





